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B.I1.lepcTiok

Conpedcedamens opexomumema DPopyma, cosemnux Cexpemaps Coeema
bBezonachocmu Poccutickoti Pedepauuu, dupekmop Hucmumyma npobnem
unghopmayuonnoti 6ezonacnocmu MITY umenu M.B. Jlomonocosa

BCTYHI/ITCJ'II)HOG CJIOBO:

O nporpamme u 3amnadax Popyma
«ITapTHepcTBO rocynapcTa, 0M3Heca M rpaKIaHCKOTO
00mecTBa NMpU o0ecneYeHnH MeKIyHAPOIHOM
HH(OPMANMOHHOI 0€30MACHOCTHY

VBaxkaemble y4aCTHUKU KOHpepeHLuu!
Jambl 1 Tocmioga!

IIpexnae Bcero, xoTesn Obl BbhICKa3aTh UCKPEHHIO MPU3HATEb-
HOCTb PYKOBOJUTEJSIM aJMUHUCTPALIMU 3TOrO YAUBUTEJIBHOIO
mecta B baBapuu — r.I'apmuii-IlapreHkupxeH, Oaarogapst pamy-
LIXI0 KOTOPBIX 9KCHEPThl B 06JacT MHMOPMAIIMOHHON Ge3omac-
HOCTM MHOTHMX TOCYIapCTB MHUpPa YK€ BOCBMOI TOM MOAPSA MOTYT
cobupaThbcsl U 00CYKIaTh HauboJiee akTyajbHbIe MPoOIeMbl 00e-
CIIEUEHUST MEXAYHAPOIHOTO MMUpa U OE30MACHOCTU B YCJIOBUSIX
yIrpo3 3JIOHAMEPEHHOTO UCIOJAb30BaHUSI MH(MOPMALMOHHBIX U
KOMMYHUKaIIMOHHBIX TexHojoruil (MKT). [11010TBOPHOCT 3TUX
JUCKYCCUIA CYIIIECTBEHHO BO3pOcjia Mocjie 00pa3oBaHUs 3/1€Ch XKe
B r.lapmuiu-IlaptreHkupxeH MexayHapoaHOIO HCCIea0BaTeb-
CKOT0 KOHCOpLIMYMa, KOTOPBIA MO3BOJMJ CO3HATh YCJIOBUS IS
00beAMHEeHNS YCWIMI 3aMHTEPEeCOBAaHHBIX OpraHu3aluii B MOUC-
K€ HEMPOCThIX PELICHUIA MpodsieM 00eCreyeHUs MeXAyHAPOIHOMI
MHOOPMALIMOHHOI 0€30I1aCHOCTH.

Ha npenpiayiueit koHdepeHuu B baky B OKTs0pe MpoLLIoro
rona KoHcopuuyMm omnpeneansi B Ka4yecTBe MPUOPUTETHOTO Ha-
MpaBJIeHUs] CBOUX MCCJIENOBaHUI MPOpabOTKy MpobjeM CoBep-
LIEHCTBOBAHUSI MEXIYHAPOAHOIO IMpaBa C YYETOM HEOOXOAUMO-
CTU MPOTUBOACUCTBUSI 3JI0HAMEPEHHOMY ucIojb3oBaHuio MKT
B BOCHHO-TIOJIMTUYECKUX Leasix. CeroiaHsi COCTOMTCSI CeMUHAap-
KPYIJIBI CTOJI IO 9TOM TeMe. 3aBTpa coctoutcs IX-as KoHpepeH-
uug KoHcopuuyma, Ha KOTOPOI Ham MPEACTOUT MOJBECTH ITPOME-
JKYTOUHBIE UTOTM MPOPAOOTKM JAHHOIO BOMpPOCa U ONPeaeuThCs
¢ maHamu pab6otsl KoHcopimyma Ha Ovkariinee oyayiee. Kpo-
M€ TOTO, COCTOUTCSl IPUEM B OpraHU3alMi0 HOBBIX WIEHOB. DTO:

8
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HayuHo-uccienoBatenbCKuii MHCTUTYT MH(MOPMAIIMOHHON 0e30-
MacCHOCTU M KpurTojoruu EBpasuiickoro HallMOHAJIbHOTO YHU-
BepcuteTa um. JI.H.I'ymunena (Ka3zaxcrtaH);

MHCTUTYT 2JIEKTPOHUKHU U TeJIEKOMMYHUKAIWA TIpu KBIPTBI3CKOM
rocyJapCcTBEHHOM TexHu4yeckoM YHuBepcutere um. M. PazzakoBa
(KbIpreiscran).

B pasButue peuienuit KoHcopuuyma 3a Bpems, Ipoluesiiee
¢ Haueil mocienHeil Bctpeuu B r. lapmuin-IlapTeHKupxeH B
2013 r., npoaenaHa 6oJbliiasi padoTa.

MBI npuHSUIM ydyacThe B IUIEHaApHOM 3acenaHuu EBporieiicko-
ro Anpnbaxckoro @opyma (ABcTpusi) Ha TeMy «KubepBoitHa —
B3JIAIBI M TTOAXOAbI OCHOBHBIX YYACTHUKOB», TJE TOIEpKaIN
WO aKTUBU3ALUUM YCUJIMI IO COBEPLICHCTBOBAHUIO MEXXAyHa-
PONHOTO MpaBa, PEryJUpPyrOLIEro MEXIYHAPOAHbIE OTHOLIEHUS B
00J1acTu MPOTUBOAEHCTBUSI BoeHHOMY ucnoiab3oBaHuio MKT.

[To ananoruunoit Teme B anpesie B I. CtokronbMme (IBeuust) Ha
0a3ze POCCHUICKOTO IMOCOJILCTBA MPOBENCHA POCCHUICKO-IIBEACKAS
BCTpeya IKCIEepPTOB (CEMMHAp) MO MEXAyHapoaHoW MHdopmMalu-
OHHOM Oe3omnacHocTU. B paMKax BCTpeuM 3aTparuBajiCh TakKe
BOIPOCHI peajiu3allid MpaB U CBOOOJ yesoBeka B ceTu MHTep-
HET.

B xoHue okts06psa — Hauvane Hos10pst 2013 roma B r. Hblo-
Nopk (CIIIA) npoBeneHa TeMaTH4YecKasi BCTpeya Y4eHbIX B (Dop-
MaTe MEXIYHApOIHOIOo CeMUHapa «YmpasicHue MHTepHEeTOM U
KUOEPKOHMIMKTBI: MOAEIM, PEryJIUPOBaHNE U MEPbl YKPerUIeHUs
JIOBepusl». AMEpUKaHCKasi CTOpPOHa BBICTYMWJIA C WHUIIMATUBOK
MPOBOAUTL MOAOOHBIE BCTPEUM YUSHBIX M DKCIEPTOB MO «CBEPKE
4acoB» €XEroIHo.

Kpowme toro, skcrieptel MI'Y npuHsin ydyacTue B KOH(pEpeH-
un «MexXayHapoIHOe COTPYAHUYECTBO B KUOEPIPOCTPAHCTBE»
(I>xopmxTayHCcKuit yHUBepcureT, . Bammnrron, CIIIA), IV Bcee-
MUPHOM caMmMuTe o KubepoezonacHoctu (Ctandopa, CIIIA), B
KoH(pepeHIMn «HalmoHanibHast 6€30MacHOCTb U Pa3BUTHUE HAyKU
u TexHuku» (r. Yanma, KHP), [1epBoit MmexxayHapoaHOW Hay4YHO-
MpakTuyeckoil koHbepeHuu «MHpopmaoHHas 6e30MacHOCTb
B cBete Crparerun Kazaxcran — 2050» (r. Acrana, Kazaxcran),
B KOH(pepeHLIMU «Brnactb u 6usHec B anoxy MHTepHeTa» (r. JIoH-
IoH, BenukobputaHusi).

Ha namy KoHdepeH1no BbIHECEHBI BeCbMa BaXKHbIE U CIOX-
HbIe BOMPOCHI (OPMUPOBAHUS CHUCTEMBI MEXIYHAPOTHOM WH-
¢opMaLIMOHHON 0e30MacHOCTH, CIOCOOHOM CHU3UTh OMNACHOCTb
ucnonb3zoBanuss UKT misg HapylleHUus: MeXIyHapoaHOTOo MUpa U
0€e301MacHOCTH.
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Bo-nepBbIx, mpobiaemMbl aganTaluyd MeXIyHapOAHOro MpaBa K
KOH(pIMKTaM B MHMOPMALIMOHHOM TpocTpaHcTBe. B pamkax 06-
CYXKIEHNS TaHHOTO BOIPOCA Ha «KPYIJIOM CTOJIE» TIPEAITONAraeTcs
00CYIUTh:

o COIEpXKaHHe MOHATHSA «aTaka» B MH(GOPMALMOHHOM ITPOCTpaH-
CTBE;

e TIpUMEHEHUE TPUHIMIOB pa3rpaHUUYEHUs, MPOMOPLUUOHAIb-
HOCTM U Mep MPeaOCTOPOXKHOCTU B KOH(MIMKTAX C MCIIOJb30Ba-
Huem UKT;

e IIPaBO HeUTpajauTeTa B KOH(MIUKTaX ¢ ucroyb3oBaHnueM MKT;
e COIEpKaHUE MOHATUI «CUIa» U «yrpo3a CUJIOM MU MpUMEHe-
HUS CUJIBI» B MH(POPMALIMOHHOM MPOCTPAHCTBE;

e COIEpXaHUE TMOHSATUI «BOOPYKEHHOE HamajAcHUEe» U «arpec-
cusl» B MH(OPMAlLIMOHHOM ITPOCTPaHCTBE;

e OpraHu3aluio aTpuOyIMU (aKTOB MPUMEHEHMS CUJIbI HA OCHO-
Be 3JIOHAMEPEHHOTO HCIT0Jb30BaHUSI MH(MOPMALMOHHBIX U KOM-
MYHUKAIITMOHHBIX TEXHOJIOTHIA.

ITo moBomy MoOYTH KaXxaoro M3 BBIAEJICHHBIX BOIMPOCOB OITY-
OJIMKOBaHO 3HAYMTEIbHOE KOJMYECTBO PadOT, HO MCKOMOE pellie-
HHUe, KaK HaM TIPeACTaBIsIeTCs, elle He HaiIeHo.

JlaHHOe OOCTOSITENILCTBO OTYACTU OOBSICHSIETCS TEM, UTO pac-
cMmaTpuBaeMasl IpobjieMa CBsI3aHa HE CTOJIbKO C IpolOenaMu WU
MPOTUBOPEYMSIMU B JIEUCTBYIOIIEM 3aKOHOJATENBCTBE, CKOJIBKO C
HEOINpPeJeIEHHOCTbIO TPAKTOBOK CYIIECTBYIOLIMX HOPM MEXIy-
HapOJHOIo MpaBa MPUMEHUTEIbHO K YCIOBUSIM KUOEpNpOCTpaH-
CTBa, T.e. C HEOOXOAMMOCTBIO aJarnTallMyi MPaBOBbBIX HOPM K HO-
BBIM YCJIOBUSIM TIPUMEHEHMUSI.

B ocHOBy pelieHust 3aaaun mpeiaraeTesl MoJoXUTh KOHLEILINIO
«HESIBHOTO OpYxXus». Ee cylliecTBo 3aKitouaeTcsl B TOM, 4TO B OIIpe-
JeJICHHbIX Cydyasix 37oHaMepeHHoe ucrnojb3oBaHue MKT npumaer
CBOICTBA «OPYXHUSI», T.€. CPEICTB U MEXAaHU3MOB, MPeIHa3HAYEHHbIX
JUISE TIOpaXKeHUsT >KUBOM CWJIbI M TEXHUKHU, OObEKTaM HEBOSHHOIO
Ha3HauYeHMsI, HallpuMep, rPakKJIaHCKUM CaMoJieTaM, aTOMHBIM 3JIeK-
TPOCTAHLMSAM M T.II. JlaHHAs KOHIIEMIIMS TO3BOJISIET BBISIBUTDH JIO-
CTaTOYHO YeTKue Mpu3Haku ucnosnb3zoBaHusi MKT B kauectse opy-
KU W, COOTBETCTBEHHO, YCJIOBHUS, TPU KOTOPBIX 3IIOHAMEPEHHOE
ucnonb3zoBaHue MKT MoxeT paccMaTpuBaThCcsl KaK BOOPY>KEHHOE
HanajseHue, TopoXIalollee Yy rocyaapcTBa—KepTBbl HEOThEMJIEMOE
MpaBO Ha WHAWBUAYAIbHYIO WIM KOJUIEKTUBHYIO CaMOOOOpPOHY.
OaHOBpPEMEHHO MOSIBJISIETCSI BOBMOXKHOCTh 00J1€€ UeTKO ONpeAe/UTh
T€ HOPMBI MEXIYHApOTHOTO TpaBa MPUMEHEHUS CUJIbI M MEXIy-
HApOJHOIO0 TYMaHWUTApHOIO IpaBa, KOTOpble TPEOYIOT aganTaluu K
YCJIOBUSIM 37I0HaMepeHHOoro rcnojib3oBanus MKT.

10
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Bropoii BaxkHOI TTpo0aeMoii MPOTUBOAECUCTBUS yTPO3aM MEX-
JIyHapOAHOTO MYpa U 0e30IMacHOCTU B KUOEPNPOCTPAHCTBE SIBJISI-
eTcsl obecrneuyeHre MH(POPMALIMOHHOM 0€30IMaCHOCTU KPUTUYECKU
BaXXHbIX MHGpacTpyKTyp. OOCYXACHUIO 3TON MpOoOJeMbl TakXKe
OymeT MOCBSIIEH OTASTbHBIN «KPYTJIBIA CTOM».

B pamkax ero paboThl mpearoaraeTcsi pacCMOTPETh BOMPOCHI:
e CPaBHUTEJIBHOIO aHaJu3a IMOJAXO0A0B Pa3JMUYHBLIX CTpaH IO OT-
HECEHUIO OTIEIbHBIX CETMEHTOB MH(MOPMAIIMOHHON UH(PACTPYK-
TYypbl K KaTeTOPUU KPUTUUYECKU BasKHbIX;

e TIEPEIOBBIX MPAKTUK MCIIOJb30BAaHMS YaCTHO-TOCYIaPCTBEHHOTO
nmapTHEpPCTBa B 00JIacTU obecrieueHusT MH@POpMallMOHHON 06e30-
IMACHOCTU KPUTHYECKH BaXKHBIX MHPPACTPYKTYP;

e MapKUPOBKM M HACHTUGMUKALIMU WMHOOPMAILIMOHHBIX CHUCTEM
U CceTel, 3allMILEeHHBIX MEXIyHapOAHbIM ITpaBoM, B KUOeprpo-
CTpaHCTBE;

e CO3JaHUSI MEXIYHapOAHOM CHUCTEMbl MOHMUTOPMHra U OObEK-
TUBU3ALUM HAPYIICHUI HOPM MEXXIyHApOIHOTO TIpaBa B OTHOIIIE-
HUW MHOOPMAIIMOHHBIX CUCTEM U CETeil.

HekoTopbie 13 BbIIEJIEHHBIX BOIIPOCOB YK€ JUIMTEJIbHOE BpeMsi
SIBJISTIOTCSL TIPEAMETOM UCCJENOBAHUS YYEHBIX U CIEIMaTuCTOB.
Hpyrue — ellle TOJbKO HAUMHAIOT TIPUBJIEKaTh K cebe BHUMa-
Hue. B JaHHOM KOHTEKCTE XOTeJOCh Obl 3aTPOHYTh IMPOoOJIEMY
UACHTUGUKAIUM OO0BEKTOB KMOEPHPOCTPAHCTBA, 3alllMIIACMBbIX
MEXIYHApOIHBIM TYMaHUTapHBIM TipaBoM. OdYeBMAHO, 4YTO Oe3
pelIeHusT JaHHOM MPpoOJeMbl TPYIHO PaCCUUTHIBATh HAa PeaIbHBII
yCIiexX B MPMMEHEHUU COOTBETCTBYIOIIMX HOPM MEXIYHAapOJIHOIO
rymaHuTtapHoro npaa. Tak, I[Ipunoxenue 1 K JIOoMOJIHUTEIbHOMY
MPOTOKOJY K 2KeHeBCKMM KOHBeHLMsIM oT 12 aBrycra 1949 rona,
KacallInxcs 3allUTHl XXEePTB MEXIYHApOIHBIX BOOPYKEHHBIX
KOH(DJIVKTOB, MOJHOCTBHIO MOCBSILIEHO MPaBWJIaM, KacaloUUMCs
orno3HaBaHus. Bunumo, npumeHeHue HopM aaHHoro IIpoTtoko-
Jla K YCJIOBUSIM KHUOEPIPOCTPAHCTBA TaKXKe MOTPeOyeT OTAEIbHOIO
MPUIOXKEHUSI, TOCBSIIEHHOTO MpaBUjiaM ONO3HABaHUS 3alllullae-
MBbIX OOBEKTOB.

CnoxHOI Tpo0IeMoi, TToKa, KaK HaM KaxXKeTcsl, He MMEIOLICA
MPUEMJIEMOTO PELIEHUs, SIBISIETCS MOATOTOBKA OOBbEKTUBHBIX J10-
KYMEHTOB 10 (aKTaM HapylIeHUs] HOpM MEXIYHapOIHOIO IMpaBa
B KuOeprnpocTpaHCTBe. Mbl HajeeMcsl, UTO B XoJie paboThl «Kpy-
[JIOTO CTOJIa» OYAYT BbICKA3aHbI MIIEU, TMO3BOJISIONINE OObEAUMHUTH
YCUJIMSI BCEX 3aMHTEPECOBAHHBIX CTOPOH B JAHHOM 00JacTH.

TpeTtbeii BaxkHOM MHpoOJEeMOIl, BEHIHECEHHOII Ha 0OCYyXIAeHUE
YYaCTHUKOB KOHGbEpPeHLIMHU, SIBJSETCSI CPaBHUTEIbHBIA aHalu3
HallMOHAJbHBIX TOAXOJA0B U MPUOPUTETOB B 00JacTU (HOPMHUPO-
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BaHMSI CUCTEMbl MEXIyHapoaHOW MHbOpMaLMOHHON Oe3omac-
HOCTH.

B pamkax paOoThl COOTBETCTBYIOLIETO «KPYIJIOTO CTOJIa» Ipe/-

rnoJiaraeTcsi 00CyIuTh BOIPOCHI:

e JIETUTUMM3ALIMY HAOTIOACHUS M KOHTPOJISI B CETHX;

e peaau3aluy HalMOHAJIbHBIX MH(MOPMALIMOHHBIX CTPATErHii;

e HAILIMOHAJIBHOTO OIMbITa MPOTUBOACUCTBUSI KMOEPITPECTYITHOCTH;
e TEXHUYECKON pa3BeAKU B CETSIX CBSI3M B KOHTEKCTE 3alUThI
MpaB YeJIOBEKa;

e MEXIYHAPOIHBIX M HAIIMOHAJIBHBIX ITOAXOI0B K MPOTUBOACH-
CTBUIO MCITOJIb30BaHUIO MIHTepHETa B TEPPOPUCTUUYECKUX U DKC-
TPEMUCTCKUX TIEISX;

e obecreyeHus A1O0BepUsl B KUOSPIIPOCTPAHCTRBE.

MbI oHMMaeM, YTO KaxKIblil U3 BbIAEIEHHbBIX BOITPOCOB MOXET
CTaThb MPEIMETOM CaMOCTOSITEIbHOTO PacCMOTPEHUST B OYIyIlEeM.
[TosTOMy MCXOAMM M3 TOTO, UTO Ha JAHHOM MEPOIPUSITUU OYAyT
BBISIBJICHBI MX KJTIOYEBbIC acCIeKThbI, KOTOPBIE SBJISIOTCS Hanbosee
CJIOXHBIMU U 3aCHYKMBAIOT BKJIIOYEHUSI B MPOTPaMMBbl CJIEAylO-
1IMX KOH(pepeHLMii. Mbl CylIECTBEHHO MEePEBbITIOJITHUM CBOM Ij1a-
HbI, €CIM HE OTPaAaHUYUMCS TOJBKO BBISIBIEHUEM 3TUX KJIIOUYEBBIX
acreKTOB, HO U MPEMIOKHUM B3auMOIIPUEMJIEMbIe TTOAXOMbI K pe-
LLIEHUIO COOTBETCTBYIOLLIMX MPOOIEM.

Haxkonen, yeTBepToit mpo6eMoil, BBIHECEHHOI Ha 00CYXKIeHUE
YYaCTHUKOB KOH(pEPEHIINH, SIBISIIOTCS TEXHOJIOTUIECKUE aCTIEKTHI
obecrieyeHrsI MeXXKAyHapoaHO MH(MOPMaIIMOHHON 6€30MacHOCTH,
Oaszupymoliecs: Ha HOBBIX MEPCIEeKTUBHBIX pa3paboTKax.

B pamkax maHHOU mpoOGJeMbl MpeariojiaraeTcss o0CyauTh BO-
MPOCHI:

e arperauuy, MHTETpalluy U obecreueHMsT 0€30MacHOCTU 00JIb-
LIMX MACCUBOB JaHHbIE B HayKaX O XM3HU W MEAMLUHE;

e CJUSIHUSI OMO- U HAHOTEXHOJIOTUIA: MOCEACTBUS U BIMSIHUE Ha
MHOOPMALIMOHHYIO 0€30MaCHOCTD;

e TIPUMEHEHUSI NOCTMXEHMI MaTeMaTU4YeCKWX HayK ISl pelle-
HUS 3a7a4 obecrneyeHus] THPOPMaLlMOHHOM 0€30I1aCHOCTU.

ITo cymectBy, B paMKax NaHHOTO <«KpYIJIOTO CToJjla» OyayT
aHAJIM3UPOBATHCS (HAKTOPBI, OIPeAeIIIoNIe KaK HaCTosIIee, Tak
u Oyayiiee MpoOJEeMAaTUKU MEXAyHapoAHOU WHGMOPMALIMOHHOMN
0e30MacHOCTH.

Haia xoHgepeHIMsI PpOXOaAUuT B MpeaaBepur Hadana pabdo-
Thl ouepeaHoil ['pynmbl TMpaBUTEIbCTBEHHBIX 3KcreproB OOH
o MeXIyHapoaHoUW MHMopMalMOHHONI Oe3omacHocTtu (2014—
2015 rr.), kotopoii I'eHepanbHoii accambieeit OOH mnopyueHo
MPOJOKUTh UCCIeNOBaHUsl B paccMaTpruBaeMoil obsactu. Ilpen-
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CTaBJISIETCS, UTO HAIM AUCKYCCHUM B OMpPEAe/IEHHON Mepe SIBATCS
3TaroM B MOJATOTOBKE K JAHHOMY COOBITHIO.

B 3akiroueHune gokiiaga Xo4y COOOILIUTh, YTO B paboTe KOHpe-
pPeHLUMY MPUHUMAET ydyacTue okojo 100 yyeHbIX U CIeluUaIucTOB
u3 21 rocymapctBa mupa (Poccus, CIIIA, Kuraii, Benukoopura-
Hug, Opanuwms, ['epmanud, Anonus, ABctpanus, ABCTpus, Azep-
baiimxaH, baxpeitn, benopyccust, boarapus, U3pawis, Utanus,
Kazaxcran, Kambomxka, Kanaga, Kuprususi, OAD, IllBeitnapus),
a TakxKe MpeACTaBUTENIM 3 MeXIyHapOoJIHbIX opraHusaiuii (Mex-
JIyHApOAHBIM KomurteT KpacHoro kpecra, ICANN (MexayHapo-
Hasi Kopropauusl 1o MPUCBOCHUIO JOMEHHBIX UMEH U HOMEPOB),
EBponelickuii 1IeHTp 0O0POHHbBIX UCCAEA0BAHUM U TEXHOJIOTUIA).

IloarotoBka M mpoBeAcHUE TaKOM MpeaCcTaBUTEIbHON KOH-
¢epeHInM ObUIM OBl HEBO3MOXKHBI 0€3 ITOMOILM OpraHU3alnii —
CIIOHCOPOB, TIPEACTABUTEIN KOTOPBIX MPUCYTCTBYIOT B 3aJle.

41 xoreJ OBI TIEPEYNCIUTD UX.

o Tenepanbhbiii gupekrop PI'YIT «HTL[ «Atnac» AnekcaHup

Hukonaesnu I'puanH;

« Hayunsiii pykoBogutens HUM aBromatnueckux cucrem P2KJI

Binamumup I'eoprueBud MaTioXuH;

o Buue-npesunent kopnopauuu ICAAN Benn MapkoBcKu.
OrpoMHOe UM criacu0o.
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V.P.Sherstyuk

Co-Chairman of the Forum, Adviser of the Secretary of the Security Council
of the Russian Federation, Director of Lomonosov Moscow State University
Institute of Information Security Issues

Opening Remarks

On Agenda and Challenges of the Forum «State,
Civil Society and Business Partnership on International
Information Security

Dear participants of the conference!
Ladies and gentlemen!

First of all, I would like to express my sincere gratitude to
the leadership of the local administration, of this amazing place
in Bavaria — Garmish-Partenkirchen. By virtue of their hospital-
ity, information security experts from many countries are able to
get together in this place for eighth consecutive year and discuss
the most current issues of international peace and security in the
context of threats of information and communication technologies
misuse. The fruitfulness of these discussions significantly increased
after International Research Consortium has been formed here in
Garmish-Partenkirchen. It enabled the conditions to combine the
efforts of stakeholders in finding complex solutions to the issues of
international information security.

In the course of the previous Conference, which took place in
Baku in October last year, the Consortium has identified a prior-
ity research venue. Taking into consideration the need to counter
malicious use of ICTs for military-political purposes, the research
is focused on elaboration of international law improvement issues.
Today there will be a workshop-round table on this topic. The
IX International Conference of the Consortium will take place
tomorrow. In its course we will summarize the interim results of
this research and decide on plans of the Consortium for the near
future. In addition, new members will be admitted to the Consor-
tium. They are:

o Institute of Information Security and Cryptology (IIS&C) at
the Gumilyov Eurasian National University (Kazakhstan);

o Institute of Electronics and Telecommunications under Kyrgyz
State Technical University (Kyrgyzstan).
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As a follow-up to the decisions of the Consortium, since our
last meeting in Garmisch-Partenkirchen in 2013 a lot of work has
been done.

We participated in the plenary session of the European Forum
Alpbach (Austria) concerning “Cyberwar — Perceptions and Ap-
proaches of Major Actors”. There we supported the idea to inten-
sify efforts to improve international law governing international
relations in the field of countering military use of ICT.

In April a similar topic was discussed during a meeting on in-
ternational information security (seminar), held in the Russian
Embassy in Stockholm (Sweden) by Russian and Swedish experts.
The meeting also addressed the issues of implementation of human
rights and freedoms on the Internet.

In late October — early November 2013 in New York (USA)
there was a thematic meeting of scientists in the format of the
international seminar «Internet governance and management of
cyber conflicts: models, regulation and confidence-building meas-
ures.» The American side put forward the initiative to make such
«synchronization» meetings of scientists and experts an annual
event.

MSU experts also participated in the Conference “International
cooperation in cyberspace” (Georgetown University, Washington,
USA), IV World Summit on Cybersecurity (Stanford, USA), in the
Conference “National security and the development of science and
technology” (Changsha, China), the first international scientific
Conference “Information Security Strategy in the light of strategy
Kazakhstan—2050” (Astana, Kazakhstan), and in the Conference
“Public-private partnership in the Internet era” (London, UK).

The agenda of our Conference covers important and complex
issues of the formation of international information security sys-
tem, capable of reducing the threat of ICT use for breach of inter-
national peace and security.

Firstly, the issues of adaptation of international law to conflicts
in information space. The discussion at the round table is expected
to touch upon the following questions:

o the concept of «Attack» in the information space;

o principles of distinction, proportionality and precautionary
measures and their operation in conflicts with the use of ICTs;

« law of neutrality in conflicts with the use of ICTs;

o the concept of «Force» and «Threat of force or Use of force»
for information space;

» the concept of «Armed attack» and «Aggression» in information
space;
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o use of force by means of malicious use of ICT and problems of
attribution.

There is a considerable amount of research papers published on
almost all of the mentioned issues, but we believe that the desired
solution has not yet been found.

This can be partly explained with that the issue at hand is not
as much related to gaps or contradictions in the current legislation,
but to uncertainty of existing international law interpretations from
the standpoint of their applicability to cyberspace, i.e. to the need
of adaptation of legal rules to new conditions.

It has been proposed to put the concept of «implicit weapons»
at the foundation of the solution of this problem. The substance of
this concept lies in the fact that in certain cases the misuse of ICTs
gives non-military targets, such as civilian aircraft, nuclear power
plants, etc. the properties of «weapons», i.e. tools and mechanisms
designed to destroy manpower and equipment. This concept makes
it possible to identify sufficiently accurate evidence of the use of
ICTs as weapons. And accordingly the conditions when the mis-
use of ICTs can be recognized as an armed attack, consequently
making it possible for victim-state to exercise the inherent right to
individual or collective self-defense. It also becomes possible to
more accurately determine which norms of international humani-
tarian law and international law governing the use of force require
adaptation to the environment of ICTs misuse.

The second important direction of countering threats to inter-
national peace and security in cyberspace is the information secu-
rity of critical infrastructures. This issue will also be discussed in
the course of a separate «round table». It is planned to consider the
following issues:

o comparative analysis of national approaches to identification of
information infrastructure segments as Critical Infrastructure;

o Public-Private Partnership in Critical Infrastructure informa-
tion security: Best practices, frameworks and recommendations;

o marking and identification of information systems and networks
that are protected by international law in cyberspace;

o International System of Monitoring and Objectification of In-
ternational law violations in relation to Information systems and
Networks: Challenges of development.

Some of the mentioned issues have long been a subject of re-
search. Others are just beginning to draw attention. In this context
I would like to touch upon the issue of identification of objects
in cyberspace that are protected under international humanitarian
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law. It is obvious that without a solution to this problem we can
hardly expect a real success in application of the relevant norms of
international humanitarian law. For example, Annex 1 of the Addi-
tional Protocol to the Geneva Conventions of 12 August 1949, on
Protection of Victims of International Armed Conflicts, is entirely
about the rules of identification. Apparently the application of the
Protocol to cyberspace also requires a separate Annex, concerning
rules of protected objects identification.

It seems that preparation of objective documentation about
facts of international law violations in cyberspace, is still a chal-
lenging problem that has no acceptable solution. As we hope, some
ideas that could bring together all stakeholders in this field will be
expressed in the course of a «round table».

The third important issue to be discussed at the Conference is a
comparative analysis of national approaches and priorities in forming
of international information security system.

The following topics will be discussed in the course of a relevant
«round table»:

o legitimization of monitoring and control on networks;

« implementation of national information strategies;

« national cybercrime prevention experience;

¢ technical surveillance in communication networks in the context
of human rights protection;

« international and national approaches to countering the use of
the Internet for terrorist and extremist purposes;

« ensuring credibility in cyberspace.

As we see it, each of these issues can become a subject of an
independent research in the future. Therefore let’s presume that
this event will identify their key, most complex aspects, worthy to
be put on the agenda of the following conferences. We will signifi-
cantly exceed our plans, if we will not only identify the key aspects,
but also offer mutually acceptable solutions of the relevant issues.

Finally, the fourth issue to be discussed at the Conference is
technological aspects of international information security, from
the standpoint of advanced developments.

With regard to this issue it is proposed to discuss the following
issues:

« aggregation, integration and security of Big Data in life sciences
and health care;

« implications and impact of emerging biotechnology and nano-
technology on information security;

« application of mathematical sciences to solution of information
security issues.
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Essentially this «round table» will analyze the factors that deter-
mine both present and future perspectives of international informa-
tion security issues.

Our conference is held as we approach the start of the new UN
Group of Governmental Experts on international information se-
curity (2014-2015) with the mandate of the UN General Assembly
to continue research in this area. It seems that to a certain extent
our discussion will be a preparation stage for this event.

In conclusion I would like to mention that over 100 scientists
and experts from 21 countries of the world (U.S., Russia, China,
Britain, France, Germany, Japan, Australia, Austria, Azerbaijan,
Bahrain, Belarus, Bulgaria, Israel, Italy, Kazakhstan, Cambodia,
Canada, Kyrgyzstan, UAE, Switzerland), as well as representatives
of three international organizations (International Committee of
the Red Cross, ICANN (the International Corporation for As-
signed Names and Numbers), the European Defence Research and
Technology) are participating in our Conference.

Preparation and conduct of such a representative Conference
would have been impossible without the help of our sponsors, their
representatives are now in the conference hall.

I would like to mention them.

General Director of FSUE “STC” Atlas “, Alexander Gridin;

Scientific Director of Russian Railways Informatics & Auto-
matics Research & Design Institute, Vladimir G. Matyuhin;

ICAAN Vice president, Veni Markovski.

Deep gratitude to all of them.
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C.M.bypagieB

Conpedcedamenv opexomumema Popyma, 3amecmumens Cekpemaps
Cosema bezonacnocmu Poccuiickoii Pedepauyuu

IIpuBeTCTBHE K OPraHM3aTOpPaM, YYACTHUKAM M TOCTSM
BocsMoro mexmyHapoaHoro gopyma
«ITapTHepcTBO rOCyAapcTBa, OM3HECA M TPAXKIAHCKOTO
o0mmecTBa Mpu odecrneYeHnH MeKIYHAPOIHOM
nHpopMaIMOHHOI 0e30MacHOCTH»

VBaxxaemble Kouieru!

[To3BoabTE MPUBETCTBOBATH OPraHU3aTOPOB, YUYACTHUKOB U
rocreit mexayHapogHoro ¢opyma «IlapTHepcTBO rocymapcTsa,
Ou3Heca M IpakJaHCKOro oOlIecTBa Npu odecreyeHn MeXayHa-
poaHOU MH(MOPMALIMOHHOK OE30MaCHOCTH».

B BochMoIt pa3 rocrenpuuMHbiil ['apmuiin-ITapreHKUpXeH cTa-
HOBUTCSI MECTOM BCTPEUM CIIELIMAJUCTOB B 00JlacTU HUH@pOpMa-
LIMOHHOM 0e30MacHOCTU — MpeacTaBUTeNel CTPYKTYp BJACTH,
VUEHBIX 1 3KCIIEPTOB HAYIHBIX M 0Opa30BaTEIHLHEBIX IIEHTPOB Be-
IyIIMUX MUPOBBIX Aep>KaB. DTa BCTpevya MOCBSIIAETCS O0OCyXKae-
HUIO HauboJjiee OCTphIX MpobyieM B o0JacTh MH(MOPMALMOHHON
0e30ImacHOCTU. B COBpeMEHHBIX YCIOBUSAX TeMaTHKa ILIEHAPHOTO
3aceaHusl, a TakKe BOIMPOCOB JUISI CEMUHAPCKUX ITUCKYCCUi 60-
Jiee 4yeM aKkTyaJibHa.

CTpeMuTeNbHOE pa3BUTHE HMH(POPMALMOHHO-KOMMYHUKALIU-
OHHBIX TEXHOJIOTHI, X aKTUBHOE BHEAPEHNE B pa3IMUHbIe Chephbl
JKM3HENEesSTeIbHOCTH TOCyaapcTBa, OOIIeCcTBa M JUYHOCTU CTaBUT
B UMCJIO IPUOPUTETHBIX 3a1a4 O0ecleYeHUe MEXAYHAapOAHON WH-
¢dopMaLIMOHHON 0€30MaCHOCTH.

TpaHcrpaHUYHbBIM XapakTep HOBBIX BbI3OBOB M Yrpo3 Oe3orac-
HOCTH B MH(OPMAIIMOHHO cepe MOBHIIIaeT yI3BUMOCTh HAIlHO-
HaJIbHBIX MH(pOPMALMOHHBIX MHGbpacTpykTyp. M, mpexne Bcero,
9TO 3aTparuBacT KPUTWUYECKU BaXKHBIE IS HAIIMOHAJIBHOM 0e30-
MaCHOCTU OOBEKTHI.

Bo3pactaer omacHOCTb AECTPYKTHMBHBIX MH(POPMALMOHHBIX
BO3MICHCTBUIA, MPEACTABIAIONINX YTPO3Y CYBEPECHUTETY U TEPPUTO-
pUAIbHO HEMPUKOCHOBEHHOCTH Jitoboro rocynapcrsa. [1pu atom
OT/eJIbHAsl JIMYHOCTb, OOIIECTBO B 1IEJIOM TaKXe IOJBEepPraloTcs
HEeTaTUBHBIM MH(MOPMALIMOHHBIM BO3IEHCTBUSIM.
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YcnoBusi miobanuzalMu  MHGOPMALMOHHOIO TMPOCTPaHCTBA
TpeOyIOT BbIOOpA JaJIbHEMIIIEro MyTH COBEPILIEHCTBOBAHUST MEX-
IyHapoIHO MHMopMauMoHHON Oe3omacHocTu. Boibop Poccum,
Kak WwieHa MeXAyHapOoIHOro cooOlIecTBa, 3akperieH B OcHoBax
rocygapcTBeHHoO# moiuTtuku Poccuiickoit Denepanuu B 001acTU
MEXIYHapOAHO! MHGMOPMALIMOHHON 0€30MacHOCTU Ha Mepuo 10
2020 ropa. Llenenonararoumii JOKyMEHT CTPAaTErMYeCKOro IJIaHM-
poBaHus B 3Toil obnactu yrBepxaeH IlpesuneHtom Poccuiickoit
®eneparum 24 wtonsg 2013 rona.

B OcHoBax my0JMYHO 3asiBjieHa IVIaBHAs lieJib — COJECTBUE
YCTAHOBJICHUIO MEXIYHAPOJHOIO IPaBOBOrO pexkrMma, Harpas-
JICHHOTO Ha CO3JaHue YCIOBUU IS (DOPMHUPOBAHUS CUCTEMBI
MEXIYHapoaHO! MHGMOPMALIMOHHON 6€30MacHOCTH.

JOCTVKEeHUIO 3TOM 1LIeIu JOJIKHBI CITOCOOCTBOBATh MOAAEPKKA U
aKTHBHOE y4acTHe Hay4yHOTO, SKCIIEPTHOIO M OM3HeC-Coo0IIeCcTBa.

®opym B Tapmumi-IlapreHKHpXeHe SBISETCS YHUKAIbHOM
IUIOIIAJKOM, MO3BOJISIONIEH KOHCOMMAUPOBAHHO OOCYKIATh IIPO-
OJieMbl B 00JJaCTU MEXAYHapoaHOW WHGbOpMallMOHHON Ge3omnac-
HOCTH, COBMECTHO BBIXOJUTh HAa HAYYHO BbIBEPEHHbIE MYTH pellie-
HUS 9TUX MPOOJIEeM.

IIpu 3TOM BaXXHO MOHMMATh, YTO MPOTUBOAECHUCTBUE Yrpo3am
0e30I1macHOCTU B MH(OPMALIMOHHOM cdepe KaK Ha HallMOHAJIbHOM
YPOBHE, TaK U B I100aTbHOM MacluTabe J0JKHO HOCUTh JIETUTUM-
HBIN XapakTep. HeoOxommMo akTyalin3npoBaTh HOPMBI MEXKIyHa-
POIHOrO Mpapa ISl perjlaMeHTalUuu JAesTebHOCTU TOCydapCcTB B
WHGOPMALIMOHHOM TpocTpaHcTBe. OTClo/la BBITEKAET HEeU30ex-
HOCTb M HACTOSITEIbHAs TTOTPEOHOCTh B UCCIENOBAHUM BOIIPOCOB
WUCIIOJb30BaHUS MH(MOPMALMOHHO-KOMMYHUKALIMOHHBIX TEXHO-
JIOTMT B MEXTOCYIApCTBEHHBIX KOHMIMKTaX. Takke Momiexar
KUCCJIETOBAHUIO BOMIPOCHI MPUMEHUMOCTH MEXIYHAPOIHOIO Mpasa
K cdepe Mcrnoib30BaHusl JaHHBIX TEXHOJIOTUM B LIEJOM.

ITosTomy B moBecTke AHs1 Hacrtosiero Popyma NpUOPUTET
OT/IaH MEXIAYHapOJHO-MPABOBLIM BOIpOCaM. DTO CBUAETEILCTBO
3peJIOCTU IUCKYCCUOHHOI utomaaku B [apmuin-Ilaprenkupxene,
MPUMEP SICHOTO MOHMMAaHUSI HEOOXOIMMOCTU PeIIeHUST Ha3PEBILIMX
MPaBOBBIX BOIIPOCOB 00ECIEUEeHUST MEXIyHAPOIHOM nH(pOpMaLu-
OHHOI1 6€30MacHOCTH, a TaKXKEe CTPEMJICHMST BUACTh MEePCIEKTUBbI
pa3BUTHUSI BOIIPOCOB PETrYJIMPOBAHUSI OTHOLIEHUU B I100aIbHOM
UH(OPMALIMOHHOM TIPOCTPAHCTBE.

[Monararo, muckyccun ydactHuKoB Dopyma mpubOIM3AT Hac K
MMOHMMAHUIO TOTO, YTO
e JICHCTBYIOLLIME HOPMbI MEXIYHAPOMHOIO MpaBa HE MOTYT B Ipsi-
MO TTOCTAaHOBKE ObITh MPUMEHUMBI K cepe ucrnonbzoaHus MKT;
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e OTU HOPMBI JOJKHBI OBbITh YCOBEPILIEHCTBOBAHbI U aAdallTUPO-
BaHbI K paccMaTpuBaeMoii 00J1acTu;

e MOTYT U JOJKHBI ObITh pazpaboTaHbl HOBbIE HOPMBbI MEXIyHa-
pPOAHOro mpaBa MpUMEHUTENbHO K cdepe ucnosbzoBanust MKT,
BKJIIOUAsl OPraHU3allMOHHO-MPABOBYIO (POPMY UX peaiu3allriu.

IIpy 3TOM TONBKO TPUKIAIHOW XapakTep OOCYXIECHWUS, €CIu
MMO3BOJIUTE, BCErO MEepUMETPa «IIPABOBOTO IMOJISI» MCITOJb30BaHUS
MH(OPMALIMOHHO-KOMMYHUMKAIIMOHHBIX TEXHOJOTUI OyIeT UMETh
BOCTpeOOBaHHBIN pe3yJIbTart.

besycioBHo, 1151 peleHus IpodjeM B 00JIaCTU OO0eceueHUs
MEXAYHapoaHON MHMOPMAIIMOHHON 0e30MmacHOCTH, hopMUpOBa-
HUS Ha TIJ100aJbHOM YPOBHE COOTBETCTBYIOLIEN CUCTEMbI HEOOXO-
UM HE TOJbKO IMPaBOBOUl (hyHAAMEHT, HO M OA3UPYIOLIMICS Ha
9TOM OCHOBE CUCTEMHBIN MOAXOJ K PElIeHWI0 HauboJiee OCTPhIX
pooIeM.

JlaBrHOOOpa3HbIii pOCT yrpo3 HalMOHAJbHON 0€30MacHOCTU
B MHGOpPMALMOHHONK cdepe MUKTYeT HEOOXOAUMOCTh IIoMcKa
9¢hdEKTUBHBIX TYTe MPOTUBOAEHCTBUSI JECTPYKTMBHBIM BO3-
JIEUCTBUSIM Ha KPUTMYECKM BaXXHble WH@pPacTpykTypbl. BaxHo
OMpeNenTh KaK Ha HallMOHAJIbHOM YPOBHE, TaK W B MI00Ab-
HOM MacluTabe MpUOPUTETHI B 00JacT (POPMUPOBAHUSI CUCTEMBbI
MeXAyHapoaHoil uH@opMaLuoHHOK Oe3omacHocTu. Ilpu 3TOoM
CUCTEMHBINA TOAXOM OOA3BIBAET CMOTPETh HA JNAHHYIO MpPOoOJIeMy
CKBO3b MPU3MY TMEPCNEKTUBHBIX TEXHOJOTMUECKUX pa3paboOTOK B
3TOI 00JacTH.

Brrpaxaro Hamexxmy, 9YTO TUCKYCCMOHHBIC Tromanku Popyma
MO3BOJIAT B IIOJIHOM MEpe peaiM30BaTh MPEACTABJICHHBIA 31eCh
COIEPKATENbHBIA MHTEPHALMOHAIBHBIA HAayYHbIA U IKCIIEPTHBIA
IOTEHLIMAIL.

DTO MOATBEPAUT CIPABEIIMBOCTb BBICOKOI OLIEHKU POJU U
Mmecta @Dopyma, OymeT CIOCOOCTBOBATH AAbHEHIIEMY MOBBILLIE-
HUIO €r0 aBTOPUTETA, B TOM YHWCJIE MYTEM MYOJIMYHOTO W3IAHUS
MOJIyYeHHbBIX Pe3yJIbTaTOB.

XKenato opraHuzatopaM, y4aCTHMKAaM M TOCTSIM YCMEUIHOU U
IJIOOTBOPHOI padoThI!
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S.M.Buravlev

Co-Chairman of the Forum, Deputy Secretary of the Security Council of the
Russian Federation

Welcome Address to organizers, participants and guests
of the VIII International Forum «State, Civil Society
and Business Partnership on International Information

Security»

Dear Colleagues,

Allow me to welcome the organizers, participants and guests of
the International Forum «State, Civil Society and Business Part-
nership on International Information Security».

For the eighth time a welcoming Garmisch-Partenkirchen be-
comes a meeting place for information security experts — repre-
sentatives of governments, scientists and experts from scientific and
educational centers of the world’s leading nations. This gathering is
dedicated to discussion of the most pressing issues of information
security. In the present context topics of the plenary session and
questions for seminar discussions are more than relevant.

The rapid development of information and communication
technologies (ICTs) and their active implementation in various ar-
eas of state, societal and individual life makes the issue of ensuring
international information security a priority.

The transboundary nature of new threats and challenges in the
information sphere increases the vulnerability of national informa-
tion infrastructures. And above all, it affects facilities critical to
national security.

Gradually increases the risk of destructive information influ-
ences threatening the sovereignty and territorial integrity of any
state. At that, individuals and society as a whole are also exposed
to negative information influences.

Environment of information space globalization requires a
choice of further directions for international information security
development. The choice of Russia, as a member of international
community, is enshrined in the Principles of State Policy of the
Russian Federation in the field of international information se-
curity for the period until 2020. Purposeful document of strategic
planning in this area was approved by the President of the Russian
Federation on July 24, 2013.
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The Principles publicly state the main objective — to promote
an international legal regime aimed at creating the conditions for
the formation of an international information security system.

Support and active participation of scientific, expert and business
community should contribute to achievement of this objective.

Forum in Garmisch-Partenkirchen is a unique platform that al-
lows a consolidated discussion of international information security
problems and together develop scientifically verified paths to solu-
tions to these problems.

It is important to understand that countering security threats in
the information sphere both nationally and globally should be le-
gitimate. It is necessary to update the norms of international law to
regulate the activities of nation-states in information space. Hence
the inevitable and urgent need to research the use of ICTs in inter-
national conflicts. The issue of general applicability of international
law to the use of these technologies should also be investigated.

Therefore, the agenda of the Forum gives priority to interna-
tional legal issues. It indicates the maturity of this discussion plat-
form in Garmisch-Partenkirchen. It is an example of clear under-
standing of the need to solve the urgent legal issues of international
information security, and aspiration to see the development pros-
pects of the global information space relations regulation.

I believe the discussions in the course of the Forum will bring
us closer to understanding that

the existing rules of international law cannot be directly applied
to the sphere of ICTs use;

these rules should be improved and adapted to this sphere;

new rules of international law concerning the sphere of ICTs
use can and should be developed, including procedural and institu-
tional form of their implementation.

However, only applied nature of the discussion of, so to speak,
entire «legal field» of ICTs use will yield the required result.

Needless to say, the solution of international information se-
curity issues and formation of the corresponding global system re-
quires not only legal foundation, but also a hereon based systematic
approach to solving the most pressing problems.

A surge of national security threats in the information sphere
necessitates the search of effective ways to counter destructive ef-
fects on critical infrastructure. Both nationally and globally it is
important to identify priorities of international information security
system formation. And systematic approach requires looking at the
problem in the light of perspective technological developments in
this area.
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I hope that the Forum discussions will fully unlock the extensive
international scientific potential and expertise represented here.

This will confirm that high appreciation of the role and place of
the Forum is just and fair, and will further enhance its authority,
among other things through open publication of the proceedings.

I wish the organizers, participants and guests successful and
fruitful work!
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Yapans Bappu!

Llenmp mexnonoeuti u NOAUMUKU HAUUOHAALHOU Oe30nacHocmu
Hauuonanvuwiti ynueepcumem oboponnt, CIIA

BbI30BbI 3a1IMTHI KPUTHYECKH BAXKHOI MHGPACTPYKTYPHI:
HanexHoctb cucteMm B muGpoBoii Bek

1. BBenenue

bnarogapro Bac, n-p IllepcTiok, a TakxKe CIIOHCOPOB M Op-
raHW3aTOPOB 3a MpUIJAlIcHNe MPUHATH ydactue B Dopyme 10
nH(pOpMaLMOHHOU Oe3omacHocTy. Mouindyeckass KapTUHA ajib-
MUIACKOI BECHBI, KOTOPYIO Mbl MOXeM HabmonaTh B [apmuiile,
MpurjaiiaeT BCeX HaC Ha HECKOJIbKO JHEl OCTaBUTb B CTOPOHE
03200Y€HHOCTb MUPOBBIMU TTPOOJIEMaMU U MPUJIOXKUTb YCUIUS K
obecreyeHn0 0e30MacHOCTU KUOEPIpOCTpaHCTBA paau Halllero
o01ero Oymyiiero.

CeroaHsi yTpoM MEHSI TOMPOCUIM BBICTYNUTb C JTOKJIAJAOM O
npobsieMax 3alldTbhl KPUTUUECKOW WHPPACTPYKTYphl. DTOT BO-
MPOC UMEET MIOOAJIbHOE 3HAYEHUE U, TAKMM OOpPa3oM, SIBJISETCS
JIOCTOMHBIM MPEAMETOM OOCYXIEHUS ISl TAaKOM MeXITyHapOIHOM
IPYIIbI OKCIEPTOB, KaK Ta, YTO cobpayach 3aech ceroaHs. Cyiie-
CTBYEeT MHOXECTBO (pU3UUYECKUX U KHMOEep-PUCKOB, OT KOTOPHIX HE-
00XOIMMO 3alIMILIATh KPUTUYECKU BaXKHYIO0 MH(MPACTPYKTYpPY — OT
MEXaHUYECKUX TOBPEXIECHUI B PE3yJbTaTe CTUXWUHBIX OEICTBUIA
JIO TIPOCTBIX YEJIOBEUECKUX OILIMOOK, U, KOHEUHO, 3JIOYMbILIIEHHBIX
NIECTBUIA, COBEPIIAEMbIX TPECTYIMHUKAMU WJIM OpraHu3alusIMU.
3ammuTa J0/DKHA OBITh YCTOMYMBOM, HANEXKHONW M ITOJTOBEYHON —
Kak B MUPHOE BpeMS, TaK U BO BpeMsl Kpu3uca Wi KOHQIUKTA.

CeroaHs gaBaiitTe o0paTM BHUMaHMWE Ha 3alUTY KPUTUUYECKU
BaXXHOW MHQPACTPYKTYpbl OT PUCKOB, UCXOJSIIMX M3 KUOEepHpo-
CTpPaHCTBA, WJH, €CJM XOTUTE, PUCKOB B MH(MOPMALMOHHOM che-
pe. MbI Takxke MOXeM pacCMOTPETb U PUCKU (DUBUUYECKUX YIPO3,
KOTOpPBIE€ SIBJSIOTCS HE MEHEE CEPbE3HbIMU, OAHAKO TEMATUKOM
Hamero @opyma sBisieTcss WHGOPMaLMOHHAs 0e30ITacHOCTb.
IIpucrynum.

'OTKa3 OT OTBETCTBEHHOCTH: B HACTOSLIEH CTaThe M3JIOXEHA JMYHAs TOYKa
3penus Yapnb3a bappu, Kotopasi He 00s13aTeJIbHO OTpaXkaeT MOoJUTUKY Harmo-
HaJIbHOTO YHUBepcUTeTa 000poHbl, MUHUCTepCcTBa 000poHbl win [IpaBuTebcTBa
CIIA.
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2. Kputnuecku BaxkHasi MHQpacTpyKTypa

HTak, 4yTo MMEHHO MpeacTaBisieT CO00N KPUTUYECKM BakKHast
uHppacTpyktypa? Kak mnpeacTtapisieTcsd, OHa MHOIOYMCJCHHA.
PaccmoTtpuM mapy nepedpa3supoBaHHBIX OMNpPEAEICHUI — OmHO
HallMOHAJIBHOE M OJHO perMoHaIbHOE:

o B CIIIA kputnuecku BaxkHasi UH(PacTpyKTypa omnpeaeasieTcs
KaK «CHUCTEMbI U CPEJCTBA, KOTOPbIE HACTOJbKO XXU3HEHHO BaX-
Hbl st CIIIA, yTo ux HepabOTOCIMOCOOHOCTh WM YHUUTOXEHUE
oKazajqu Obl yrHeTalolllee BO3AEHCTBME Ha HallMOHAJbHYIO 0e3-
OIaCHOCTb, 9KOHOMUYECKYIO 0e30IMacHOCTh, 3APaBOOXPAHEHUE U
MPaBOTIOPSIIOK».

o B EBpormeiickoM co103¢ MCIOIb3yeTCs ITI0J00HO0E OMpeaeicHIE.
«Kputnuecku BaxxkHasi uH(ppacTpykrypa EBpomnelickoro corwosa —
3TO CPENCTBA WM CUCTEMbI, HEOOXOAMMbIE JJIsl OAAepKaHUsI pa-
OOTbl >XKM3HEHHO BaxKHbIX OOILECTBEHHBIX (DYHKIIMIA, TaKUX KakK
3IpaBoOOXpaHeHUe, 0E30MacHOCTb, MPABOMOPSIIOK U SKOHOMMYE-
CKoe OJyiaromosiyune; MX BBIBEAECHHE M3 CTPOS WM pa3pylleHHe
OKaXXeT 3HAUMTEeJbHOE BIMsSHME Ha rocyaapcTBa-wieHbl EC».

Yrto kacaeTcs KpuUTUUECKU BaxkHON uHpacTpykTypsl CIIA,
MuHucTepcTBO HallMoOHaIBHOM G6e3omacHocti CIIA Bemenser 16
Pa3IMYHBIX CEKTOPOB KPUTUYECKM BaXKHOU MHMPACTPYKTYphI, B
TOM YMCJIe: OAHKOBCKUI CEKTOP; XMMUUYECKasi MPOMBILIJIEHHOCTD;
CBSI3b; KPUTUYECKHU BaXKHBIC TTPOM3BOMICTBA; TIJIOTUHBI; 00OPOHHO-
MPOMBILIJIEHHBI KOMILIEKC; 00pa3oBaTeIbHbIE YUPEXKIESHUS; aBa-
pUiiHbIE CJIY>KObI; 9HEPreTUYECKUN CEKTOpP; CEKTOP IPO/OBOJIb-
CTBUSI U CEJIbCKOTO XO3SICTBA; TOCYJAPCTBEHHBIE YUPEXKIACHMS;
00l11IeCTBEHHOE 3ApaBOOXpaHeHME; MHGOPMALMOHHbIE TEXHOJIO-
TUU; CEKTOp SIAEPHON MPOMBIIUIEHHOCTH; HAlMOHAIbHBIE MaMSsIT-
HUKH; BOJOCHAOKEHME.

BaxxHo NpuHSTH BO BHUMaHME, UTO OMpeesieHre, YTO SIBJIseT-
Csl KPUTUUECKU BaXKHBIM, 4YaCTO 3aBUCUT OT TOTO, KaKOe areHTCTBO
Bbl 00 3TOM cripaluuBaeTe. B HEOOJIbIIIOM TFOPOJKE ¢ €IMHCTBEH-
HBIM KOJIOALEM, WM €AMHCTBEHHBIM MOCTOM, WJIM €IMHCTBEH-
HOM TeJIe(DOHHOU JIMHUEH, WIM €IUMHCTBEHHOW HOpOroili — BcCe
3TU 2JIEMEHTBI MHQPPACTPYKTYphl TOPOMA, pa3yMeeTcsl, CUYMTAIOT-
Csl «KM3HEHHO BaXXHBIMM», U UX TOTEPSI OKAXET «pa3pylIuTesb-
HOe» BO3JICMCTBME Ha TOpOXaH W KX BBIOOPHBIX ITOJKHOCTHBIX
quu. OgHaKo JJis TOCyJapCcTBa HepeaIMCTUUHO 0003HAUUTD Kaxk-
Jyl0 HeOOJbIIYI0 JOPOry, MOCT, TeJIEKOMMYHUKAIIMOHHYIO CEThb
WJIX UCTOYHUK BOMABI, KaK HAMOHAIbHYIO KPUTHMUYECKM BaxKHYIO
UHOPACTPYKTYPY, AaKe €CIU MOJUTHUYECKH OHO MHOTIA JOJDKHO
paccMarpuBaTh MX KakK TakoBYIO. Bbuio Obl HEBO3MOXHO BKJa-
JbIBaTh CPEJICTBA B 3allIUTY 8cex UH(PACTPYKTYp, 3aBUCSILIUX OT
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KubepIpocTpaHcTBa. bosee Toro, eciau Bc€ cuumTaTh KPUTUICCKH
BaXKHBIM, TO HUYTO TaKOBBIM He Oyner. He Oyaer mpuopuTeTOB,
COIJIAaCHO KOTOPBIM paCIIpeleIsioTcs pecypchl. TakuM o0pas3oM,
OTBET «BCE» HE JIydyllle, YeM OTBET «HUYero». Heobxomumo mpu-
HSITh PSIT TPYIHBIX PEIIEHUI, M aXke Cpear HUX HEOOXOIMMO BbI-
JIJINTh TIPUOPUTETHI.

Boo06iiie, 3HaYUTEIbHAS YaCTh MEXKIYHAPOIHOM JIUTePaTyphI 110
KPUTHYECKU BaxKHOM WMH(PACTPYKTYpe CONEPXMUT aHaJIOTUYHBIC
CIIMCKM BaXKHEUIIMX CEKTOPOB MHMPACTPYKTYPhI, TTOJOOHBIC BbI-
HIeYINOMSIHYThIM. OJHAKO Heo0sI3aTeJIbHO MMETh COIVIACOBAHHBIM
Ha MEXIYHAapOIHOM YPOBHE CIIMCOK TOTO, UTO SIBJISICTCSI KPUTH-
YeCcKM BaxkHOM MHQPACTPyKTypoii, a uro Her. CKopee BCero, Ha
MEXKIYHapOIHOM YPOBHE OyIeT HEJETKO JOTOBOPUTHCS 00 0Olie-
MPUHSITOM ONpEACICHUM, M B JIIOOOM ClIydae TaKOM «CIIMCOK» He-
00X0aMMO OyzIeT MOCTOSSHHO OOHOBIISITh. OH OyAeT OECMOIe3HBIM.
Tem He MeHee, HEKOTOpasl B3aMHasl TPAaHCIIAPEHTHOCTh ObLIa Obl
10JIe3Ha — B OTHOLLIEHMH TOTO, YTO KaXKIasl HallKsl CUUTAET CBOCH
KPUTHYECKU BaXXHOM MH(PpPACTpyKTypoid. Peub MAET rmaBHBIM 00-
pa3oM 00 yKa3aHUU KaTeropuii, HO, BO3MOXHO, TaKXe 00 ykasa-
HMU psila OCHOBHBIX OOBEKTOB M CHCTEM OOIIIEro IT0JIb30BaHUSI.

KoHeuHo, Kpome IBYX BBIIICIPUBEAEHHBIX, CYIIECTBYIOT U
JIpyTMe HalMOHAJIbHBIE W MEXIYHAapOIHBIC OIpeAeICHUs, HO
U II0 3TUM OIPEACICHUSIM MOXHO JIETKO IIOHSITh, YTO 3alluTa
KPUTHYECKON WHMPACTPyKTyphl OymeT HENpOoCTO 3amaueid, M,
HECOMHEHHO, Bcerna OymyT HpHCYTCTBOBaTb 3JIEMEHTHI pHUCKa.
B kaxmoMm rocymapcTBe €CTb MHOXECTBO KPUTUYECCKM BaXKHBIX
MH(PPACTPYKTYP, €CTh TaKXKe MEXIYHAPOIHBIC KPUTHUYECKHU BaxK-
Hble MH(GPACTPYKTYPhI, B IIEPBYIO OUYepedb CHUCTEMa ITOIBOIHBIX
BOJIOKOHHO-OIITUYECCKMX KabeJieil, KoTopasi B OCHOBHOM IIpUHAI -
JIEXKUT TPpaHCHAIIMOHAJIBHBIM KOPIIOpAIUsIM, HO B 3HAYMTEIbHOMI
CTETICHU HAaXOIUTCS B MEXIYHAPOIHBIX BOIAX.

C KakvMU yIrpo3aMM MbI CTaJIKMBAEMCsI CETOIHS U B OYIyIIIeM,
IBITasICh 00€CIeYnTh 0E30MaCHOCTh 3TMX KPUTUYCCKM BaXKHBIX
cucteM? UTO IOJDKHO BBI3BIBATH OECIIOKOMCTBO?

3. Yrpo3bl KpUTHYECKH BAXKHOI MH(PACTPYKTYpPBI

IIponomxast paccMoTpeHue amepukaHckoit moaenu, CIIA npu
obecrieyeHUM 0€30MaCHOCTU MHMPACTPYKTYphl, IJIs OXBaTa Kak
¢pu3nYecKoro, Tak U KMOEPIPOCTPAHCTBA, MCIOJb3YIOT «BCEOODH-
EeMJIIOIIMI MOAXOA K 3alluTe MH@pacTpyKTypbl». HemaBHO cTano
MOHSITHO, UTO 3TO aOCOJIFOTHO MpaBWIbHbIN Moaxoa. Korma B 2012
rogy yparan CoHau oOpywwicss Ha pailoH Kapubckoro mops,
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BocTouHylo yactb CIIIA u KaHanbl, yrpo3a KpUTUYECKM Ba>KHOM
UH@PACTPYKType MPOsIBUIACH B BUAE KpyMHOMacluTabHoro ¢u-
31YECKOr0 YHUUTOXEHUSI, BHI3BAHHOTO MPUPOIOM — IIITOPMOBBIM
BETPOM, I'po3aMu U CUJbHBIM HaBOJHEeHMHEeM. B pesynbrare ypa-
raHa Conau 10 MWIJIMOHOB YeJIOBEK Ha BOCTOYHOM IOOEPEKbe
CIIA ocranuch 6e3 3JeKTpUUYECTBa, HEKOTOPbIe M3 HUX HAXOOU-
JIUChb B TaKOM COCTOSIHMM Ha TPOTSIKEHWM MHOTUX Hedesb, 0e3
TeIria, BOJAbl WIM 3JeKTpruuecTBa. M 3T0 HEeCMOTpPsI MpeapUHSIThIE
Ha BCeX YPOBHSIX BiacTu ((eaepajbHOM, MECTHOM M Ha ypOB-
HE 1ITAaTOB) MEPbI MO MPEeaAyNpPeXACHUI0 U JUKBUIALIMU aBapuil B
BHUJIE MHOXECTBA 3JIEKTPOPEMOHTHBIX OPUTaJl CO BCE TEPPUTOPUM
CoenuHennbix IltatoB u Kanangbl. 3a 48 yacoB ObLIO OTMEHEHO
6osee 5000 koMMepUyeCKUX pelicoB aBUaKoMmmaHuii. M3-3a HaBoO-
JHEeHMS OBUTM 3aKPBITHI CTAHIIMKM MeTpo B LieHTpe Hpio-Mopka n
Bammnrrona. becnpeneaeHTHO Ha aBa AHS IIpekpaTuiia padoTy
Heto-Mopkckas donnosas 6upxa. IMoru6no 285 uenosek. O6-
e norepu coctaBwin 6onee $ 10 mupa. 3HauuTeNbHAsT YacTh
KPUTUYECKU BaXXHOU MH@PAcTPyKTyphl OblJIa paspylleHa.

Ho sBngercs nu 3amura KpUTUYECKU BaxKHON MHGPaCTpyK-
TYpbl OT YIpo3, UCXOISIIMX M3 KHUOEPIpPOCTPAHCTBA, HA CaMOM
JieJie HaCTOJbKO Xe, WIM Jaxe O0ojiee BakHOM, yeM 3allluTa OT
yIrpo3bl (prU3nUeckKoro yuiepda OT ecTecTBeHHbIX NMpuuuH? LleHTp
CTPATeTMYECKUX U MEXKIYHAPOTHBIX MCCIACIOBAHUIT U KOMITAHUS
KOMIIBIOTEpHOI Oe3omacHocTu McAfee, B CBOEM HccCleTOBaHUU
2013 roga, MpMIUIM K BBIBOAY, YTO €XETOMHbIE MOTEPU OT KU-
OeprpecTyIUICHUI, 3aTparuBaIMX KPUTUUECKN BaXKHYI0 MHGbpa-
ctpykrypy, B CIIA cocrasisior $§ 100 Mapa. Dra orieHKa sIBIsIETCS
pamvKaJIbHBIM TIEPECMOTPOM M cocTaBisgeT 1/10 oT mpenpiayieit
ouenkn McAfee B § 1 TpaH exeromHex morepb. Takum oGpa-
30M, 1o Marepuanam Wall Street Journal, exxeromHble moTepu OT
KUOEPIPECTYIHOCTU, LIEJAbl0 KOTOPOH 4YacTO CTAHOBHUTCS CEKTOP
(bMHAHCOBBIX YCIYr, HAXOISATCS HA OJHOM YPOBHE C €XETrOIHBIM
yiIepooM OT MPOUCIIEeCTBUN Ha aBTOTpaHcmopTe. OQHAKO B MC-
cnegoBanun [IICMU u McAfee He ObUIM y4YTEHBI TaKue IOJITO-
CpPOUHBIE TIOTepM, KaK yTpaTa KOHKYPEHTOCIIOCOOHOCTM M3-3a
Kpaxyu MH(GOpMaIUK, COCTABISIONIE KOMMEPYECKYIO TaillHY.

HaBaiite He OyaeM oOMaHbIBaTb cebs: UcCXonsiiue U3 Kubep-
MPOCTPAHCTBA PUCKU /I KPUTUYECKU BaxKHOU MH@PACTPYKTYphI
SIBJISIIOTCSI peajibHbIMU 1 BO3PACTalOT MO Mepe TOro, Kak HEYKJIOH-
HO yBEJIMYMBAETCS U CTAaHOBUTCS BC€ OoJjiee HeoOpaTUMOI Hala
3aBUCUMOCTD OT 3TUX CUCTeM. JIJig TOro, 4ToOhl MOTYEPKHYThH BCIO
CEePbE3HOCTh PUCKOB, IIPUBEIEM HECKOJBKO TPOMKUX JEJI.
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IMpousomenmue B kKoHue 2012 roga kubepaTaku TUIIa pac-
npeAesieHHblA 0TKa3 B obciayxuBaHuu (DDoS) Ha amepukaH-
ckue 6anku craiau niasg CIIA TpeBoxHbIM curHajaoM. ITocie atux
arak B utosie 2013 roga ObLIM MPOBEAEHbI YUSHMS 110J Ha3BaHUEM
«KBaHTOBBII paccBeT — 2», B KOTOPBIX IMPUHSIM ydyacTue OoJiee
50 6aHkoB, a Takxke Komuccus mo 1LeHHbIM OymaraM U OupsKam,
®BP, MunucrepctBo (pMHAHCOB U MUHUCTEPCTBO BHYTPEHHEN
oeszomacHoctu CIIA. CyiecTByeT peajbHasi BEPOSITHOCTb, YTO C
yBeJIMUYEeHNeM KOJIMUeCcTBa COBEpIIaeMbIX TOJb30BaTEASIMU TpaH-
3akiuii B UHTepHeTe, BO3pacTET YMCJIO OHJIaliH-aTak.

Kpome DDOS-arak, yrpo3y Halueii MHQpPACTPYKType Ipena-
CTaBJIAIOT: TIPECTYITHUKN, KOTOPBIE XOTAT YKPacTh AEHBIU; «XaK-
TUBUCTBI», KOTOPbIE MOCPEACTBOM HapylIEHUs pabOThl KPUTUYE-
CKM BaXXKHBIX CUCTEM XOTST ClieJaTh IMOJUTUYECKUE 3asiBICHUS; a
Takke MHOCTPaHHbIE MPABUTEILCTBA, LIEJbI0 KOTOPBIX SIBISETCS
IITTMOHAX, HATIpaBJIEHHBIN MPOTHUB TPaHCHAIIMOHAJIBHBIX KOMIIA-
Huii CIIIA ¥ Opyrux rocyaapcrs.

Kpowme atoro, u3 nociaeaHux MpuMeEpPOB MOXKHO MPUBECTU BUPYC
Shamoon, koropsiit B 2012 roay nopasui KjirouyeBble KOMIAHUU
DHEPreTUYECKO MHMPacTPyKTyphl (He(TU U MPUPOIHOTO Tasza)
Ha baxHem Boctoke — Saudi Arramco (Caynosckast ApaBusi) u
Ras Gas (Karap). Kak yrBepxmaercsi, 3TH HaraaeHusl ObUIM OCY-
IIECTBJAEHBl KAKUM-TO TOCYIapCTBOM WJIM OT €r0 UMEHHU.

Eie omHMM IIMPOKO OCBEIMIEHHBIM ITPUMEPOM HAaIlafeHMS Ha
UHMPACTPYKTYPY SBIIETCS aTaka BUpyca Stuxnet Ha MporpamMMmu-
pyemble siornyeckue KoHTposiepbl (ITJIK) Ha Tepputopumn Kom-
TJieKkca mo oboramieHuIo ypaHa B upaHckoit Hatanze. Cuuraercs,
YTO 3Ta aTaka SIBJSIeTCSl MePBbIM MPUMEPOM MCIIOJb30BaHUSI CIie-
UATU3UPOBAHHOTO KMOEPOPYKUSI, XOTS TSI TIOATBEPKIECHUS 3TO-
ro HeoOXOAMMO ropaszno Oosbliie UHGOPMALIMK U UCCIEI0BaHUIA.

Jpyroit BaxKHOI M pacTylleil Mpo0IeMOoil SIBJISIIOTCS IIPOABUHY-
Thle TIOCcTOSTHHBIE yrpo3bl (Advanced Persistent Threat). OHu sB-
JISIFOTCST XOPOILIO OpraHU30BaHHBIMU, HampaBjeHbl, KaK MPaBUIIO,
Ha 1IeJIM, UMeIoIIMe HanboJblliee 3HaUeHNE, B TOM YUCIIe CUCTEMBbI
MHPPACTPYKTYPHI, M UX BPETOHOCHBIN KO TPYIHO OOHAPYKUTH 1
YCTPAHUTDh BHYTPHU CETU. DTH YIPO3bI 3a4aCTYIO HE OCTaBJISIIOT 00-
HapY>XUMBbIX CJEJIOB CBOETO MPUCYTCTBUSI, OHU MPOCTO HAXOASTCS
BHYTPU CEeTU 1 J1OO M3BJEKaIOT JaHHbIe, HaOJIOIAIOT 32 CeTeBOM
AKTUBHOCTBIO, WJIM BHEAPSIOT BPEIOHOCHBIE MTPOrpaMMBbl IS T1O-
CJeAYIONIEro UCMOJIb30BaHUSI, B TOM YMCJIE IS BBIBEICHUSI CETU
U3 CTPOS B PELIAIOIIUA MOMEHT.

MpbI cTai CBUAETEISIMU MOJUTUYECKM MOTUBUPOBAHHBIX aTak
Ha rocyjaapcTBa, HallpUuMep, HamajeHUii Ha 3CTOHCKUE OaHKOB-

29

Forum_1.indd 29 @ 22.10.2014 13:40:15



cKkure, MHGOPMALIMOHHbIE U MPaBUTEIbCTBEHHbIC BEO-CalThl BeC-
Hoit 2007 roga. B aTom ciiyyae, HECMOTpSI Ha TO, YTO HEKOTOPbIE
CUUTAJIM €ro HarmaaeHUeM Ha CTOHCKOEe TOCYAapCTBO, ObLIO yCTa-
HOBJICHO, YTO 3TO ObUIM «KMOEpOECIOPSIAKW», OCYILIECTBIEHHbIE
«XaKTuBMCTaMu». OHU NEMCTBOBAIM CAMOCTOSITEbHO WM B Ka-
YEeCTBE MPOKCU B OTBET HAa HEINpUEeMJIeMOe Il PYCCKMX pelleHue
MPaBUTEJbCTBA DCTOHUM IO IEPEMEIIEHUIO MaMITHUKA C LIEH-
TpasibHOM Tiolanu TamiuHHa.

W, ectectBeHHO, OyAyT MMETb MECTO TaKue HaIlaJeHMsl Ha
UHOPACTPYKTYPY B paMKax KMHETHMUYECKUX MEXIOCydapCTBEHHBIX
KOHMJIMKTOB KakK, HalpuMep, aTaku Ha I'PY3MHCKUE CUCTEMbl BO
BpeMsl poccuiicko-Tpy3uHckoit BoiHbI 2008 roga. Eie TosbKO
MPEJACTOUT OMpPeaeanTh, KaK 3TU aTaKu MOTYT HapyllaTb 3aKOHBI
BOOPYKEHHBIX KOH(MJIMKTOB C TOUKM 3pEHUSI UX IMOTEHIIMaaa He-
MPOIMOPLMOHATBHBIX TPaXITAHCKUX MOTEPh WJIM HEeU30UpaTebHO-
ro yHUYTOXeHUs1. Bo BTOpoii MOJOBUHE OHS Ha 3Ty Temy OyaeT
Oosiee oOLIMPHBIIA nokan A-pa Canmxkas ['osna.

IToxoxumu, HO, B CBSI3U C OTCYTCTBMEM OOBIYHOIN BOEHHOM
KaMMaHWU, APYTUMU ObLIM KuOepaTaku MPOTUB MHOOPMAIIMOH-
HbIX cucteM YkpauHbl 1 HATO Bo Bpemsi HegaBHEW pOCCHUIi-
CKOI MOJAPBIBHOM NESITEIbHOCTU U aHHeKCUU KpbiMcKoit obnactu
YkpanHbl. HeCOMHEHHO, MOXHO clieJiaTh BBIBOJ, YTO Jitobas Oy-
nyliasi AesITeIbHOCTh MO BCEMY CIIEKTPY BOCHHBIX Oonepaiuii 0y-
JIET BKJIIOYaTh B ce0s1 KUOEPKOMIOHEHT.

Takum 00pa3oMm, BbIllI€ TMEPEUMCICH CIEKTP BO3pacTaloOLIUX
YIpo3, U 3TOT KOPOTKMUI CIMCOK O€3 COMHEHUs SIBIsIETCS He-
nojHbIM. EAMHCTBEHHOE, YTO MBIl MOXEM CKa3aTh C MPaAKTUYECKU
MOJIHOM YBEPEHHOCTbIO: YTPO3bl HUKYAA HE YXOISAT, a CTAHOBSITCS
Bce Oosiee pacnpoCTpaHEHHBIM SIBJICHMEM U BCE Oosiee M3OLIPEH-
HbeIMU. [anee Mbl 00paTMM BHMMaHME Ha TO, YTO TocyldapcTBa
U MEXIYHApOAHbIE OpraHMU3alMM AeJaloT ISl TPOTUBOACHCTBUS
3THUM Yyrpo3am.

4. OCHOBHbBIE 2JIEMEHTbI CHCTEMbI 3AIMMATH KPUTHIECKH BAKHOM
uadpacTpykrypsi CIIIA.

3a KaXabIM M3 LIECTHAALATA CEKTOPOB KPUTHUUYECKON MH(ppa-
ctpykTypbl CIIIA OBLT 3aKpeTiéH COOTBETCTBYIOLIMIA opraH dee-
paJIbHOW BJIACTU. BOJILIIMHCTBO CEKTOPOB HAXOMASTCS B BEACHUU
MuHuctepcTBa BHYTpeHHel Oe3omnacHocTu. HekoTopble cekTopa
paboTaloT ¢ APYrMMM BeAOMCTBAaMM, HaIlpUMep, 0O0OPOHHO-MPO-
MBILLIJIEHHBIA CEKTOp ¢ MUHUCTEPCTBOM OOOPOHBI, 2 OAHKOBCKUIA
ceKkTop ¢ MUHUCTEPCTBOM (DMHAHCOB.
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B kaxmom cektope ecTb COOTBeTCTByIOIIMiA LleHTp oOMe-
Ha uHdopmalMeil u aHaiuza, B BEIEHUU KOTOPOTO HaXOAUTCS
rocyJapCTBEHHO-4aCTHOE ITapTHEPCTBO U J0OOPOBOJIBbHBIM OOMEH
uHdopMaleit 00 yrpo3ax U MeToJax 3alluThl. DTOT 0OMEH OUeHb
BaxKeH, IOCKOJIbKY IPUMEPHO 85% KPUTUYECKU BaxkHOU MH(ppa-
ctpykTypbl CIIA HaxoauTcsi B YaCTHOM CEKTOpEe, a CTOPOHBI,
YUacCTBYIOLIME B 3THX MapTHEPCTBAX OT rocyaapcTBa, Kak MpaBU-
JIO, JIydllle OCBEIOMJICHBI 00 OOIIMX yrpo3ax, yeM Jiiodast yacTHast
KOpIiopalus Win MpearpuHUMaTebCKU CeKTOp.

JI1st KaxXkImoro BbIIEJIEHHOro cekTopa ObLl pa3padboraH Harmo-
HaJIbHBIH JIaH 1O 3alluTe UHOPACTPYKTYPhl U psia CrienranibHbIX
ceKTopajbHbIX T1aHOB. OHM pa3paboTaHbl ¢ yyeToM HalmoHasib-
HOI MporpaMmbl MO Ype3BbIYAHBIM CUTYallMSIM, KOTOpasl siBJIsi-
ercst BceobiuM rutaHoMm CIIIA mo pearupoBaHMIO Ha pa3jiMuHbIe
OencTBUSI M 4Ype3BblUAlHbIC CUTYyallMMd, HE TOJbKO B KUOEpIpo-
CTpaHCTBe.

B ¢espane 2014 roma npesugeHT ObGama IpencTaBujl IIepBbIe
JIOOPOBOJIbHBIE CTaHAAPTHI KMOEpOE30MacHOCTH, YTOObI OU3HEC
KCIOJb30Bal UX MPU 3alUTE CBOEH KPUTHUYECKU BaxKHOUM MH(ppa-
CTpYKTYpbl. CTaHAAPTHI TAaKXKe MOOIIPSIOT 0oJiee IMPOKU 0OMEH
uHbopMaleit Mexay ceKTropamu Ou3Heca M COOTBETCTBYIOIIM-
MM TOCYZapCTBEHHBIMM OpraHaMu. DTO MepBbIi 1mar. TpymHo u
MOTEHIMATbHO SKOHOMUYECKN BPEIHO 3aCTaB/sITh KOHKYPUPYIO-
1I1Me KOMIIAaHMM OOMEHMBATHCSI MH(OpMalLueil 00 yCIeIIHbIX Ha-
MageHusIx Ha HUX. TeM He MeHee, cliefOBaHUE CTaHAapTaM CO
BpeMEeHeM [JIOJKHO CTaTb HOpMOIi. B KOHIIe KOHIIOB, BO3MOXHO,
Takke MOSIBUTCS 3aKOH, TPEANMCHIBAIONINI COOMI0IaTh OTH Tpe-
OoBaHUSI.

B pamkax cBoux O00sSI3aHHOCTEM II0 OKa3aHMUIO ITOMOIIU
000POHHO-MPOMBIIIJIEHHOMY CEeKTOPY MUHMCTEPCTBO OOOPOHBI
BbIIBMHYJIO PacliMpeHHy0 MHULIMATUBY MO KMOEpOEe30MacHOCTH.
Eé uenbio sBasgeTcss ooOMeH nHpopMalueil o0 yrpo3ax M 3alluTe
¢ OOOPOHHBIMU MOAPSIUUKAMU, SIBJISIIOLLIUMUCS YaCThbIO KPUTHUUE-
CKM BaXXHON MHMPACTPYKTYPhl. AHAJTOTUYHBIC MHUILIMATUBBI IS
OKa3aHUs MOMOILM IPYTMM CEKTOpaM B HAcCTOsllee BpeMms pas-
pabaThIBaIOTCS IPYTUMHU BEIOMCTBaMU, B TIEPBYIO odepeab MUHM-
CTEPCTBOM HalIMOHAJbHOI 0E30MacHOCTH.

Hakonen, MexayHapoaHasi cTpaTerusi mjisi KMOeprmpocTpaH-
crBa CIIIA HampaBiieHa Ha <IIPeJOCTaBIIEHUE TOCYAapCTBaM,
CTPEMSILLIMMCSI CO3/1aTh CBOM COOCTBEHHbIN TEXHUYECKUI MOTEH-
LYaJ U TIOoTeHLMaa KubepOe30macHOCTH, HEOOXOAMMOro OIIbITa,
3HaHUi U Apyrux pecypcon». [Toanepxkka CIIA paHxXupyeTcs: OT
MOJAAEPXKKU HALIMOHAJIBHOTO MOTEeHIIMala B 00JIaCTU JIMKBUAALUU
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MOCIEICTBUI MHIUIESHTOB 10 CO3AaHUs TOCYIapCTBEHHO-YaCTHBIX
MMapTHEPCTB, TTOBBIIIIEHUS 0€30TTACHOCTH CUCTEM YIIPaBICHUS, TT0-
MOIIY B co3AaHuU 3(P(PEKTUBHBIX 3aKOHOB IO KMOEPIIPECTYITHO-
ctu. CIIA paboralor ¢ IpyruMu CTpaHaMu Kak CaMOCTOSITEJIbHO,
Tak 1 B pamkax ¢opyMmoB mon arugoii OAI, ATOC, HATO u
OOH.

5. Kpatkuii 0030p 1eATeJbHOCTH MeKIYHAPOIHBIX OPraHu3aIMii
no 3amuTte WHGPACTPYKTYPbI

Opeanuzayus Obsedunennvix Hayuti

C 2004 roga pactét goBepue K padore ['pymribl MpaBUTENb-
ctBeHHbIX 3KcreproB OOH (I'TID), kak omHoil uM3 Haubojee
MHOT000€IIAIOIINX UHUIIMATUB M0 MEXIyHAPOIHOMY COTPYIHU-
yectBy. Jlocturnyteie B 2010 u 2012 romax B pamkax I'TID mo-
TOBOPEHHOCT! OBUIM CKPOMHBIMM, HO MpUMeYaTeIbHBIMU — KakK
OOBIYHO M OBIBAaeT B Havajle Takoi padoThl. Kaxnblil 13 JOKIaa0B
ObL1 OoJiee copepxKaTesibHbIM, YeM TpellecTByollee (MPUHSITUIO
gokiaga B 2010 romy mpeaiecTBoBajia Heyaada), U Mbl JTOJKHbI
C ONTUMU3MOM HAJIEsIThCS, YTO OYEPETHOM payHI TIEpPerOBOPOB
MPOAOJIKUT 3Ty TEHASHIINIO, HECMOTPS Ha TO, YTO OH OyIEeT Mpo-
BOJUTBLCS cpenu Oosiee IMPOKON TPYIbl 3KCNepToB. ['0BOpUTH
yT0-1100 O mojoxuTenabHol auHamuke I'TID Oonee He crowur,
MOTOMY YTO HaM MOBE3JI0, U CO CAEAYIOLIMM TJIeHAPHBIM TOKJIa-
noM OyneT BbicTymnath nocos AHuapeit Kpyrckux. OH Xopolio u3-
BECTeH BCeM HaM KaK OIWH W3 TepBOHaYyalbHBIX uieHOB ITID,
npencenareab ['TID 2010 roga, u 3aKajleHHBIN BeTepaH, KOTOPBIi
3THUM JIETOM OyIEeT CHOBa ydacTBOBAaTh B IIEPErOBOpax BO BpeMs
ouepeaHOro payHaa auckyccuil. be3 comHeHus, AHapeil coo0-
IIAT HaM HEKOTOpbIe IIEHHBIE CBEICHUS, O TOM, YTO OXHWIATh Ha
MNPOTSKEHUU OYepeIHbIX ABYX JeT padoTel ['TID, 1 uto oxXunarh B
oynyuem. BaxHo yetko moHumath, uto OOH akTMBHO yyacTByeT
B Pa3BUTUM MEXIYHAPOIHOM K1MOepOe30MacHOCTH.

Medscdynapoonutii cor3 anekmpocessu

MCD mpencraBun mpoekt [1o0anbHOI IIporpaMMbl KHUOep-
6e3onacHoct B 2007 romay, KOTOPBIA OCHOBBIBAE€TCSI Ha TISATU
CTOJINIax, 3TO: HOPMAaTUBHO-MpaBoBasi 0a3a; TEXHUYECKUE MEphI;
OpTaHW3aIlMOHHBIC CTPYKTYpHI; HapalldBaHME IIOTCHIIMANa; |
MEXIYyHapoaHoe coTpyaHuyectBo. MCD sBiseTcs Beayllei rio-
OaJbHOU JEMCTBYIOLIEH CUJIOW 1O MepaM YKperuleHUsl JOBEpUs
B cekrope MKT. OnHuM u3 ero HamboJjiee 3aMETHBIX IPOEKTOB
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saBisieTcss MHaeKC riaobaabHOM KuOepOe30MacHOCTH, B KOTOPOM
Ia€Tcs OLEHKAa BO3MOXHOCTEM KMOEpOE30IMacHOCTU TOCYJapCTB
MO TSATU KPUTEPUSIM: MPABOBbIC, TEXHUUYECKME U OpraHU3alMOH-
HbIe MEpbI, HapalllMBaHWe MOTEHIMada U COTpyaHuIecTBo. MCD
MOJAAEPXKMBAET MapTHEPCKUE OTHOLIEGHUSI C IPYrMMU OpraHu3a-
uusiMu: ¢ Ynpasiaenuem OOH 1o HapKOTUKaM U TPECTYIICHUSIM
J11 oOMeHa TepelOBbIM OMbITOM MO HOPMOTBOPUYECKOU /esiTe/b-
HOCTU B 00J1aCTH KUOEPIPECTyIUIEHU; ¢ MeXXaTyHapOoaHbIM MHO-
TOCTOPOHHUM IapTHEPCTBOM IIPOTUB KUOEpYrpo3, s padOThI
Haj TJ00aJIbHBIMU PELICHUSIMU TPOOJiIeM MPOTUBOAECHCTBUS KU-
o6epyrposam; u ¢ @opyMoM IpyII odbecrieueHrUs: 6€30MacHOCTU U
pearupoBaHusI HA UHIMAEHTHI 111 0OMEeHa MepeloBbIM OTBITOM O
BO3MOXHOCTSIX pearupoBaHusI Ha KOMIbIOTEPHbIE MHIIUACHTHI.

Feponetickuii coros

B Bonpoce mexayHapoaHoit kubepoesonacHoctu, EC saBisier-
cs, ToXKayii, HamboJjee aKTMBHOW pEermOHaJbHOM OpraHM3aly-
elf, YTO ABISICTCS CIICACTBUEM KPETKUX OI0OpOKpaTUIeCKNX OCHOB.
B 2004 rony B EC 61710 co3naHo EBpormneiickoe areHTCTBO ceTe-
BOI 1 MHGOPMALIMOHHOM 6€30ITaCHOCTH C IIEHTPATbHBIM O(UCOM
Ha Kpute — B 3TOM Trojy areHTCTBO OoTMeuaeT cBoe 10-jetue.
Taxxe ¢ 2004 rona B EC Hauanu 3aHUMAaThCs BOMPOCAMM 3alLUThI
uHbpacTpykTyphl, a B 2009 roay ajist pa3BuTusi ooMeHa uHgopma-
nueit Ob10 co3maHo ['ocymapcTBeHHO-9aCTHOE MapTHEPCTBO IS
TTOBBILIICHUs] YCTOMYMBOCTA. B Havaire mpoimioro roga 6buta Ipu-
Hsita Ctpaterust kubepoesonacHoctu EC, a B aBrycre 2013 rona
obHoBeHa EBporreiickas mporpaMMa 3allWThl KPUTHYECKH BaxK-
HOI MHMPACTPYKTYPHI, M BBIOCICHO TPW HAIIpaBICHUS PaOOTHI:
MIpeayIpeXIeHne, TTOBBIIIIEHNE TOTOBHOCTH M pearnpoBaHUeE.

B EBpomneiickoit mporpamMme 3aluThl KPUTUIECKHN BasKHOM MH-
bpacTpyKTyphl BBIICICHO YEThIpE TPUOPUTETHBIX OOIICeBPOTIC-
CKHX CEKTOpa: CHCTeMa OpTaHM3alluy BO3MYIIHOTO ABVKeHUsST EB-
POKOHTPOJIb; TI00aTbHasl HaBUTALIMOHHAS CITYTHUKOBAs CUCTeMa
Galileo; Cetb nnekTponepeaay u EBpomneiickas ra3oTpaHCIOpT-
Has CCTh.

B EC pa3paborana MHdopMaimoHHast CeTh IPeayIpeKICHUS
KPUTHYECKN BaXXHBIX MH(MPACTPYKTYpP — OCHOBaHHas Ha MHTep-
HeTe, 3Ta CHCTeMa IIpeJHa3sHadeHa IJIsT oOMeHa WIesIMU IO 3a-
IIATE KPUTUUECKN BaXKHOM MHQPPACTPYKTYPhI, NCCICTOBAHUSIMU 1
TIepedOBLIM OITBITOM MeXay cTpaHamu-wieHamMu EC m mx yupex-
neHusimu. Ilopran MHbopMauMoHHOI ceTu Havyaia paboTy B ce-
penuHe sHBapst 2013 roga. B coorBercTBUM ¢ mporpammoit Hud-
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poBoii moBectku nHs st EC, mon pykoBoacTBoMm EBporieiickoro
areHTCTBa ceTeBOil M WHGOPMAIMOHHON 0€30MacHOCTH, ObLIU
IBaXKIbl IPOBEICHBI OOIICeBPOIICHCKHIE YUCHUsS IO Kubepbe3o-
ITACHOCTH, B XOlI¢ KOTOPBIX ObLIM IIPOBEPEHBI CHUCTEMbI obecIie-
yeHUs 0e30ITaCHOCTU KPUTMYECKU BaXKHOU MHMPACTPYKTYphl Ha
Bceii Teppuropun EBporieiickoro corosa. Takke ObUIA omIpenesie-
Hbl MUHMMaJIbHbIe 0a30Bble BO3MOXHOCTHU, YCJIYTH M ITOJTUTHYC-
CKHUE PeKOMEHAAIMU, HEOOX0MUMBIe IS 3(DGEKTUBHOIO DYHKIIU -
OHUPOBAHUS HAIIMOHAIBHBIX/TOCYIaPCTBEHHBIX ['pymm GbICTPOro
pearvpoBaHUsI HA KOMIIBIOTEPHBIC MHIIMICHTHI.

Opeanuzayus Cesepoamaanmuueckoeo dozcosopa (HATO)

HATO npuHuMmaeT ydyacTue B 3allldTe KPUTUYECKM BaKHOM
uHbpactpyktypsl ¢ 2001 roga. B 2003 roay I'naBHBIE KOoMuUTET
MO0 TJIAHUPOBAHUIO MCIOJb30BaHUSI IPAXKIAHCKUX CIYX0 B Upes-
BbIUAMHBIX CUTYaLMSIX MPUHSI TUIAH U3 1IECTU MyHKTOB IS MO-
MOIIM TOCYyJapCTBaM B JIMKBUAALMUMW TOCJIEACTBUN XUMUUYECKUX,
OMOJIOTMYECKHUX, PAAUOJOTUUECKUX U SIAEPHBIX aTak, OCOOEHHO
TeppopucTruyeckoro xapakrepa. B 2006 roay miaBbl TocynapcTB U
MPaBUTEJILCTB MOATBEPAWIN POJib AJlbsiHCA MO 3alUTEe KPUTUYE-
CKM BaXXHOW MHMPACTPYKTYphI JJIsI 3alUThl HACEJICHMS], TEPPU-
TOpUM, UHPPACTPYKTYpPbl U BOOPYKEHHBIX CUJ CTpaH-YYaCTHMII
OT TIOCJEACTBUI TEPPOPUCTUYECKUX aTaK, a TakKxKe IJIs 3alllUThl
COOCTBEHHBIX MHTEPECOB 0€30MacHOCTU OT IMpepbIBaHUs TMOTOKa
JKM3HEHHO BaXXKHBIX PECYPCOB.

B 2011 romy B pamkax AJjbsiHCa Hayajach paboTa MO BbISIB-
JICHUIO 3aBUCUMOCTEM KPUTUYECKU BaxKHOW WMH(PPACTPYKTyphl
CTpaH-y4yacTHUIL U paboTa ¢ HUMU IO OLIEHKE YSI3BUMOCTU CH-
CTeM, XKM3HEHHO BaxKHbBIX JUISI MUCCUI U omnepainii AnbsiHca. Kak
oxugaercsi, B 2014 rogy MUHUCTPBI AJTbsIHCA YTBEPAUT HOBYIO T10-
JINTUKY KUOEpOOOPOHBI, KOTOpasi 3a HECKOJIbKO OJIMXKANUIIUX JIET
nocrnocoocTByeT yKkperuieHuio nporpaMmm HATO.

CoBceM HemaBHO, 5-8 ampenst, CeBepoaTIaHTUYECKUIL COBET
MPUHSI pellieHUe YAOBJIECTBOPUTH MPOCHOY YKpauHbI, CTpaHbI-
naptHepa HATO. I okazaHus oMol YKpauHe B pa3paboTke
rpaXIaHCKMX TIJIAHOB JEMCTBUII B Upe3BbIUAWHBIX CUTYyalUsIX U
AHTUKPU3UCHBIX Mep OblIa HanpaBieHa KoHcyabTaTUBHAs rpyIina
noaaepxku HATO mno 3amure KpUTUYECKU BakKHON MH(MPACTPyK-
Typbl U TPaXKJAHCKOTO HAcCeJeHMsI. DTO CBSI3aHO C KPUTUYECKU
BaxKHOM HEPreTUUeCKOM MH(PPACTPYKTYypOil 1 yrpo3aMu OGe3orac-
HOCTH XM3HEAESITeJIbHOCTU B Cydyae HajbHEHIIero YXyAIIeHMs
TaM yCJI0BUl 6€30MacHOCTH.
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Opeanuzayus no 6ezonachocmu u compyonuvecmsy ¢ Eepone (OBCE)

OBCE mnposiBuia BceoOlluii MHTepeC K KUOepOe30MacHOCTH,
KakK TpaHCHallMOHaJbHOU mpobyieme, Ha cammute B 2010 rony,
a Takke Ha CIelMajJbHOU KOH(epeHIUU Mo KMOepOe30macHOCTU
B 2011 romy. B neka6pe 2013 roga B OBCE 6bu10 corjacoBaHO
«Petrenrie o mepBoHAYaIbHOM TIepeYHE Mep YKPETIICHUS JOBEPUS
B pamkax OBCE c uenbio cokpaulieHus] pUCKOB BO3ZHUMKHOBEHUS
KOH(JIMKTOB B pe3yjbTaTe MCIIOJb30BaHUS MH(MOPMALMOHHBIX
1 KOMMYHUKAIIMOHHBIX TEXHOJIOTMii». B 3TOT mepeyeHb BXOIMT,
KpOME IMpOYero, J0OpPOBOJbLHOE MPOBEACHUE KOHCYJIbTAUMU Ha
COOTBETCTBYIOILIEM YPOBHE MJII CHUKEHUST pUcKa HEMPaBUJIbHOTO
BOCIIPUSITUSL... Y 3alLUThl KPUTUYECKU BAXKHOW HALIMOHAJbHOW U
MexayHapoaHoi uHgpactpykrypsl MKT, B ToMm uunciie obecrieue-
HUSI UX LIEJIOCTHOCTH.

OpZCIHMSCZMM}l UCAamMcKo2co compyammecmea

OpraHuzanus MCIaMCKOTO COTPYAHUYECTBA SIBJISIETCS €lIe
ONHOM PErMOHAJIbHOM OpraHu3alueil, KOTopas IpeArpuHUMa-
eT Iary IS pelieHusT TPoOJeMBbl 3alIUTHl KPUTHUUECKHN BaKHOM
UHMPACTPYKTYPhl, OAHAKO IYyTEM KOHCYJIbTUPOBAHUSI 3auHTE-
PECOBaHHBIX CTpaH-yYaCTHUI ISl YKPEIUIeHUs] MX MOTeHIralia
Ha HaiuvoHaiabHOM ypoBHe. B 2008 romy Oblna coszmana ['pymnma
9KCTPEHHOTO pearupoBaHMsI HA KOMITbIOTEPHbIC MPOUCILIECTBUS
OpraHnuzaluy MCIaMCKOTO COTPYIHUYECTBA, U HA CETOMHSIITHUIMA
JIeHb B HE€ BOIILIM COOTBETCTBYyMOIIME rpynmbl 19 u3z 57 crpaH-
yyacTHUL. EXerogHo MMU TPOBOAUTCS 2-5 KOHbepeHUMd s
oOMeHa TepeloBbIM OIBITOM, HOPMaMU U CBEACHUSIMU 00 yrpo-
3aX. TOJMbKO HEKOTOpbIE M3 3TUX OOCYXIEHUI MOCBSILEHBI 3a-
IIATEe KPUTUYECKU BaXKHON MH(PACTPYKTYphl, HO 3TO XOpollee
Hayajo. HeobxonuMo BceMepHO MPUBETCTBOBATH Jaxke HEOOJb-
1€ IIark M CIOCOOCTBOBATh PA3BUTHUIO MX COMEPKATEIBHOCTH
U npo3payHocTU. M Bce GosbliieMy KOJIMYECTBY CTpaH-YYaCTHUIL
OpraHuzaluuy UCIaMCKOTO COTPYAHUUYECTB CAeAYyeT NMPUHUMATH B
9TOM y4yacTHhe. DTO 0COOEHHO BaxKHO it AdraHucraHa, KOTOPBIi
crpeMuTcst obecneunTh HaaexXHocTb MKT-uHbpacTpyKTypsl st
ToJIepKaHUsl SKOHOMUKM, TBITAIOIIEHCS BCTaTh HA MPEATIPUHN-
MaTtebCKre pesibCchbl M0 Mepe yxona MeXayHapoIHbIX CUJ COAeii-
CTBUSI 6€30MACHOCTU K KOHILYy 3TOrO Toa.

Adgppuxanckuii cors

B sanBape 2012 roga AdpukaHckuii coro3 paspaboTan MpoeKT
KonBeHLy mo noBepuio U 0€30IIaCHOCTU B KUOEPIIPOCTPAHCTBE.
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3asBiaeHHON 1eablo KOHBEHIIMU SBISIETCS CO3MaHUE HaAEKHOM
OCHOBHI Jj1s1 Kubepoe3onacHOCTU B Adpuke. DTo MepBblii 0OHAa-
JNEeXKUBAIOLIMKA 1Iar K ydyacTuio A¢pUKaHCKOro coro3a B 3alllM-
Te KPUTUYECKU BaxkHOW MHOPAcTpyKTyphbl. KOHBEHLIMST MOKHA
ObL1a OBITH TIpUHSTA B siHBape 2014 roga, HO 3TO He ObLIO clesia-
HO u3-3a Bo3paxkeHuit KeHuu no Bonpocy KOHOUACHIMATbHOCTH.
Ha crenyrouiem stane KeHus npeacTaBuT CBOM MUCbMEHHbBIE BO3-
paxkeHus K mato 2014 ropa.

Opeanuzayus amepurkarckux 2ocyoapcme (OAI)

B 2004 rony uynensr OAI omoOpwiM pe30JIoLMI0, B COOTBET-
ctBUU ¢ kotopoit CexkperapuaT Hayaa pabOTy Hall BOIpocaMu Ku-
o6epbezonacHocTu. Llenbro 3ToN paboOThl cTrano co3gaHue I'pynmn
SKCTPEHHOTO pearupoBaHUsI HA KOMIBIOTEPHbIE MPOUCIICCTBUS
B KaX/IOM TocynapcTBe-ujieHe, U ['pymibl 3KCTPEHHOIO pearupo-
BaHUsI Ha KoMMbloTepHble mpouciuectBusi OAIL, Kak MexaHU3Ma
KOOpIMHALMW PETMOHAIbHBIX UHUIIMATUB B 00JacTU KMOepOe3o-
nacHocTu. CorjlacHO TMOCAeAHUM AaHHBIM, OOJIbILIMHCTBO 4JICHOB
OATI B 2011 rony nmenm I'pymnmbl 3KCTPEHHOTO pearnpoBaHus Ha
KOMITBIOTEPHBIC TTPOUCIIECTBUSI. DTO CBUACTEILCTBYET, UTO MPO-
rpaMMma B 3HAUYMTEJbHOIN cTerneHW Oblaa ycnelnHoi. [Toka He-
SICHO, HACKOJIbKO aKTMBHO ['pyrmna 3KCTpEHHOI0 pearupoBaHMSI
Ha KoMmbloTepHble npouciecTBus OAIT KOHCYJBTUPYET WJICHOB
OopraHu3alyy WX OpTraHU3yeT MEPCIEeKTUBHbIC MPOrpaMMbl IO-
MOIIM, ToA0OHbIe MporpaMmaM OpraHu3alydv KCJIaMCKOTO CO-
TpyAHUYECTBA.

Accoyuauus eocydapcme FOeo-Bocmounoti Azuu
(ACEAH)

B Cunranypckoii gexnapauuu 2003 roma comepzkajicsa MIpU-
3bIB K CO37aHNI0 MH(pOopMaLMoHHO MHGpacTpykTyphl ACEAH
n I'pynm aKCTpeHHOTO peardupoBaHMST Ha KOMITBIOTEPHEBIE IIPO-
HUCIIEeCTBUSI BO Bcex rocynapcrBax-uieHax K 2005 romy. B 2010
romxy ObLT IpUHAT ['eHepa bHBIN TUTaH pa3BUTHUS CBSI3W B CTpaHaX
ACEAH. B 2011 rony 6511 cornacoBaH I'eHepanbHBIN MJIaH pas3-
utuss UKT B ACEAH nmo 2015 roma. B 2012 romy, mig oxa-
3anus nomuepxkku Cosetry ACEAH 1o cereBoit Oe3omacHOCTH,
crpaHamu ACEAH Obl10 OpUHSTO pellieHue O MPOAOKEHUU
YUIeHUI, TTPOBOAMMBIX [pymIIoil SKCTpeHHOTO pearnpoBaHUS Ha
komrblotepHblie npouciuectBusi ACEAH. B 2013 rony Obl1a 06-
HOBJIEHA MMporpamMMa COTPYAHUYECTBA MO CEeTEeBOW OE30MacHOCTHU
2005 ropa.
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Aszuamcko-Tuxookeanckoe sxonomuueckoe compyonuuecmeso (ATIC)

Hauunas ¢ 2002 roga, ATDC npuHsI psii TIOKYMEHTOB MO KU-
OepOe3onacHocTr, B ToM ynciae Crparernio KnoepOe30macHOCTH
2005 roga, B KOTOpOil Oblla MpU3HAHA BAaXKHOCTh 0E30MMaCHOCTU
MHQPACTPYKTYPHI CBSI3U, M, B YaCTHOCTH, MHTepHETa B PETHOHE
ATOC.

Ilanxaiickas opeanuszayus compyonuuecmea (LI10C)

B mapre 2013 rona crpaHamu IIIOC 6b11M moaNMcaHbl CcoOrJia-
IIeHUs 1o 00pbOe ¢ MCIOIb30BAHUEM WM TOTEHILIMAIbHBIM UC-
ITOJTb30BaHNEM KOMITBIOTEPHBIX CETeil B TEPPOPUCTUUYECKHUX, CEeTIa-
PATHUCTCKUX WJIM SKCTPEMUCTCKUX IIEISIX. XOTS 3TU COIJIAIIeHUs],
Kak MpeacTaBisieTcsl, He MpeaHa3HauyeHbl JJISI COBMECTHOIO pe-
IIEHUS TTPOOJIeM 3alIUTHl KPUTUUECKN BasKHOM MHMPACTPYKTYPHI,
OHM, TeM HE MEHee, CBUACTEIbCTBYIOT O TEKYLIeH NesITeJbHOCTH
[IOC B 3T0It OOMACTH.

be3 comHeHus1, BO BCEM MUpe CYLIECTBYIOT U APYrue MHUIIMA-
TUBBI, U MPUCYTCTBYIOILIME 3[AECh B 3aJle MOTYT NOIMOJHUTh 3TOT
CITMCOK B XoAe OOCYXIeHWS. BrllllenpuBeneHHbIC MPUMEPHI Tie-
MOHCTPUPYIOT, B Kakoii crenieHn OOH u MHoOrue permoHajabHbIe
OpTaHM3all¥ HAYMHAIOT pelllaTh HEM3MEHHYIO 3amady 3allliTh
KPUTHUYECKU BaXHOW MHGPAcTpyKTyphl. ECTh U cpenn HUX Ta-
KHe, KOTopble JejaloT Bcé oT HUX 3aBucsiee? I[lonarato, Bce co-
[JIACSITCSI, YTO OHM MOTYT M JOJIKHBI JeiaTh OOJblle. A Bce, U4TO
OHM YK€ NeJaloT, AOKHO OCYIIECTBISThCS Oosiee 3(h(HeKTUBHO,
1 B COOTBETCTBHU C 00jiee BRICOKMMU CTaHAAPTAMH, K KOTOPHIM
OHM caMu cTpeMsaTcsl. Heobxoaumo B3auMMoOnEiCTBOBAaTbL C HUMU,
U CITOCOOCTBOBATh TOMY, YTOOBI ABMXKEHME BHEPEN ObLIO SHEPTUY-
HBIM, TPAHCIIAPEHTHBIM M COBMECTHBIM.

6. 3akinouenne

DTOT KpaTKUif 00630p KPUTHUECKH BaKHOU MHPPACTPYKTYPHI 1
HEKOTOPBIX AEHCTBYIONINX MHUIIUATUAB T10 €€ 3allUTe TOKEeH CTH-
MYJIUPOBaTh OOCYK/IE€HWE, a B Ujaeajie, U HOBOE MbILLICHUE O TOM,
KaK OOpOTBCS C COOTBETCTBYIOIIMMM TIpOOJeMaMM Ha MeXKIyHa-
DPOIHOM YpPOBHE.

[To3BoabTe MHE TIPEIJIOXKUTH ST TAKOTO OOCYKACHUS TPU Ha-
MpaBJieHUsT pabOThI, KOTOpbIe, KaK MPEACTaBIsSeTCs, SIBISIOTCS
repBocTeneHHBIMU. [Ipeskae Bcero, MBI JODKHBI paboTaTh Ha
TTOBBIIICHNEM YCTOMYMBOCTH HAIIMX KPUTUYECKU BaXKHBIX CH-
CTeM, KaK HOBBIX, TaK M CTapblX, U BKJIAAbIBaTh CPEACTBA B YIyu-
IIeHNEe CHCTEM TI0 Mepe BO3HMKHOBEHUST PMCKOB, WIN YIIPEXIas
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oxunaemble. Mbl TOKHBI paboTaTh HaJ 3TUM Ha HallMOHAJbHOM
YPOBHE 4epe3 rocyaapcTBEHHO-YaCTHOE MapTHEPCTBO, a TakxKe Ha
pPErMoHaTbHOM U TJ100aJTbHOM YPOBHSIX.

MbI TakKe JOJXKHBI BKJIaAbIBaTh CPEACTBA B IIPOTHUBOICICTBUE
OpTaHM3allMd M PACIPOCTPAHEHUIO OOTHETOB, B TOM YMCIE Ce-
Tel, apeHAYeMbIX JIs1 KPUMUHAIbHBIX 1iejieil. DTo moTpedyeT oT
rocyaapcTB MPUHSITUSI HA ce0sl OTBETCTBEHHOCTHU IO HEAOTMYILe-
HUIO MPOTHMBOMPABHOIO MOBEAECHUS Ha WX TeppuTopuu. s aTo-
ro Takxe MoTpeOdyeTcsl MOBBICUTh CKOPOCTb M KayeCTBO CETeBOM
CyleOHOM 3KCIIePTU3bl, 1 HAUTU CIIOCOOBI OCYIIECTBISATh (PUIIb-
Tpauuio UHTepHeT-TpaduKa, ckopee Bcero, Ha ypoBHe M HTepHeT-
npoBaiinepoB. EcTh MHOXECTBO BECKMX MPUYMH, TTOUYeMYy (DHIIb-
Tpauusl He MOoJydyusa IIMPOKOTo PacIpoOCTPpaHEHUS — 3aIEPXKKHU,
3aTpaThbl, KOH(PUAESHIMATLHOCTb, U T.A. Ham HeoOxoauMo HaiiTu
TaKye pelleHUs], KOTOpbie Obl YAOBIETBOPUIN Pa3IMUYHBIX Y4acT-
HUKOB, B TOM uucje MHTepHeT-TipoBaiiiepoB U caMuX IOJIb30Ba-
TEJEH.

YTo KacaeTcsl KOMIBIOTEPHOU SKCHEPTU3bl, MPEAMET KOTO-
poii 1Mpe, YeM BbILLIETIPUBEACHHBIA MPUMED, a TaKXKe MOJUTUKHU
(unapTpalmy, HaM HYXXHBI Topa3no 6osiee 00pa3oBaHHbBIE U OCBE-
JIOMJIEHHbI€ TPYJIOBbIE PeCYypChl — KOTOpPbIe B COBOKYITHOCTHU Ha-
MHOTO JIy4llle pa30uparoTcs B IepeaoBOil MPAKTUKE U KOMITbIOTEP-
HOI TMrreHe. DTO YeJIOBEYECKOEe U3MEPEHUE 3alUThl KPUTUYECKU
BaXXHOW MHGPACTPYKTYPHI CIMIITKOM YacTO YIYCKAeTCs U3 BUIY.
He 5T0 nmpuHOCUT NpUOBLIL TEXHOJOTMYECKUM KOMITAHUSIM, MPO-
JAIIMM PelleHusl ceTeBoil 6e3omacHocTU. OHAKO, MaJIO KTO CO-
MHEBaeTCsI, YTO ITO camMoe c1aboe MECTO B cucTeMe obecrieueHus
O0e3onacHOCTU. YecTHbIE M MMEIOIIME COOTBETCTBYIOLIMI TOMYCK
MOJIb30BaTeIN HEOCO3HAHHO IIPOCTO CaMU MOIYCKAIOT XUIIEHHE
JAHHBIX CBOMX YYETHBIX 3alMCeil — IO MPUUYMHE UCIOIb30BaHUS
TUIOXUX TapoJieid, TOCTOPOHHUX YCTPOMCTB B CETSIX, HEMPOBEPEH-
HBIX MEXaHU3MOB ayTeHTU(UKALIMM, UM Oyaydyu KepTBaMU 1ieJie-
BOTO (DMILIMHT-MOILIEHHUYECTBA. byneT nu cnemyroliee IMOKoJeHUe
MoJib30BaTelieid, BBIPOCILIee B CETH, JIy4llle pa30upaThCcsl B BOIIPO-
cax OesornacHocTu? Bo3MOXHO, HO 9TO HEOUYEBMIHO, MPUHUMAs
BO BHUMAaHUE Ty JIETKOCTh, ¢ KOTOPOU JTUYHAss MHGOPMAaIIMS pas-
MelllaeTcsl B collMaibHbIX ceTsaX. HeoOxoauMo BHEAPUTH KOMIIbIO-
TepHYI0 0€30TaCHOCTb B KaXKbIii METOA U 00pa30BaTEIbHYIO JTHUC-
urIMHy. KoHeYHOo, TeXHOJIOrusT MOXKET B 9TOM ITOMOYb, €CJIM
0e30MacHOCTb Oy/leT BCTPOEHA M0 YMOJYaHUIO.

AKTHBHas 000pOHA M pa3BelKa BHYTPU KPUTHUYECKM BaXKHBIX
UH(OPMALMOHHBIX CETe SIBISIETCS ellle OMHUM BaxKHbIM 2JIEMEH-
ToM 3aluThl. CeTeBble aAMMHUCTPATOPbl AOJKHBI MMETh BO3-
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MOKHOCTb OOHapy>KE€HUsI BPEIOHOCHBIX MPOrpaMM HeE TOJbKO Ha
rPAaHUYHBIX TOpTajax, HO TakXKe M B Mpelaesax CBOUX ceTeil st
O0HapyXXeHMSI CKPBIBAIOIIMXCS B HUX HECAHKIIMOHWPOBAHHBIX
areHTOB, MACKUPYIOLIMXCS TI0J, 3aperMCTPUPOBAHHBIX T0Jb30Ba-
TEJICH.

Kak Ob1710 0TMEUeHO B Hayajle STOTrO JOKJIaaa, Mbl Takxke He
MOX€eM UTHOPUPOBATh (PU3NUYECKYIO YIPO3Yy B OTHOLIEHUU MHDOP-
MaIllMOHHBIX CHUCTEM, Oyab TO CTUXMiITHOE OEICTBME, KaK yparaH
CoHIOU, TeppOPUCTUUYCCKUN aKT WM KaKas-IMOO Apyras pa3py-
mmMTeabHas cuia. Tak Xe, Kak 1 Mepbl 3allUThl KMOEPIIPOCTPaH-
CTBa, Mepbl (GDU3NYECKOI 3aILMUThI TOKHBI BKJIIOYATh B CE051 TOBbI-
LIeHNe HaOEXXHOCTHU, PE3ePBUPOBaHNE U HEOOXOAMMEIE Oapbephl,
a TaKkke TMHAMMUYECKYIO 3alluTy, HalpuMep aKTHBHbIE CUCTEMbI
HaOJIIOICHUSI — aBTOMAaTU3UPOBAHHbIC WIM YIpaBisieMble orepa-
TOPOM.

YToObl CO BpeMEHEM 3alllMTa cTajga U OcTaBajach aJiekKBaTHOM,
HaM HYXHO pPAacCTaBUTb MPHOPUTETHl M BIOXUTH JOCTATOYHBIE
pecypcbl. Mbl JOJKHBI pelIaTh MpooJieMbl Ha ABYX HalpaBieHU-
SIX — Ha YpOBHE KOHEUHBIX TMOJIb30BaTesIeid, MOCPEICTBOM TaKUX
obpazoBaTeIbHBIX MporpaMm, Kak Stop-Think-Connect; a Takxke
MOCPEICTBOM YCUJIEHMSI 3allUThI KJIIFOUEBbIX Y3J10B UH(MPACTPYKTY-
DBI, TIe MBI MOXEM OTHOBPEMEHHO OTPaguTh OT YIPO3 MUJLTUOHBI
cucteM U [P-aapecoB. Mbl 1OKHBI aKTUBHO paboTaTh U Ha TOM,
1 Ha JIPYroM HaIIpaBJICHWH, a He MPOCTO BKIIAALIBATL CPEICTBA B
OIHO M3 HMUX.

HakoHen, 11si CBOEBPEMEHHOI'O BOCCTAHOBJIEHUSI CUCTEM U
OrpaHUYeHUs TOCAEACTBUI OTKa3a MHMPACTPYKTYphl, HEOOXOIM-
MO COBMECTHOE pearupoBaHue, KOTOpoe MOTpedyeT OT Hac co-
OTBETCTBYIOIIMX BO3MOXKHOCTEI, B3aUMOICUCTBUS U Pa3BUTHUSI
ycroituuBocty. Korma y Hac OyayT Bce 3TH BO3MOXHOCTH, MbI
OyaeM JABUTaTbCS B HYXKHOM HallpaBJIeHUW U OyJAeM XOPOLIO MOj-
TOTOBJICHBI [UISl PELIeHUs CYIIECTBYIOIIUX W OYyOyIIMX IMpoOJeM
3aIIUTH KPUTUYECKN BasKHOM MHQPPACTPYKTYPHI.
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Dr. Charles (Chuck) Barry!

Center for Technology & National Security Policy
National Defense University, Washington, D.C., the USA

Challenges in the Protection of Critical Infrastructure
Systems Reliability in the Digital Age

1. Introduction

Thank you Dr. Sherstuyk and thanks as well as to the many
sponsors and organizers for inviting me to participate at this year’s
Forum on Information Security. The idyllic alpine setting of spring-
time here in Garmisch invites us all to leave aside the concerns of
the broader world for a few days and invest our energies in the
business of securing cyber space for our common future.

This morning I’ve been asked to address the challenges of pro-
tecting critical infrastructure, an issue of global importance and
thus a fitting subject of discussion by an expert international group
such as is convened here today. The physical and cyber risks from
which critical infrastructure must be protected are many, from me-
chanical failure to natural disasters to simple human error and,
yes, malicious acts, either by criminals or organizations. Protection
must be resilient, reliable and enduring whether during times of
peace, crisis or conflict.

Today let us concentrate on the protection of critical infra-
structure from risks emanating in cyber space, or if you like, risks
within the information realm. We can touch on physical threats
too, which are no less serious but the nature of our Forum is infor-
mation security. Let us begin.

2. Critical Infrastructure

So, what is critical infrastructure exactly? It would seem we
have a lot of it. Here are a couple of paraphrased definitions to
consider, one national and one regional:

o The U.S. defines Critical Infrastructure as ‘those systems and
assets so vital to the United States that their incapacity or destruc-

' Disclaimer: The view’s expressed in this paper are Dr. Barry’s alone and do not
necessarily reflect the policies of the National Defense University, the Department
of Defense or the United States Government.
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tion would have debilitating impact on national security, economic
security, public health or safety.

o The EU uses a very similar definition by saying European Union
Critical infrastructure is assets or systems essential for the mainte-
nance of vital societal functions such as health, safety, security, and
economic well-being whose disruption or destruction would have a
significant impact in a Member State.

For U.S. critical infrastructure, the federal Department of
Homeland Security goes on to list 16 distinct sectors of critical in-
frastructure including: banking; chemical, communications; criti-
cal manufacturing; dams; defense industries; education facilities;
emergency services; energy sector; food and agriculture; govern-
ment facilities; public health; information technologies; nuclear
sector; national monuments; and water.

One observation we should keep in mind is that what is criti-
cal often depends on what agency is being asked. In a small town
with but one water well or one bridge or one telephone line or
one road, certainly all these elements of the town’s infrastructure
are considered “vital,” and their loss would be “debilitating” to
the townspeople and their elected officials. But it is unrealistic for
a nation to define every small road, bridge, telecommunications
link or water source as critical infrastructure on a national scale,
even if politically it must at times regard them as such. It would be
impossible to invest in the protection of a// infrastructures that de-
pends on cyberspace. Moreover, if everything is considered critical,
nothing will be. There would be no priorities on which to allocate
resources. So, ‘everything’ is no more an answer than ‘nothing.’
Tough choices are needed, and even within them, priorities will
have to be set.

In fact much of the international literature on critical infra-
structure offers similar lists of critical infrastructure sectors such as
those cited above. However, it is not necessary to have an interna-
tionally agreed list of what is critical and is not critical infrastruc-
ture. We would likely find it hard to agree among many nations
on a common definition, and in any case, such a ‘list” would need
continuous updating. Its utility would be meaningless. Nonethe-
less, it would be helpful to have a degree of mutual and reciprocal
transparency with respect to what each nation regards as its criti-
cal infrastructure, mainly by category but perhaps also by noting a
number of major public installations and systems.

There are surely other national and international definitions
besides the two given above, but from these definitions we can
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readily see that protecting critical infrastructure will be a daunting
task, and there will undoubtedly always be elements of risk. There
is a lot of critical infrastructure in all of our nations, and there are
international critical infrastructures as well, most notably the sys-
tem of undersea fiber optic cables mainly owned by multinational
corporations but largely located in international waters.

If these are the critical systems we are trying to protect, what
are the threats that we face today and into the future? What should
we be worried about?

3. Threats to critical infrastructure

Keeping with the American model, the U.S. takes an ‘All-Haz-
ards Approach to Infrastructure Protection’ in order to address the
physical as well as the cyber dimension. Recently, this proved to
be exactly the right approach. When Hurricane Sandy struck the
Caribbean, the eastern U.S., and Canada in 2012 the threats to
critical infrastructure came in the form of massive physical destruc-
tion caused by nature — high winds, violent electrical storms and
massive flooding. Hurricane Sandy took 10 million people off the
electric power grid along the U.S. East coast, some of them for
many weeks, leaving them without heat, water or power, this in
spite of federal, state and local emergency responses that brought
legions of power line repair crews in from all across the United
States and Canada. More than 5,000 commercial airline flights
were canceled in one 48 hour period. The central New York and
Washington subways systems were closed due to flooding. The New
Your Stock Exchange had two unprecedented days of closure. 285
people lost their lives. More than $10 Billion in damage overall.
Much critical infrastructure was destroyed.

But with regard to threats from cyber space, is protecting criti-
cal infrastructure really as important or more so that the threat of
physical damage from natural causes? A summer 2013 study by
the think tank Center for Strategic and International Studies and
the computer security firm McAfee concluded the annual cost of
cybercrime involving critical infrastructure in the U.S. was an es-
timated $100 billion. That estimate was a sharp downward revision
to only one-tenth of what McAfee had reported before for the same
period — an earlier estimate of $1 trillion in annual losses. That
put annual cybercrime losses, often directed at the financial serv-
ices sector, on a par with the annual cost of automobile accidents
according to the Wall Street Journal. However the longer term
costs, such as lost competitiveness due to the theft of proprietary
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commercial information, were not factored in to the CSIS-McAfee
revisions.

So let’s not kid ourselves: the risks to critical infrastructure from
cyber space are real and expanding even as our dependence on
these systems grows inexorably greater and more irreversible. Sev-
eral high profile cases underscore the grave risks we all face.

Cyber attacks in the form of Distributed Denial of Service
(DDOS) attacks on American banks in late 2012 were a particular
wake-up call in the US. These attacks led to the industry-wide ex-
ercise Quantum Dawn 2 in July 2013, where more than 50 banks,
plus the Security and Exchange Commission, FBI and Depart-
ments of Treasury and Homeland Security participated. There is
the distinct possibility online attacks will grow as customers do
more transactions online.

Besides DDOS attacks, threats to our infrastructure include:
Criminals who want to steal money; Hacktivists” who want to
make political statements by disrupting critical system; and foreign
governments that want to spy on American and other nation’s
multinational companies.

In addition, we have the recent example of the 2012 Shamoon
virus attacks on Saudi Arramco (Saudi Arabia) and Ras Gas (Qa-
tar), key companies in the Middle East energy (petroleum and
natural gas) infrastructure. These attacks were alleged to have been
conducted by or on behalf of a nation state.

Another recent, amply reported infrastructure attack was the
Stuxnet attack on programmable logic controllers (PLCs) within
the uranium enrichment complex at Natanz, Iran. This attack is
considered by some as the first use of a specific cyber weapon, al-
though much more information and analysis is needed before that
claim can be confirmed.

Advanced Persistent Threats are another growing and high pro-
file concern. APTs are sophisticated, tend to go after high value
targets including infrastructure systems, and their malicious code is
hard to detect and eliminate inside a network. APTs often have no
detectible presence, they simply reside inside a network and either
exfiltrate data, report on network activity, or plant malware for
later exploitation, including taking down the network at a critical
time.

We have seen politically motivated attacks against nation states
such as the attacks on the Estonian banking, information and gov-
ernment websites in spring 2007. In that case, although some re-
garded it as an attack against the state of Estonia, it was determined
to be a ‘cyber riot’ by hactivist, acting on their own or as proxies,
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in response to an Estonian decision, unpopular with Russians, to
relocate a monument from the capital’s (Tallinn) central square.

It should come as no surprise that there will be infrastructure
attacks as part of kinetic inter-state conflicts, such as the Georgian
systems attacked during the Russo-Georgian war of 2008. What is
yet to be defined is how these attacks might transgress the Laws
of Armed Conflict in terms of their potential for disproportionate
civilian casualties or indiscriminate destruction. We will hear much
more on this topic from Dr. Sanjay Goel this afternoon.

Similar, yet not exactly the same due to the absence of a con-
ventional military campaign were the cyber attacks against Ukrain-
ian and NATO information systems during the recent Russian sub-
version and annexation of Ukraine’s Crimea region. Indeed, across
the spectrum of military operations it is reasonable to conclude that
any future operation will include a cyber component.

These, then, represent a palate of threats that are growing, and
no doubt even this short list is incomplete. The one thing we can
say with near certainty: the threats are not going away but are be-
coming more commonplace and increasing in their sophistication.
Now let’s take a look at what nations and international organiza-
tions are doing to counter these threats.

4. Highlights of the US system for Critical Infrastructure
protection

The US has matched a federal department to work with each
of the sixteen sectors of critical infrastructure already mentioned.
The majority of sectors are the responsibility of the Department
of Homeland Security. Some sectors are matched to other depart-
ments, for example, the defense industrial sector is matched to the
Department of Defense and the banking sector to the Department
of the Treasury.

Each sector has a corresponding Information Sharing and Analy-
sis Center or ISAC for public-private partnering and voluntary in-
formation sharing on threats and protection techniques. These are
important exchanges because approximately 85% of US critical in-
frastructure is in the private sector, while the government side of
these partnerships typically has better awareness of the overall threat
than any of the individual private corporations or business sectors.

A National Infrastructure Protection Plan (NIPP) has been de-
veloped, along with a series of Sector Specific Plans (SSPs) to cor-
respond with each identified sector. These are synchronized within
a National Response Framework (NRF), an overall guide for how
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the United States responds to all manner of disasters and emergen-
cies, not only cyber space based crises.

In February 2014 President Obama unveiled the first voluntary
cybersecurity standards for businesses to use in protecting the criti-
cal infrastructure they own. The standards also encourage greater
information sharing across business sectors and with relevant gov-
ernment agencies. This is a first step. Getting competing compa-
nies to share information about successful attacks against them is
difficult and potentially economically harmful. However, in time
compliance should fall into place and ultimately perhaps a law
requiring compliance might as well.

As part of its responsibilities to assist the defense industrial sec-
tor, the Department of Defense launched an Enhanced Cyberse-
curity Initiative to share threat and protection information with
defense contractors regarded as part of that sector of critical in-
frastructure. Similar initiatives are assist other sectors are being
developed by other departments, most notably the Department of
Homeland Security.

Finally, the US 2011 International Strategy for Cyberspace
commits to ‘provide the necessary knowledge, training and other
resources to countries seeking to build their own technical and cy-
bersecurity capacity. US support ranges from supporting national
capabilities for incident management to building public-private
partnerships, to enhancing control system security, to drafting ef-
fective cyber crime laws. The US has worked with other counties
individually and in fora under the auspices of the OAS, APEC,
NATO and the UN.

5. Let us now look briefly at what is already being done
by international organizations to protect infrastructure

The United Nations

The work of the UN’s Group of Government Experts (the
GGE) has been gaining credibility as one of the more encouraging
efforts at international cooperation since 2004. GGE agreements
in 2010 and 2012 have been modest yet noteworthy — as such
enterprises usually are at the beginning. Each was more substantive
than the last (the 2010 agreement followed an earlier failed attempt
to reach an agreement) and we should be optimistic that the next
round of discussions, though among a wider group of experts, will
continue that trend. We need not say more here about the positive
momentum of GGE because we are fortunate to have Ambassador
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Andrey Krutskikh next on the plenary program. He is well known
to all of us as one of the original GGE members, the chair of the
2012 GGE agreement, and a seasoned veteran who will again be
negotiating this coming summer at the next round of discussions.
No doubt Andrey will offer us some valuable insights into what to
expect during the next and larger two year GGE enterprise. What
is important here is to make clear that the UN is actively engaged
in furthering international cyber security.

International Telecommunications Union

The ITU drafted its Global Cybersecurity Agenda (GCA) in
2007 with five pillars: a Legal Framework; Technical Measures;
Organizations Structures; Capacity Building; and International Co-
operation. The ITU is the lead global agent for confidence building
measures in the ICT sector. One of its most visible projects is the
Global Cybersecurity Index, which ranks cyber security capabilities
of nation states based on the five criteria of Legal Measures, Tech-
nical Measures, Organizational Measures, Capacity Building and
Cooperation. ITU partners with other organizations, such as: the
UN Office of Drugs and Crime (UNODC) to share best practices
in cybercrime legislation; the International Multilateral Partnership
Against Cyber Threats (IMPACT) to work toward global solutions
to cyber threats; and the Forum for Incident Response and Secu-
rity Teams (FIRST) to share best practices on computer incident
response capabilities.

European Union

The EU is perhaps the most active regional organization in
international cyber security, which reflects its solid bureaucratic
roots. In 2004 the EU established the European Network and In-
formation Security Agency (ENISA) in Crete, which is celebrating
its 10™ anniversary this year. It also began looking at infrastructure
protection in 2004, and organized an information sharing Europe-
an Public-Private Partnership for Resilience (EP3R) in 2009. Early
last year it adopted the EU Cyber Security Strategy, and in August
2013 it updated its European Program for Critical Infrastructure
Protection (EPCIP), with the three work streams of Prevention,
Preparedness and Response.

The EPCIP identifies four priority pan-European sectors: the
EuroControl Air Traffic System; the Galileo global satellite naviga-
tion system; the Electricity Transmission Grid and the European
Gas Transmission Network.
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The EU has developed a Critical Infrastructure Warning Infor-
mation Network (CIWIN), an Internet-based system for exchang-
ing critical infrastructure protection ideas, studies and best prac-
tices among its members and their agencies. The CIWIN portal has
been up and running since mid-January 2013. The EU’s Digital
Agenda for Europe has conducted, though ENISA, two pan-EU
cyber security exercises examining critical infrastructure protec-
tion across the Union. It also set minimum baseline capabilities
and services and policy recommendations for member’s National/
Governmental Computer Emergency Response Teams (CERTS) to
function effectively.

North Atlantic Treaty Organization (NATO)

NATO has been involved in Critical Infrastructure Protection
(CIP) since 2001. In 2003 the Senior Civil Emergency Planning
Committee adopted a six point plan to help nations manage the
consequences of Chemical, Biological, Radiological and Nuclear
(CRBN) attacks, particularly resulting from terrorism. In\2006
Heads of State and Government confirmed the Alliance role in
CIP to protect its members’ populations, territories, infrastructure,
and forces from the consequences of terrorist attacks, and to pro-
tect its own security interest from the disruption in the flow of vital
resources.

In 2011 the Alliance began to look at its dependencies on mem-
ber critical infrastructures and work with members to assess the
vulnerabilities to systems vital to Alliance missions and operations.
In 2014 Alliance ministers are expected to approve a new Cyber
Defense Policy that will strengthen NATO programs over the next
several years.

More recently, indeed earlier this month on 5-8 April, the
North Atlantic Council accepted the request of Ukraine, a NATO
partner country, and sent the NATO Advisory Support Team on
Critical Infrastructure and Civil Population Protection to assist
Ukraine in developing civil contingency plans and crisis manage-
ment measures. These related to critical energy infrastructure and
risks to civil protection in the event of further aggravation of the
security situation there.

Organization for Security and Cooperation in Europe (OSCE)

OSCE expressed consensus interest in cyber security as a tran-
snational threat at its 2010 summit and again at a special confer-
ence convened on cybersecurity in 2011. In December 2013, the
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OSCE agreed an “Initial Set of Confidence-Building Measures to
Reduce the Risk of Conflict Stemming from the Use of Commu-
nications and Information Technologies (ICT).” This list includes,
inter alia, the voluntary holding of consultations at an appropriate
level in order to reduce the risk of misperception...and to protect
critical national and international ICT infrastructures, including
their integrity.

Organization for Islamic Cooperation (OIC)

The OIC is another regional organization taking steps to address
critical infrastructure protection, although by coaching interested
members to strengthen their capacities at the national level. The
OIC stood up OIC CERT in 2008 and to date 19 of 57 OIC mem-
bers CERTs have joined OIC CERT. They convene 2-5 conferences
annually to share best practices, norms and threat indications. Only
some of these discussions support critical infrastructure protection
but it is a welcome start. Worldwide we should applaud even small
steps and encourage their growth in substance and transparency. It
should be taken advantage of by many more OIC members, most
immediately Afghanistan as it strives to make its ICT infrastructure
more reassuring to an economy struggling to gain more truly com-
mercial, post-ISAF footing at the end of this year.

The African Union (AU)

In January 2012 the AU drafted a Convention on Confidence
and Security in Cyberspace. The stated purpose of the Convention
is to establish a credible framework for cyber security in Africa.
This is a first encouraging step toward AU engagement in critical
infrastructure protection. The Convention was to be adopted in
January 2014 but that was not done due to privacy objections from
Kenya. The next step is for Kenya to submit its written objections
by May 2014.

The Organization of American States (OAS)

In 2004 OAS members approved a resolution that called on the
Secretariat to begin working on cyber security issues with the goal
of each member state having organized a CSIRT, and the OAS or-
ganizing its own CSIRT as a coordinating mechanism for regional
initiatives in cyber security. The latest information available is that
most OAS members had CSIRTs in 2011, indicating the program
has been largely a success. It is not clear how active the OAS
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CSIRT itself is in mentoring members or organizing future OAS
assistance programs similar to OIC.

Association of Southeast Asian Nations (ASEAN)

Singapore Declaration of 2003 called for establishing an ASEAN
Information Infrastructure and CERTSs for all by 2005; Master Plan
on ASEAN Connectivity of 2010; ASEAN ICT Master Plan (AIM)
2015 agreed in 2011; Members committed in 2012 to continue
ASEAN CERT Incident Dirills in support of the ASEAN Network
Security Action Council (ANSAC); the 2005 Framework for Co-
operation on Network Security was updated in 2013.

Asia Pacific Economic Cooperation (APEC)

APEC has agreed on a number of cyber security documents
since 2002 including a Cyber Security Strategy in 2005 that recog-
nized the importance of the security of communications infrastruc-
ture and particularly the Internet across the APEC region.

Shanghai Cooperation Organization (SCO)

In March 2013 the SCO signed agreements to combat the use
or potential use of computer networks for terrorist, separatist or
extremist’s ends. While these agreements do not appear to be in-
tended to address critical infrastructure protection in any collective
way, they nonetheless indicate SCO’s engagement in this field at
the present time.

No doubt there are other initiatives worldwide and those present
who can contribute to this list are encouraged to do so during dis-
cussion. Those just cited are illustrative of the degree to which the
UN and many regional organizations are beginning to grapple with
the permanent task of critical infrastructure protection. Are any of
them doing all that is needed in their respective realms? I expect all
would agree they can and must do more and do everything they are
already doing to greater effect, to higher standards they internally
seek. We should work with them and encourage them to move
forward energetically, transparently and cooperatively.

6. Conclusion

This brief tour d’horizon of critical infrastructure and some of
the protection initiatives already underway should whet your appe-
tite for discussion and ideally new thinking on how to grapple with
the associated challenges at the international level.
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Let me seed such a discussion with three baskets of work that
we should consider essential. First we must improve the resilience
of our critical systems, new and old, and commit to investing in
system improvements at a rate apace with or ahead of the bow
wave of future risks we foresee. We must embrace this nationally
through public-private enterprise, regionally, and globally.

We should also invest in curbing the ease with which the partic-
ular nemesis of botnets can be organized and promulgated, includ-
ing by-hire networks for criminal use. This will require nations to
take responsibility to deal with lawless behavior on their territory.
It will also require improving the speed and excellence of network
forensics and finding the means to employ Internet traffic filtering,
most probably at the ISP level. There are many sound reasons why
filtering has not been widely implemented — latency, cost, pri-
vacy, etc). We need solutions that satisfy the various stakeholders
involved, including the ISPs and the users themselves.

Related to computer forensics, which is a broader field than the
one example I just gave, and filtering policies, we need a far more
educated and alert user workforce, one that in aggregate becomes
far better at best practices and computer hygiene. This human di-
mension of critical infrastructure protection is too often overlooked.
It is not where the money is for tech companies selling network
security solutions. Yet, there is little doubt this is where the biggest
security gap lies. Unwittingly, honest and authorized users simply
allow their access credentials to be easily pirated away — from
bad passwords to unauthorized devices on networks to unsecured
authentication medium to succumbing to spear phishing. Will the
next generation of users, the generation raised on-line, be better at
security? Perhaps, but that is not readily apparent given the free-
dom with which personal information is shared on social media. It
will take computer security being embedded in every method and
subject of education. Technology of course can help by making
security built-in by default.

Active defense and reconnaissance within critical information
networks is another essential component of protection. Network
administrators must be able to detect malware not only at boundary
portals, but also within their network where hidden, unauthorized
and untrusted agents will lurk, masquerading as authorized users
and thus would be otherwise undetected.

Nor can we, as noting at the beginning of this discussion, ignore
the physical threat to information systems, be it posed by a natural
disaster like Hurricane Sandy, an act of terrorism or some other
form of destruction. Just like cyberspace-based protection meas-
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ures, physical protection measures must include fixed hardening,
redundancy and suitable barriers, as well as dynamic protection
such as active human or automated surveillance systems.

We will need to prioritize and invest sufficient resources so that
over time protections become and remain adequate. We should
address challenges on two fronts — at the user end-points on the
networks, through training such as Stop-Think-Connect; and also
strengthening protection at the key infrastructure nodes where we
can shield millions of systems and IP addresses at once. We have to
take both approaches and not simply invest in one or the other.

Finally we will need the capacity, connectivity and resilience
to respond together in ways that achieve timely system recovery
and limit the impacts of infrastructure failure. When we have put
all these capabilities in place we will be well on our way, and well
prepared, to meet the present and future challenges to critical in-
frastructure protection.
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A.A.CtpenblioB

Hncmumym npobaem ungopmayuonuoti 6ezonacnocmu MIY
umenu M.B.Jlomonocosa

OcHoBHbIE HATIPABJIECHHS PA3BUTHS MEXKIYHAPOIHOTO MpaBa
BOOPYKE€HHBIX KOH()IMKTOB NPUMEHHUTEIbHO
K KHOEpPIpOCTPAHCTBY

Hcnonb3oBaHrue MHGOPMALIMOHHBIX W KOMMYHMKAIIMOHHBIX
texHojoruit (MKT) B KauecTBe «CHUJIOBOro» CpeaCTBa paspellie-
HUS MEXTOCYJapCTBEHHBIX MPOTUBOPEUYMIA CTAHOBUTCS Bce OoJiee
OITaCHOM yrpo30il MeXIyHApOJIHOMY MUPY M O€30MacHOCTH.

Kaxk ormeueHo I'pymirioii mpaBuTeabcTBeHHBIX 3KcneproB OOH
B 2013 romy !, «...Bce cTpaHbl 3aMHTEpECOBaHbI B TOOIIPEHUH UC-
nojibzoBaHust MKT B MupHbIx 1esx. CTpaHbl TakKe 3aMHTEPECO-
BaHbl B MPEAOTBPALICHUH KOHMIMKTOB, BO3HUKAIOIIMX B pe3y/ibTa-
te ucnojb3oBaHusi UKT. Obliiee moHMMaHue B OTHOLLIEHUU HOPM,
OpaBWwI U MNPUHLMIIOB, MIPUMEHUMBIX K ucnoab3oBaHuo MKT ro-
cyaapcTBaMM, U JOOPOBOJIbHBIE MEPBI YKPEIUIEHUSI JOBEPHUsI MOTYT
WUTpaTh BAXHYIO POJIb B MOAJAEPXKAHUU MUpa U 0€30MTaCHOCTU».

Borpoc o npaBoBoM NMPOTUBOAECHCTBUU 3JIOHAMEPEHHOMY MC-
nonb3oBaHuio MKT He saBiasercss HoBbIM. IlepBbie pabOThI, 1O-
CBSIILIEHHbIE TTPOOJIEeMaTHKE MPUMEHEHUS MEXAYHapOIHOTO Tpa-
Ba K KMOEPIpOCTPaHCTBY BooOIllle U K MHTEpHETY B YaCTHOCTH,
MOSIBWINCH elle B cepenuHe 90-x romoB. TamM He MeHee, MOMCK
OTBETa Ha BOIPOC TMPOA0JIKAETCS.

C oIHOI1 CTOPOHBI, IO MHEHUIO MHOTHX CIIELIMAMCTOB, 3/I0HA-
MmepeHHoe ucroib3zoBaHue MKT criocoOHO HaHecTu Bpel, HOTIa
CPaBHUMBII C MPUMEHEHNEM TPaJULIMOHHOTO OpYXUs, a B psiae
CJly4yaeB — C TNPUMEHEHUEM OPYXHUS MACCOBOIO YHUUTOXEHMS,
U, C 3TOM TOUKM 3peHusi, Takoe ucrojbzoBaHue MKT mnpeacras-
JISIET CEPbE3HYIO0 YIPO3y MEXIYHAPOIHOMY MUPY M 0€30MaCHOCTHU
U JOJDKHO TOPOXIAaTh HEOThEMJIEMOE ITPAaBO rOCyAapcTBa Ha ca-
Mo00opoHy B cMmbicie ¢r.51 Ycraa OOH.

C 1pyroit CTOPOHBI, HECMOTPSI Ha «OUEBUIHOCTb» BO3MOXKHOCTHU
ucnonb3oBaHust MKT B BOEHHBIX MLIeJsIX, MPAKTUYECKU BCE CIie-
muanucTel cuutaroT, uro VKT He gpisiiorcs opyxkuem. M B poc-
CUICKON, W B aHIJosi3bIuHON JuTepaType TepmMuH «MKT» uacro

' loksan rpynmnbl npaBuTeabcTBEHHBIX 3KcrepTroB OOH. Tpencrasien ene-
panbHbiM Cekperapem OOH 68-o0ii ceccun TI'enepanbHoii Accam6ien OOH, 24
utonst 2013 1., A\68\150
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paccMaTpuBaeTCs Kak CHHOHUM MOHSATUST «MH(MOPMALIMOHHBIE TeX-
HOJIOTUW». B aHTJIOS3BIYHON JMTepaType OH TpaKTyeTcs B Oolee
o01IeM CMBICIE KakK TIOHSITUE, MHTETPUPYIOIIEE BCE TEJIEKOMMY-
HUKAIIMOHHBIC CPEACTBa, KOMITBIOTEPHI, a B ClIydyac HEOOXOIUMO-
CTU — CIlelMaIbHOEe U 00lliee IIporpaMMHOEe 00ecreYeHue, MaMsITh,
CUCTEeMBbI ayIMO-, BUACOBU3yalM3alliU, UCIIOJb3yeMble TOJb30Ba-
TeJieM Il HaKOIUIeHUs], Tiepeadr, 00paboTKu uH(bOpMaluu.

C y4eToM 3TUX JIBYX OOCTOSITEIbCTB, HEKOTOPhIE CIICLIMATUCThI
MIpeUIaraloT TIPUHSTh MEXIYHApOMIHBIN JTOTOBOP, TTO3BOJISIONINIA
B OTBET Ha 3J0HaMepeHHoe ucnoib3doBaHue MKT ocylecTBiIsITh
KOHTPMeEDPHI, BhIXondine 3a pamku cT.51 Ycraa OOH, HoO coot-
BETCTBYIOIIUE MMOJIOKEHUSIM TIpoekTa KOHBEeHIIMM 00 OTBETCTBEH-
HOCTHU TOCYJApPCTB 32 MEXIYHAPOIHO-TTPOTUBOIPABHYIO ACSTE]b-
HocTh. IIpoekt manHoii KoHBeHIMM pa3paboTaH KOMHCCHEH IO
MeXIyHapogHoMy 3akoHoaaTeabcTBy OOH, o0cykneH M mpuHST
K cBeneHmio I'enepanbHoit AccamoOieeit OOH B 2001 roay u, Ta-
KUM 00pa3oM, He SBJISIETCSI UICTOUHUKOM IIpaBa.

ITo MHeHUIO aBTOpa, yCTpaHEeHUE MPOOEJIOB B TEPMUHOJIOTUH,
BO3HMKAIOIINX B HOPMax MEXIYHApOMTHOTO IIpaBa TP X TIPHU-
MEHEHUM K 3JI0HamepeHHoOMYy wucrojb3oBaHuio MKT, a Ttakke
ITpo06EJIOB B IMIPABOBOM PETYIMPOBAHNN MEXKIYHAPOIHBIX OTHOIIIE-
HUI, CBSI3aHHBIX CO 3JI0HaMepeHHbIM ucIiojb3oBaHueM MKT B
KadyeCcTBE CPEICTBA BEICHUST «CUJIOBOTO» ITPOTUBOOOPCTBA MEXIY
rocyIapcTBaMu IS JTOCTVDKEHMST TOJMTUYCCKMX 3aJad, MOXKET
OBbITh OCYIIECTBJACHO B paMKax agarTaluyd MeXIyHapoaHOro Ipa-
Ba BOOPYKEHHBIX KOH(PINKTOB.

B sTOoM ciyyae amanTauus 10JKHA 3aTPOHYThH JBE OTHOCUTEIIb-
HO CaMOCTOSITEJIbHBIC YaCTH MEXKIYHApOIHOTO IpaBa BOOPYKEH-
HBIX KOH(PJIUKTOB:

o TipaBo mpuMeHeHus cuibl (Jus ad Bellum), ompepensitoiiee
YCIIOBMSI, TIPM KOTOPBIX CHJIA MOXKET OBITH IpMMEHEHa Tocymap-
CTBOM B MEXIYHApPOJHBIX OTHOLICHUSX, BKIIOYasl obecrieueHue
€caMOOOOPOHBI;

e mpaBo BeaeHus BoiHbI (Jus in Bello), onpenesoliee mpaBuia
MPUMEHEHUsI TOCYAapCTBOM M HErocylaapcTBEeHHbIMU 0Opa3oBa-
HUSIMU BOOPYXKEHHOM CHUJIbI B MPOLIECCE MEXIYHAPOAHBIX U He-
MEXIYHAPOAHBIX KOH(MIMKTOB, B TOM 4HCJIe COOJIOACHUSI Orpa-
HUYCHWI TYMaHUTaApHOTO XapaKTepa.

OTaenbHBIM BOIPOCOM, TPEOYIOIIUM OOCYXICHUSI, SIBISIETCS
BO3MOXKHas (popMa 3aKperieHUsT TTPaBOBBIX HOBALIMI B MEXKIyHa-
POIHBIX JOTOBOpAX.

1. MexnayHapoaHoe mipaBo Jus ad Bellum. OCHOBHBIM MCTOUHU-
koM mpaBa Jus ad Bellum sBisgercst YcraB OOH, koTophlii 3aKperuisi-
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€T 0a30Bble HOPMbI, PETYJMPYIOLIME OTHOLLIEHWSI B 00J1aCTU MprMe-
HEHUS ¥ YIpo3bl CWJIbI, U, OTHOBPEMEHHO, OTpaHUYMBAET NEHCTBHE
B JAHHOI 00J1aCTU OOBIYHBIX HOPM MEXKAYHApOIHOIO IpaBa.

Kak cnenyer uz ct. 41 u 42 Ycraa OOH, BblaensiioT aBa
OCHOBHBIX BUAA «CHJIBI» — CHWJIA, CBSI3aHHAS C MCITOJIb30BaHUEM
BOOPYKEHHBIX CUJ (OpYXXHUs) U CUJIa, HE CBSI3aHHAsI C UCIIOJb30-
BaHUEM OPYXKMUS.

Cuna, cBsg3aHHasl C MCIOJIb30BAaHUEM BOOPYKEHHBIX CUJ, 3a-
KJII0UaeTcsl B MPUHYXIEHUU OJHOTO TOCyIapcTBa K MCIIOJHEHUIO
BOJIM JIPYTOI'0 TOCYIapCTBa MOCPEICTBOM CO3[AaHUS IS TIPUHYX-
JAaeMOro rocynapcTBa 0e3BBIXOAHOW CUTYallMU TOMA Yrpo3oil dhu-
3MYECKOTO YHUUTOXKEHMS €T0 TOJIMTHIYECKOTO PYKOBOJCTBA, TOCY-
JApCTBEHHOTIO arfnapara, opyxusi, BOOPYKEHHBIX CUJ, TEXHUKHU,
pa3pylIeHnus] 3KOHOMUYECKON OCHOBBI CYILIECTBOBAHUS, MPUUYU-
HEHUS CTpaJaHMi TpakIaHCKOMY HaceJIeHUIO, T.e. METOIOM He-
MOCPEICTBEHHOTO HACUJIUS.

Cuna, He CBSI3aHHAS C MCITOJIb30BAHUEM BOOPYKEHHBIX CHJI, pea-
JIU3YETCs1 MOCPEACTBOM MOJHOMN MW YACTUYHOM «M30JISILIUN» TTPUHYK-
JIaeMOr0 TOCyIapCTBa, MpePbIBAIOLLEH MYyTU ero OOLIEHUST C IPyTUMU
rocyaapcTBaMu. DTa M30JISILMS MOXKET MPOSIBISAThCS B (hopme mepe-
pbIBa SKOHOMUYECKUX OTHOIIEHUH, KeJIe3HOAOPOXKHBIX, MOPCKUX,
BO3MYIIHBIX, TTIOYTOBBIX, TEJETPapHBIX, paIuo- W APYTUX CPEACTB CO-
OOLICHMSI, & TAKXKE Pa3pbIBa TUTUIOMATUYECKUX OTHOLICHMIA.

Kaxk uzBectHo, UKT, saBasisich (pakTOpoM MPOM3BOJACTBA U MO-
BBILLIEHUsI KauyecTBa XXM3HU TpaxkaaH, obdecredyeHus: QyHKIMOHHU-
pOBaHUSI O0BEKTOB MH(PACTPYKTYpbl OOIECTBa M TOCYIapCTBa,
MOTYT OBITb WMCIIOJb30BaHbI B KauyeCTBE CPENCTBAa HEraTMBHOTO
BO3JEWCTBUSI Ha pasjiMuHble cepbl KU3HEAESITEeIbHOCTU O0lle-
CTBa U TOCYIapCTBa, Ha pa3BUTHE YKOHOMUYECKHUX, COIIMATbHBIX,
KYJbTYPHBIX U MOJUTUYECKUX OTHOLIeHUIl. HeraTuBHOe BO3aeii-
ctBue MKT B HEKOTOPBIX CIyvyasix MOXET MPUBOJIUTH K YeJioBeYe-
CKUM epTBaM (BO3AECHCTBME HA aBTOMAaTH3WPOBAHHBIE CUCTEMBbI
yIIpaBJIeHUS] aBUALIMOHHBIM, XeJIe3HOJAOPOXHBIM U aBTOMOOWIIb-
HBIM COOOIIIEHMEM, Ha CUCTeMY YIIPaBJIECHUS 2JIEKTPOCHAOXKEHUEM
U T.0.), 3HAYUTEJbHBIM Pa3pyLICHUSIM (BO3ACHCTBME HAa CUCTEMbI
ABTOMATHU3MPOBAHHOTO YIPABICHUS TEXHOJOTUYECKUMU TIPO-
leccaMyd B TMIPO-, 3JEKTPO-, aTOMHBIX CTAHLMSIX), HAHECEHUIO
yiiepba 3KOHOMUYECKOMY, BOEHHOMY, OOOpPOHHOMY MOTEHIIAATY
rocygapcTba U o0IecTBa.

3nmoHamepeHHoe ucnonb3oBanne MKT mpu onpeneneHHBIX 00-
CTOSITEILCTBAX MOXET paccMaTpUBATLCS KaK yrposa CUJION WIM
ee TIpUMEeHeHUe TTPOTUB TePPUTOPUATBLHOM 1IETOCTHOCTU WU TI0-
JINTUYECKOW HE3aBMCUMOCTU rocyaapctBa — epTBbl. [Ipu aTom
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HMKT moryt Takke ObITh UCIIOJb30BAHbI B KAYECTBE CPEJCTBA Ha-
CWIMSI, HE CBSI3aHHOTO C NMPUMEHEHUEM BOOPYXKEHHBIX CUJI. DTO
00YyCJIOBJIEHO T€M, UYTO TEXHOJIOTMYECKOW OCHOBOU pealu3aliuu
(GYHKUMIA MeXIyHapoaHOro HMHGOpPMallMOHHOTO oOMeHa B CO-
BPEMEHHOM MUpE SBJISIETCS Io0aibHas ceTb MHTepHer. C 3ToiM
TOYKW 3PEHUST OJHOUN U3 (POPM «U30JSILUK» TOCYAApPCTBA MOXET
ObITh MpepbIBaHME OKa3aHUsl yCJIyr B O0JacTU Iepenadu, XpaHe-
HUsI, 00pabOTKM, MOMCKA M paclpocTpaHeHUsT MHGbOpPMAlUU B
cetu MHTepHeT. BO3MOXHOCTbL OCYIIECTBICHUSI TaKUX NEUCTBUI
B paMKax peajlu3allii MEp MO MOAEPXKAHUIO UM BOCCTaHOBJIE-
HUIO MEXIYHAapOIHOrO MHpAa W OE30IaCHOCTU, HE CBSA3AHHBIX C
KCIIOJb30BaHWEM BOOPYXKEHHBIX CWUJI, IO CYLIECTBY COAEPKUTCS B
nojoxeHusx ct. 41 Ycrasa OOH, 3akperuisiioieii BO3MOXHOCTb
rnepepbiBa U «IPYyTUX CPEICTB COOOILIEHUS».

Kaxk cienyer u3 M3710XXEHHOT0, MEXAYHAPOIHbIE OTHOIIECHUS
B obOjlactv 3noHamepeHHoro ucnoiab3oBaHusg MKT B ocHoBHOM
yperynupoBaHbl HopMamu cT. 2 (4) Ycraa OOH, npenbsBisio-
IMMUMU K TOocylapcTBaM TpeOOBaHUE BO3AEPKMBATHCS OT YrPO3bl
CWIOU WJIM ee MPUMEHEHUS B MEXIyHapOAHbIX OTHOLIEHUSIX, B
TOM YHCJIE U B KMOEPIIPOCTPAHCTBE.

B T0 e Bpemsi, MO MHEHUIO aBTOpa, BO3MOXHO MpPaBOBOE 3a-
KpeIrieHrue IIPU3HAKOB 3JI0HaMepeHHoro ucnosib3oBaHus WMKT,
JIOCTUTAIOLIETO MTOPOTOB «YIPO3bl MPUMEHEHUST CUIIbl» U «IIPUME-
HEHUSI CUJIbI».

B xauecTBe Takoro mopora mIsl «IPUMEHEHUSI CUJIbI» MOXET
paccMaTpuMBaTbCsl HACTYILJIEHUWE CEPbE3HbIX IOCAEACTBUIA 3JI0HA-
MepeHHoro ucrojb3oBaHust MUKT, T.e. akThl peaibHOro HaBsI3bI-
BaHMSI BOJIU JAPYrOMY TOCYIApCTBY, NMPUHYXKIEHUS K U3MEHEHUIO
€ro TOJIMTUKU B 00JIACTU «TePPUTOPUATBHOMN IIEIOCTHOCTH», «I10-
JIMTUYECKOW HE3aBUCUMOCTU» WJIM MHBIX LIEHHOCTEN, YKPEIUIEHNE
koTopwix cocTapisieT Lleaun OOH.

[ToporoBeIM MPU3HAKOM «yTpO3bl MPUMEHEHUS CUJIbl» MOXET
SIBJISITBCSL  TIpEAyNpexaeHe oGUUMaIbHBIX JIML TOocylapcTBa O
BO3MOXHOCTU MPUMEHEHUS CUJIbl B (hOpME 3JIOHAMEPEHHOIro MC-
nojb3oBanusl MKT, npaktuyeckass IeMOHCTpallvs HAKOILJIEHHOTO
noreHumana MKT pist nocTuskeHus mpecaeayeMblX MOJIUTUYECKUX
1ieJIei, He JOCTUTAIOLIETO MOpPOra «[TPUMEHEHUST CUJIbI».

B coBpeMeHHOM MeXIyHapOoJHOM IIpaBe, IO CYIIECTBY, €IMH-
CTBEHHBIM YCJIOBUEM JIETUTUMHOIO TPUMEHEHUS CWJIbl TOCY-
JIapCTBOM SIBJISIETCSI €r0 caMOoOOOpOHa B OTBET Ha BOOPYKEHHOE
HarnageHue. HeoTbemieMoe mpaBo Ha WHAMBUIYAIbHYIO U KOJI-
JIEKTUBHYIO CaMOOOOPOHY IMpPU BOOPY>KEHHOM HaraIeHUU 3aKpe-
rieHo cT. 51 Ycrasa OOH.
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TepMUH «BOOpPYKEHHOE HaIlaJeHWe» MPUMEHUTENbHO K Jus ad
Bellum MoxeT pacKpblBaTbCsl KakK:

e «IIPUMEHEHHUE CUJIbI», BO3AEp:KaHUE OT KOTOPOTro TpeOyIoT Io-
JoxeHus cT. 2 (4) Ycrasa OOH;

e arpeccus, T.e. IPUMEHEHNE BOOPYKEHHOM CUJIBI TOCYTapCTBOM
MPOTUB CYBEPEHUTETA, TEPPUTOPUATbHON HENPUKOCHOBEHHOCTU
WIM TIOJIMTUYECKOW HE3aBMCUMOCTU APYrOro TrOCynapcTBa, WU
KaKUM-J100 APyrMM oOpa3oM, HECOBMECTUMBIM ¢ YctaBoMm Op-
ranuzauun O0beanHeHHbIX Haruii.

C 9TO#l TOUKU 3pEHMSI, arpeccusi, COBEepILIeHHas MOCPEACTBOM
3710HaMepeHHoro ucrosb3oBaHust MKT, Moria Obl ClIy>KUTh OCHO-
BaHUEM [IJI1 BO3HMKHOBEHMS TpaBa WHAWBUAYaJIbHOW WJIM KOJ-
JIEKTUBHOI caMOOOOPOHbI MpH yciaoBuu, uto Mexay MKT u «opy-
KMEeM» B TPAIULIMOHHOM CMBICJIE CJIOBA CYILLIECTBYET OJHO3HAYHOE
cootBeTcTBUE, T.e. MKT SBISIOTCS pa3HOBUIHOCTBIO «OPYXKUS».

Kak yxe oTMeyanoch, «IpOLECChl» U «METOIbl» HE SIBJISIIOTCS
HU «yCTPOMCTBAMU», HU «CPEACTBAMU» U, C 3TOU TOUYKU 3PEHUS,
He MOTYT OBbITh OTHeCeHbI K opyxkuto. B 1o ke Bpemst MKT moryr
OBITb MCITOJb30BaHbI JJIs1 UBMEHEHHUSI HOPMAJIbHOTO («IITATHOTO»)
pexxruMa (yHKIMOHUPOBAaHUSI MH(POPMATU3UPOBAHHBIX OOBEKTOB
U YCTPOMCTB, MPUBOJSIIET0 K BOBHUKHOBEHUIO PeaIbHOU yTpO3bl
KW3HU U 300POBBIO JIIOMEH, COXPAHHOCTHU 31aHUIA U COOPYXKEHMUIA,
COXPaHEHUIO 2KOJOTUM, T.e. MPEeBPALICHUIO JAHHBIX OOBEKTOB
U YCTPOMCTB B «Opyxkue». UMEeHHO BO3MOXHOCTH IpeBpaIeHUs
OOBIYHBIX (Hecneuaau3MpOBaHHbIX) YCTPONWCTB B OPYXKUE BCIEI -
CTBUE HEIITAaTHOIO MX MpUMEHeHUs Obljla MCIoJb30BaHa Teppo-
puctamu Tipu ocyiectsiaeHuu atak 11 centsiopsa 2011 r. B CLLA.
DTU OOCTOSTENBCTBA MPU MOJACPKKE CO CTOPOHBI MEXIYHAPOI -
HOro cooO1ecTBa 1o3Boauiand mpaButeabctBy CIIIA oO0BSIBUTH O
CBOEM MpaBe HAa MHAMBUIYATbHYIO U KOJJIEKTUBHYIO CaMOOOOpO-
HY M HayaTb BOOpY>XEHHbIe neicTBust npotuB Mpaka u Adranu-
CcTaHa, OOBUHEHHBIX B MOJAEPKKE TEPPOPUCTOB.

Taxkum obpazom, Teppopuctudeckas ataka 11 centsaops 2001 r.
C UCITOJIb30BaHMEM 3aXBauC€HHBIX TEPPOPUCTAMU CAMOJIETOB ObLIa
ne-GhakTo NpupaBHEHA K «BOOPYKEHHOMY HaNaJeHUIO» B CMbICIIE
cT. 51 ¥Ycraa OOH. OueBUaHO, YTO MIPU 3TOM HECKOJIBKO pacIliu-
psIeTCSl TPAKTOBKA MOHSITUSI «OPYXKMsT», KOTOpasl cTaja BKJIIOYATh B
cebsl yCTpOMCTBa, KOTOPhIE MPU OMpeaeeHHbIX 00CTOSITEIbCTBAX
NpUOOPETAIOT CBOMCTBA «OPYKUSI».

3noHamepeHHoe ucnojib3oBaHue MKT moxHO paccmarpuBaTh
B KayecTBe (pakTopa, COCOOHOIO MpeBpallaTh OOLIYHbIE (HEBO-
€HHbIC) YCTPOWCTBA B TakKMe, KOTOPbIe MpeaHa3HauyeHbl ISl TO-
PaXeHUs XKUBOW CUJIbI U TEXHUKU MPOTUBHUKA, T.€. B «OPYXKHE».
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Takylo pa3HOBUAHOCTb OPYXMSI MOXHO OOO3HAUUTh TOHSITHEM
«HESIBHOE OPYXKHE».

3noHamepeHHoe ucrnoiab3oBanue MKT mpeBpaiaer TOT win
MHOM OOBEKT WM YCTPOMCTBO B «HESIBHOE OpYXHE» B ciydae,
ec/ii 00BEKT 001afaeT CASAYIOLIMM CBOMCTBAMMU:

e CIIOCOOHOCTBHIO HAHOCUTbH ylIepO (MopakeHue) KMBOU cuiie 1
TeXHUKE MpY HAPYLIEHWU HOPMAaJIbHOTO (ILITATHOIO) peXrma ux
(bYHKIIMOHMPOBAHUS;

e HaJIMYMEM B COCTaBe YCTPOMCTBA WM 00beKTa MH(MOPMALIMOH-
HBIX WJIM KOMMYHMKAIIMOHHBIX CHCTEM, CITOCOOHBIX 00eCTIeUUTh
peanuzanuio 3j10HaMepeHHoro ucrnosib3oBaHusi MKT, npuBoas-
1IEero K MOPaXKeHUIO XMUBOW CUJIBI U TEXHUKU;

o Hamuuuem MKT, npeagHazHaueHHBIX WIs1 TIpEeBpallcHUSI HEBO-
€HHOIro YCTPOWCTBAa WK 00bEKTa B «HESIBHOE OPYXME».

IIpu TakoM moaxoae Ja000e HaraaeHUe, OCYIIECTBIEHHOE C
KCIIOJb30BaHUEM TaK Ha3bIBAEMOTO «HESIBHOTO OPYXKUSI», SIBJISIET-
Csl BOOPYXKEHHBIM HAaIlaicHUEeM M IOPOXKIAET CJSACTBUS, TPEIy-
cmoTtpeHHble cT. 51 Ycraa OOH.

Wcxonst u3 3Toro, BoodIe roBopsi, monoxeHus cT. 51 Ycrasa
OOH He TpeOyIOT aganTaluydM K YCJIOBUSM 3JOHAMEPEHHOIO MC-
nonbs3oBanusg MKT B kubeprpocTpaHCTBe.

OnHo#l M3 BaxXHbIX ocoOeHHocTed ucrnonab3zoBaHus MKT B
KayecTBE CPEeACTBa MPUMEHEHUST YIPO3bl CWIbl WM €€ NMpUMeHe-
Hus B cMmbiciie cT.2 (4) Ycraa OOH, a Takke OCyLIECTBICHUS
BOOPYKEHHOTO HamajaeHusl B cMmbicie ¢T. 51 Ycecraa OOH saBisi-
eTcsl ee HeHabJIIo1aeMOCTh JJIs1 YeloBeKa. ITO 00YCIOBJIEHO TEM,
yto UKT — ecTb, BoOOIEe rOBOpsI, MpoliecC LeJeHanpaBIeHHOIO
U3MEHEHUSI, B COOTBETCTBUU C OIpeACICHHbIM aJITOPUTMOM, MH-
dopMalru, XxpaHsuencs B aJieMeHTaX 2JIEKTPOHHOM MaMsITH KOM-
MbIOTEPOB, CPEACTB CBSA3U U KOMMYHUKALIMOHHBIX YCTPOMCTB.

DTO OCI0XHSIET OLEHKY OOBEKTMBHOCTU JJAHHBIX, MPUBOASIIIAX-
Cs yJaCTHUKaMM CIIOpa IO MOBOAY HapYIIECHUSI MEXIYHapOIHOIO
MpaBa IMOCPEICTBOM 3JIoOHaMepeHHoro rcnonb3oBanusgs MKT.

[ns cnpaBemIMBOTO PAaCCMOTPEHHUSI TaKUX CIIOPOB MPEACTaB-
JISIeTCSl BaXXKHBIM CO3[aTh €IMHYI0 CHUCTeMy (BO3MOXHO Ha 0Oase
COOTBETCTBYIOIIMX HALIMOHAJbHBIX U PETMOHAIbHBIX CUCTEM) pe-
rUCTpalMKi (DAKTOB YIpo3bl CUJIOW WIM €€ NMPUMEHEHHUs, a TakxkKe
«BOOPYKEHHOI0 HaMaaeHUs» MOCPEeACTBOM 3JIOHAMEPEHHOrO MC-
noab3oBaHuss MKT. I1pu a3TOM HaluMOHaJIbHbIE U PEerMOHaIbHbIE
3JIEMEHTbl CUCTEMbl PETUCTPALUU JOJKHBI OBITh CEPTUGDULUPO-
BaHBI 10 €AWMHBIM CTaHIApTaM, a OOCTYKMBAIOIINM 3TH yCTPOIi-
CTBa MepcoHan — o0JanaTh MPaBOM DKCTEPPUTOPUATBHOCTU IO
arugoii OOH.
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2. MexnayHaponHoe mnpaso Jus in Bello. OCHOBHbBIMU MCTOY-
HUKaMU IIpaBa B paccMaTpuBaeMol o0iacTu sBjsitoTcs 'aarckue
KOHBeHLIMU, KeHEeBCKUE KOHBEHLMU U APYrUe MEXIYHApOAHbIE
JIOTOBOPbI, MOAMUCAHHbIC B Pa3BUTHE HOPM M UACH JaHHBIX KOH-
BeHUMI. Kak M3BeCTHO, MeXIyHapogHOE T'yMaHMTapHOE IIPaBO
peryjiupyer OTHOIIEHUsI, CB3aHHbIE C yMEHbllIeHUeM (usnue-
CKHUX CTpalaHUii JIML, HEMOCPEACTBEHHO 3aTPOHYTHIX BOCHHBIMU
JOEWCTBUSIMU, YyIlepba MMYIIECTBY TpaXkKIaHCKOTO HaceleHUs, a
TakxKe ¢ 00ecreyeHrueM COXPaHHOCTU KYJIbTYPHBIX LIEHHOCTEN.

C y4eTOM M3J102KEHHOH BbIIIE KOHLIETILUU «HESIBHOTO OPYXKUSI»,
HOPMBI TYMAHMTAPHOTO TIpaBa PEryJIUpPYIOT OOIIECTBEHHbBIE OTHO-
1LIEHUSs, CBSI3aHHBIE CO 3JIOHAMEePEeHHBIM ucrojib3oBaHueM MKT
B KMOEpPMNpPOCTPAHCTBE IJIs1 JOCTUXKEHUSI BOEHHO-TIOJIUTUYECKUX
uesneit. Hecmotps Ha oOiue yepThl, umetoluecs y UKT ¢ «Tpa-
JULMOHHBIM OpYXHEM» B CIIoco0ax MPUYMHEHUsT HAaCWIUs, B BU-
Jax CTpajaHWil paHeHbIX, OOJbHBIX, I'PAXKAAHCKOIO HaceJeHus, a
Takke B (hopMax HaHeCEeHUs yiepda KyJbTypHBIM IIEHHOCTSIM, B
MPaBOBOM PeryJMPOBAaHUN pacCMaTPUBAEMbIX OOIIECTBEHHBIX OT-
HOILIEHUI UMEIOTCS U CYILIEeCTBEHHbIC pa3anyus.

Kak moxaszan aHaim3, OCHOBHAsl 4acTb IOJIOXKEHMUI, 3aKpe-
TUIEHHBIX B UICTOUHMKAX MEXIyHapOAHOTO 'yMaHUTApHOIO IpaBa,
100 MHBapMaHTHA K BUIY OPYXKHSI, UCITOJb3yeMOro B Ipollecce
BOCHHBIX JCHCTBUII, TMOO OpHMEHTUPOBaHA Ha OTrpaHUYEHUE HC-
MOJIb30BAaHUSI KOHKPETHBIX BUJIOB BOOpYXeHusl. Tak, mpaBuia Be-
JEHUST BOGHHBIX IEUCTBUI M OrpaHUYEHHUSI HA CPEICTBA PEeIICHUS
BOCHHBIX 3a7ay TOYTH HE 3aBUCAT OT BUIA OPYXHS, a HOPMBI,
3arpelarlie MCHoJb30BaHUE HEKOTOPBIX BUIOB BOOPYXKEHMUS,
PEryJUpPYIOT OTHOLIEHMSI, CBSI3aHHBIE C MCIOJIb30BAaHUEM UMEHHO
3TUX BOOPYKCHUM.

B T0 e BpeMsi psii HOpM MeXIyHapOJHOIOo 'yMaHUTApHOTO Mpa-
Ba TPeOYyIOT afanTaluu K YCIOBUSM 3JIOHAMEPEHHOIO UCITOJIb30Ba-
Hus UKT. Do cBsa3aHo, npexae Bcero, ¢ TeM, yto MKT asmsiorcs
00beKTaMM YPEryJUPOBAHHBIX MEXIYHAPOJHBIMU JTOTOBOPHBIMU
aKTaMU MEXIyHapOIHbIX OTHOLIEHUI, CBSI3AaHHBIX C PaclpocTpa-
HEeHMeM U nepegadyeit nHGopMaluu. 3J10HaMepEeHHOE UCITOIb30Ba-
Hue MKT MoxeT momellath HajjiexKalleMy BbITTOJHEHUIO MEXIy-
HapOAHBIX JOTOBOPOB, HAIPUMEp, MPeayCMaTPpUBAIOLIMX CO3IaHUE
U BeICHUE PEeCTPOB, CIIPAaBOYHUKOB. KpoMe Toro, ucrmoib3oBaHue
UKT B kauecTBe cpeacTBa TpaHC(hOpMallMid HEBOEHHBIX OOBEKTOB
B BOGHHbBIC TaKXK€ MOTYT CTaTh MPEIMETOM MEXIYHAapOJHbIX Orpa-
HUYECHUN UX NPUMEHEHMS B BOCHHBIX JCUCTBUSIX.

K yucity HOpM MeXAyHapOJAHOI0 I'yMaHUTApHOIO IpaBa, Tpe-
OyIOILLIMX aanTalyu, B EPBYIO OYEPEb, OTHOCATCS HOPMBI, peTy-
JIMPYIOIIE MEXITYHAPOIHbBIE OTHOIICHUS B CICAYIOIINX O0JIACTSIX:
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e OIO3HABaHWUSI;
e 3aIpeTa HeKOTOPBIX CJIyuyaeB 3JJIOHAMEPEHHOTO MCIIOJb30BaHUS
MKT B BOEHHBIX LIEJISIX;

e BEpOJIOMCTBA;

o IIIIIMOHAXa M Pa3BeIKU;

e COXpaHEHMSI HeUTpaiuTeTa rocylapcTB, HE YYacCTBYIOIIMX B BO-
€HHBIX JEeUCTBUSX.

IIpaBa 1 00s3aHHOCTU HEWUTPaIbHBIX TOCYIAPCTB PEryJHpy-
I0TCI HOPMaMM MEXIYHApOAHOTO TYMaHUTApHOTO IIpaBa Heli-
TPaJbHBIX AEPKAaB Y JIMIL B CJydae CYXOIIyTHOM XU MOPCKOI BOMH.
Kak mpencrasnsieTcsi, ofHOW U3 HauboJjiee CIOXHBIX MPOOJIEeM B
OCYIIECTBJICHUN TIPABOIMIPUMEHUTEIBHON TPAKTUKN BOIOIOIIMU
rocyaapcTBaMM B OTHOIICHUM 3JOHAMEPEHHOTO MCIOJb30BaHUS
MKT npotuB HeUTpaJbHBIX TOCYIApCTB SIBJASIETCS WACHTUDU-
KalMs, TIpeXIe BCEro, KPUTHMYECKM Ba’KHBIX OOBEKTOB HX Ha-
IMOHATBLHBIX MH(OPMALIMOHHBIX WH(PPACTPYKTYpP, TTO3BOJISIONIAS
MPeAOTBPATUTh B OTHOIIEHUM STHX TOCYIAPCTB CIy4ailiHOE WIIK
HaMEpEeHHOE HapyllleHWe HOPM MEXIyHapOJHOIO IpaBa.

[IpencraBnsgercs, 4yTo pelieHWe MAHHON 3agadyl MOXET OBITh
OCYILECTBJCHO MOCPEACTBOM COCTaBJICHUs KapT LMGPOBBIX aape-
COB KPUTUYECKHU BaXKHBIX OOBEKTOB HAIIMOHAIBLHBIX MHMOpMAIIN-
OHHBIX MTHGPACTPYKTYP HENTPaTbHBIX TOCYIAPCTB U Mepeaayda ux B
clyyae Hayajla BOOPYKEHHOTO KOH(MJIMUKTA BOIOIOIIMM CTOPOHAM,
a TaKKe MOHUTOPHMHTA CJTy4aeB 3JIOHAMEPEHHOTO MCITOIb30BAHUS
MKT npotuB oObEKTOB, YKa3aHHBIX B KapTe.

Kpowme Toro, 66110 OBI IIEJI€CO00PA3HO CO3AaTh SAMHBINA OpraH
MO0 KOOPAMHAIIMM TPOTUBOACHUCTBUSI OMACHON AESTEIbHOCTU TO-
CyIapCTB IIPOTUB KPUTUYECKHU BaKHBIX 00BEKTOB IIO0AIBHOI, pe-
TMOHAJBHBIX U HAIlMOHAJIBHBIX MH(GOPMAIMOHHBIX UH(PACTPYK-
Typ, Hanoxooue MexXnyHapoaHOTO OpraHa o MOPCKOMY JHY.

PaGoty co3gaBaemoro opraHa ObLIO 1I€J1€COOOpPa3HO CTPOUTH
Ha ocHoBe [IpaBun moBeneHUsI rocyaapcTB B 00JAaCTH MeXXIyHa-
pomHoit mH(pOopMaITMOHHOM Oe30macHOCTH. [IpOeKT TaKMX TpaBuil
npeacrasied B 2011 romy Poccuiickoit @eaepauueii, Kurtaem,
TamxukncranoMm, ¥Y3oekucrtanom B OOH.

3. TlpennoxeHusi mo (opme 3aKperuieHUs aaanTUPOBAHHBIX
MPaBOBBIX HOPM M TOPSIAKY WX BBEACHUs B neicTBUE. BakHbIM
dakTOpoM pelIeHNs 3amayd aganTalldd MEXIYHapOIHOTO IIpa-
Ba BOOPYXXEHHBIX KOH(JIMKTOB SBJISIETCS MPaBoBoe ODOpMIIEeHUE
IIpeiaracMbIX TTPAaBOBBIX HOBALMii. B OCHOBY HIeSITEIBHOCTH IO
COBEpIICHCTBOBAHMIO MEXIYHApPOIHOTO IIpaBa, KaK Ha OCHOBE
MpUHLMIA KOAUdUKALIKUM, TaK U HA OCHOBE MPUHILIMIIA Mporpec-
CHBHOTO Pa3BUTHS JIEXKAT MEXIYHApOMHBIC TPUHLIMITBI ApYyKe-
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CTBEHHBIX OTHOILIEHUI M coTpynHuyecTBa. K 4yuciy 3TUX MpPUH-
LIMITIOB OTHOCUTCSI OO0SI3aHHOCTb COTPYIHMYAThb APYT C JPYrOM B
cootBeTcTBUM ¢ YctaBom OOH, 6e3 mpuMeHeHMUsI KOTOPOTO He-
BO3MOXHO TPEIOXKUTL CIIPaBEIMBbIN MOAXO0[ K (DOpMaIbHOMY
3aKpeTUICHUIO TTPAaBOBBIX HOBAILIMI B OOJIACTH amamnTalldd MEXKIy-
HapOJHOIO TpaBa BOOPYXEHHBIX KOH(IMKTOB.

OfHMM U3 pallMOHAJbHBIX MOAXOAOB K BBHIMOJHEHUIO paccMa-
TPUBAEMOI 3aauu SIBJISICTCS] MMOATOTOBKA MPOEKTOB MPUIOXKEHUM
K MEXAYHapOJHBIM JTOrOBOpaM, PEryJIupyOIIUM MeXIyHapOaHbIe
OTHOILLIEHUSI B OOJJACTU BOOPYXXEHHBIX KOH(MJIMKTOB TMPUMEHU-
TeJIbHO K 3JIoHamMepeHHoMy ucnojib3oBaHuio MKT. Kak u3Becrt-
HO, KOJMYECTBO MCTOYHUKOB MEXIYHApOIHOIO IpaBa B AAaHHOM
objacTy, TpeOyOUIMX amanTaluud, CpaBHUTEIbHO HeBeauko. Co-
OTBETCTBEHHO, Pa0bOTy MO MOArOTOBKE MPOEKTOB MEXKAYHAPOIHBIX
JIOTOBOPOB MOXHO ObLIO Obl OpraHM30BaTh B (DOpMe MOATOTOB-
KM CUCTeMbl OTHOCUTEJIbHO HE3aBHMCUMBbIX MaTepualioB, 0Obeau-
HEHHBIX €IMHOW TEePMUHOJOTHEH W MpWHLMIaMHU. Pa3paboTky
KaXJIOro MpoeKTa AO0roBopa MOXHO ObLIO Obl NPOBOAUTH, IPU-
JEPXKUBASICh TOM TEPMUHOJIOTMU U C COXpAaHEHUEM TeX MPaBOBbIX
MEXaHU3MOB, KOTOpPbIE YK€ BbIACPXKAJIU MPOBEPKY KaK Ha YpPOBHE
MEXIYHAPOAHBIX DKCIIEPTOB U MOJUTUKOB, TaK U BPEMEHEM.

K gucity Takux npoeKToB MeXAYHapOIHBIX JOTOBOPOB MOXHO
ObLIIO OBl OTHECTHU CJIeAYIOIINE:

e cCoOrJallleHUe O MOPSIAKE MPUMEHEHHUS MOJIOXEeHUi crareit 2(4),
39, 41, 42 u 51 YcraBa OOH «x ciyyasm mpuMeHEHUsT CUJIbl WU
YIpO3bl MPUMEHEHUsI CUJIbl MOCPEICTBOM 3JI0HAMEPEHHOIO HC-
nonb3oBanuss MKT, mpemycMoTpeB B HEM BOIPOCHI CO3IaHMS
MEXIYHApOAHON CUCTEMbI B3aMMOIMNOMOIIU B 00JACTU pacciiefo-
BaHUSI BOOPYKEHHBIX HalageHuil ¢ ucnojab3oBanuem MKT;

e COIJAICHWE O JOMOJHUTEJLHON OXpaHe PeecTpoB M CIIMCKOB,
CO30aBaEMbIX B COOTBETCTBMM C HOpMaMM MEXIyHAPOAHOTO I'yMaHU-
TApHOTO MpaBa, OT aTak Co 3JIOHaAMEPEeHHbIM HcTonb3oBaHreM UKT;
e CONJIAILIECHUE O CO3JAaHUU MEXIYHAPOJHOW CUCTEMbl PETUCTPa-
LMK MHOOPMALIMOHHBIX CUCTEM OOBEKTOB M JIMLI, 3alllMIaeMbIX
MEXIYHapOIHBIM TYMaHUTAPHBIM TIPABOM, a TaKXKe MEXXIyHapo.i-
HO# cHCTeMbl MOHUTOPUHTA HapyILIeHUs HOPM MEXIyHapOIHOTO
TYMaHUTapHOIO MpaBa B OTHOILEHUU 3TUX OOBEKTOB U JIMIL;

e CONIAlllEHWE O MOOPOBOJBHOM OIPAaHUYEHUM IUMMOHCKON U
pa3BelbIBaTEIbHON AEATEIbHOCTU B KMOEPIPOCTPAHCTBE;

e corjaileHue o0 yTOuHEeHUHU TOopsiiKa UaeHTU(dUKAIUU 00beK-
TOB MH(POPMAIIMOHHOTO TPOCTPAHCTBA, 3aIUINAEMBIX MEXIyHa-
POIHBIM TYMaHUTAPHBIM TPABOM;
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e COMIAllIEHWE O 3alpelieHUU 3TOHAMEPEHHOIO MCIOJIb30BaHUS
MKT npoTuB KpUTUUECKU BaXKHBIX 0OBEKTOB IJ100aJIbHOM, peruo-
HAJIBHBIX M HALIMOHAJIBHBIX MHMPACTPYKTYpP, MOANANAIOIIUX IO
3alIUTY MEXIYHApOJHOIO IMpaBa;

e COIIAIlIEHHWE O CO3MaHUM U BEACHUM peecTpa KPUTHUECKH
BaXHBIX OOBEKTOB INIOOATBHOMN, PETMOHATBHBIX M HALMOHAIbHBIX
UHGPaCcTPyKTyp, HamajaeHue Ha KOTOpbIE CO 3JIOHAMEPEHHBIM HC-
nosab3oBaHreM MKT saBisieTcss MeXXIyHapoOaIHBIM MPECTYIICHUEM.

BriBoabI

OaHUM M3 BaXXHBIX HaIpaBJIEHUA MPOrPECCUBHOIO Pa3BUTHUS
COBPEMEHHOI'0 MEXKIyHAapOIHOro MpaBa BOOPYKEHHBIX KOHMIMK-
TOB SIBJISIETCSl €ro afarnTaiysl K YCJIOBUSIM 3JJOHAMEPEHHOTO HC-
nosb3oBaHusd MKT B BOGHHBIX LIEJIsIX.

BoinonHeHue gaHHOM 3agauyu MpeayiaraeTcsl OCyILIEeCTBISITh MO
TPEM OCHOBHBIM HaIlpaBJICHUSIM: afalTalliu MEXIyHapOJaHOIO
MpaBa NPUMEHEHUS CUJIbI; afanTaluyd MeXIyHapoIHOTO T'yMaHu-
TapHOIO TIpaBa; COBEPIIEHCTBOBAHUSI MEXIyHapOJHOIO Ipolie-
JIYPHOTO TIpaBa.

B ocHoBy agantauuu MeXIyHapoOAHOTO IpaBa MPUMEHEHUS
CHJIBI MOXKET OBITh TOJIOKEHA KOHIUEIIIUS «HESIBHOTO OPYXUS»,
MO3BOJISIIONIAS MMHUMU3UPOBATh TMOSBISIONIMECS TTPaBOBbIE HO-
BallUM U COXPAHUTH KECTKME TPaHMIIbI JIETaIbHOTO MPUMEHEHUS
CWMIIbI, YCTaHOBIEHHBIE CT. 51 YcrtaBa OOH.

B pamkax amanrtaiuu MexXAyHapOJHOTO T'YMaHUTApHOTO Ipa-
Ba K 3710HaMepeHHoMY Hcrojib3oBaHuio MKT mpaBoBbie HOBaLIKU
3aTparuBaloT OOJbIIONH 00BEM MEXKAYHAPOIHBIX OTHOILIEHU, CBSI-
3aHHBIX KaK C paclllMpeHueM TepeyHs 3alpelleHHbIX BUIOB Opy-
JKMST M CITOCOOOB €ro MCMOJIb30BaHUsI, TaK U ¢ UISHTUdUKALKUEH B
UHGOPMALIMOHHOM MPOCTPAHCTBE OOBEKTOB U JIMILI, HAXOASILIUXCS
IO 3alIMTO HOPM MEXIYHapOIHOIO IpaBa.

CoBepIlICHCTBOBaHNE IPOLENYPHOM YacTM MEXIYHapOIHOTIO
IpaBa BOOPYKEHHBIX KOH(MIMKTOB 3aTParuBacT, B OCHOBHOM, BO-
MPOChl OOBEKTUBU3ALIMU IOPUANYECKUX (hAKTOB, OOYCIOBIMBAIO-
IIMX BOBHUKHOBEHUE, MPeKpalleHne UM U3MEHEHUE MPAaBOOTHO-
LIIEHUIA, cBI3aHHbIX ¢ ucnoab3doBaHueM MKT B kauecTBe cpeacTBa
«CUJIOBOTO» pa3pelleHUs] MEeXTOCyIapCTBEHHBIX MTPOTUBOPEUUIA.
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Focal Areas in Development of International Law
of Armed Conflict in the Context of Cyberspace

The use of information and communication technologies (ICTs)
as a “coercive” tool for resolving international conflicts is becom-
ing an increasingly perilous threat to international peace and se-
curity.

According to the 2013 UN Group of Governmental Experts, “It
is in the interest of all States to promote the use of ICTs for peace-
ful purposes. States also have an interest in preventing conflict
arising from the use of ICTs. Common understandings on norms,
rules and principles applicable to the use of ICTs by States and
voluntary confidence-building measures can play an important role
in advancing peace and security.”

Legal countermeasures to malicious use of ICTs represent an
issue that is not new on the agenda. The original papers on the use
of international law in the context of cyberspace in general and in
the Internet in particular were published back in the middle of the
1990s. Nonetheless, experts still keep looking for answers.

On one hand, many experts believe that malicious use of ICTs
may cause damage that may be compared, in certain circumstanc-
es, with the use of conventional weapons, and in some cases even
with the use of weapons of mass destruction. From this perspective,
such use of ICTs represents a major threat to international peace
and security and shall engender the right of self-defense for a state
in terms of Article 51, UN Charter.

On the other hand, despite the “obvious” possibility of using
ICTs for military purposes, almost all the experts presume that
ICTs are not a weapon. In both Russian-language and English-
language literature, the term “ICTs” is often regarded as a syno-
nym to “information technologies.” In the Russian laws, the term
“information technologies of such processes and methods”. In the
English-language literature, this term has a broader meaning and
stands for a concept that integrates all the existing telecommunica-
tions, computers, and, where necessary, any special and general-
purpose software, memory, and audio-visual systems, which users
may employ to store, transmit and process information.
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In recognition of these two aspects, some experts propose adop-
tion of an international treaty that would enable us to take counter-
measures, in response to the malicious use of ICTs, that would be
outside the scope of Article 51, UN Charter, but would neverthe-
less comply with the provisions of Draft Convention on the Re-
sponsibility of States for Internationally Wrongful Acts. This Draft
Convention was developed by the UN Inernational Law Commis-
sion, discussed and taken note of by the UN General Assembly in
2001, and therefore does not represent a source of law.

The author of this article believes that the process of custom-
izing the international law of armed conflict may include bridging
the gaps in terminology that develop in the norms of international
law when applied to the malicious use of ICTs, as well as bridging
the gaps in legal regulation of international relations where mali-
cious use of ICTs represents a tool of power struggle between states
seeking to pursue certain political objectives.

In this case, customization shall involve two relatively inde-
pendent segments of international law of armed conflict:

o« Law on the use of force (Jus ad Bellum), which determines
when a state can use force in the context of international relations,
including for the purpose of self-defense, and

o Law of warfare (Jus in Bello), which determines the rules for
the use of armed force by the state and non-state entities in the
course of international and non-international conflicts, to include
the rules applicable to humanitarian constraints.

A separate issue that needs discussion is the format that can be
used to document legal innovations in international treaties.

1. Inernational law Jus ad Bellum. The primary source of Jus
ad Bellum law is the UN Charter, which lays down the basic rules
for regulating relations based on the use of force or threat of force
and, at the same time, restricts application of conventional rules of
international law in this domain.

According to Articles 41 and 42, UN Charter, there are two
basic kinds of “force”: force that implies the use of armed forces
(weapons), and force that does not imply the use of weapons.

In case of force that implies the use of armed forces, one state
coerces another state to act as the coercing state desires by pushing
the coerced state into a deadlock at threat of physical elimina-
tion of its political leadership, political machinery, weapons, armed
forces and equipment, destruction of the economic foundation of
existence, and infliction of suffering on the civil population, i.e.
through the use of direct violence.
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In case of force that does not imply the use of armed forces, the
state being coerced is “isolated,” whether partially or completely,
to disallow communication with other states. Such isolation may
take the form of interruption of economic relations, communica-
tions by rail, sea, air, via mail, telegraph, radio and other means
of communication, and in the form of severance of diplomatic
relations.

As we know, ICTs, being one of the factors that promote in-
dustry and standard of living and enable operation of public and
national infrastructures, may be used as a tool for damaging vari-
ous living environments of the society and the state and for harm-
ing the economic, social, cultural and political relations. In some
cases, such adverse impact of ICTs may result in fatalities (impact
on automated control systems in aviation, railway and highway
sectors, power supply control system, etc.), significant destructions
(impact on automated process control systems used at hydro power
plants and nuclear plants), and damage to the economic, military,
and defense capabilities of the society and the state.

Malicious use of ICTs may be considered, in a number of cir-
cumstances, as threat of force or use of force against the territorial
integrity or political sovereignty of the state being affected. Besides,
ICTs may also be used as a means of violence that does not imply
the use of armed forces. This is due to the fact that information ex-
change function is implemented through the Internet in the mod-
ern world. From this perspective, interruption of data transmission,
storage, processing, retrieval and distribution services using the In-
ternet may be one of the ways to “isolate” a state. Recourse to such
actions (which do not imply the use of armed forces) within the
context of measures intended to maintain or restore international
peace and security is essentially stipulated by the provisions of Ar-
ticle 41, UN Charter, which provides for potential interruption of
“other means of communication.”

It therefore appears that international relations in the domain of
malicious use of ICTs are generally governed by the provisions of
Article 2 (4), UN Charter, which require states to abstain from the
use of force of threat of force in international relations, including
in cyberspace.

At the same time, the author believes there is an opportunity for
legal confirmation of the criteria of malicious use of ICTs at the
borderline of “threat of force” and “use of force.”

For the “use of force,” such borderline may be represented by
the onset of severe effects of malicious use of ICTs, i.e. actual en-
forcement of will on another state, coercion to change its policy as

64

Forum_1.indd 64 @ 22.10.2014 13:40:18



regards its territorial integrity, political sovereignty or other values
that a state shall seek to consolidate in accordance with the UN
goals.

A borderline of “threat of force” may be represented by warning
of a state’s public officers about potential use of force in the form
of malicious use of ICTs, as well as practical demonstration of ac-
cumulated ICT resources intended to pursue the political goals that
do not reach the “use of force” borderline.

In principle, the only reason for legitimate use of force by a
state provided by the modern international law is self-defense in
response to an armed assault. Indefeasible right to individual and
collective self-defense in case of armed assault is provided by Arti-
cle 51, UN Charter.

The term “armed assault” relating to Jus ad Bellum may be
construed as:

o “use of force” that a state shall refrain from in pursuance of
provisions of Article 2 (4), UN Charter, or

o aggression, i.e. use of armed force by a state against the sov-
ereignty, territorial integrity or political independence of another
state, or use of armed force by any other means contradictory to
the UN Charter.

From this point of view, aggression committed by means of
malicious use of ICTs could constitute grounds for the creation of
right to individual or collective self-defense, provided that ICTs and
the term “weapon” in its conventional meaning are synonymous,
i.e. ICTs are a type of “weapon.”

As stated above, “processes” and “methods” are neither
“devices,” nor “tools,” which means they cannot be treated as
weapons in this context. At the same time, ICTs may be used to
change the regular (“nominal”) operation of computerized facilities
and devices, leading to a real threat to life and health of people,
integrity of buildings and structures, and environmental security,
i.e. conversion of such facilities and devices into “weapons.” It is
the possibility to convert conventional (non-specialized) devices
into weapons as a result of their off-nominal application was used
by terrorists during the attacks in the USA on September 11, 2001.
These considerations, with support of the international community,
enabled the US government to announce its right to individual and
collective self-defense and engage in military operations against
Iraq and Afghanistan — countries accused of support of terrorism.

As a result, the 9/11 terrorist attack, in which terrorists used
hijacked planes, was de facto made equal to an “armed assault”
in the meaning of this term provided by Article 51, UN Charter.
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Apparently, the term “weapon” therefore shall now have a broader
meaning, to include devices that have the properties of “weapon”
in certain circumstances.

Malicious use of ICTs may be viewed as a factor that may turn
conventional (non-military) devices into those employed for killing
enemy troops and hardware, i.e. “weapons.” This type of weapons
can be called “implicit weapons.”

Malicious use of ICTs transforms a facility or device into
“implicit weapon” if such facility or device has the following
properties:

capability to injure (damage) troops and hardware as a result of
failure of their regular (nominal) operation,;

existence of information or communication systems within a
facility or device that enable malicious use of ICTs resulting in
damages of troops and hardware;

existence of ICTs intended to transform a non-military device
or facility into an “implicit weapon.”

From this perspective, any assault involving the so-called
“implicit weapons” shall be deemed as an armed assault and lead
to implications stipulated by Article 51, UN Charter.

To this end, generally speaking, provisions of Article 51, UN
Charter do not require customization to the conditions of mali-
cious use of ICTs in cyberspace.

One of the important features of using ICTs for threat of force
or for use of force in the meaning provided by Article 2 (4), UN
Charter, and for the purpose of an armed assault in the meaning
provided in Article 51, UN Charter is its unobservability. This un-
observability is due to the fact that ICTs basically represent a proc-
ess of purposeful change, in accordance with a certain algorithm,
of information stored in electronic memory of computers, means
of communication, and communication devices.

This fact makes it harder to assess credibility of data presented
by the debating parties with respect of breach of international law
by way of malicious use of ICTs.

To enable fair consideration of such disputes, it appears vitally
important to establish a unified system (possibly based on appropri-
ate national and regional systems) for registering the cases of threat
of force or use of force, as well as “armed assault” with the help
of malicious use of ICTs. National and regional elements of the
registration systems hall be certified in accordance with uniform
standards, and the personnel operating such devices shall have the
extraterritorial right under the aegis of the UN.
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2. International law Jus in Bello. The primary sources of law in
this domain include the Hague conventions, Geneva conventions,
and other international treaties concluded to promote the rules
and ideas of the stated conventions. It is commonly known that
international humanitarian law regulates relations intended to re-
duce physical suffering of persons immediately affected by military
operations and damage to property of civilian population, as well
as to ensure integrity of cultural property.

Considering the concept of “implicit weapons” described above,
the rules of humanitarian law regulate public relations that involve
malicious use of ICTs in cyberspace in pursuit of military and
political objectives. Despite the similarities between the ICTs and
“conventional weapons” as regards the methods of violence, types
of suffering of injured and sick persona and civilian population, as
well as the forms of damage to cultural property, there are some
major differences between them in terms of legal regulation of the
subject public relations.

Based on our review, the majority of provisions contained in
the sources of international humanitarian law are either invariable
with regards to the type of weapon used during military operations,
or implies restricted use of specific types of weapons. For instance,
the rules of warfare and restriction of combat mission resources
barely depend on the type of weapons used, and rules that prohibit
the use of certain types of weapons regulate relations that imply the
use of these specific weapons.

At the same time, certain rules of international humanitarian
law require customization to the conditions of malicious use of
ICTs. This is primarily due to the fact that ICTs are subjects of in-
ternational relations governed by international treaties that involve
distribution and communication of information. Malicious use of
ICTs may obstruct due performance of international treaties, for
instance those that provide for the development and maintenance
of registers and reference books. Additionally, the use of ICTs as
a means of transformation of non-military facilities into military
facilities may also be subject to international restriction of their use
for purposes of war.

The rules of international humanitarian law that require cus-
tomization include, first of all, the rules that regulate international
relations in the following domains:

o identification;

« prohibition of certain cases of malicious use of ICTs for pur-
poses of war;

o perfidy;
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o espionage and reconnaissance;
« retention of neutrality of states that do not participate in mili-
tary operations.

Rights and duties of neutral states are governed by the rules
of international humanitarian law of neutral powers and persons
in war on land and naval war. It appears that one of the greatest
challenges in law enforcement practices of belligerent states with
respect of malicious use of ICTs against neutral states is identi-
fication, in the first place, of critical facilities of their national
information infrastructures to help prevent accidental or deliberate
breach of rules of international law with respect of such states.

In our opinion, this problem may be solved by compiling the
charts of digital addresses of critical facilities of national informa-
tion infrastructures of neutral states and communicating them, in
case of armed conflict, to the belligerents, as well as by monitoring
the cases of malicious use of ICTs against the facilities specified in
the chart.

Besides, it might help to create a single authority to coordi-
nate countermeasures against dangerous activities of states aimed
at critical facilities of the global, regional and national information
infrastructures similar to the Inernational Seabed Authority.

Such new authority could operate in reliance on the Rules of
Conduct of States in Inernational Information Security. A draft
document containing such rules has been presented in 2011 by the
Russian Federation, China, Tajikistan and Uzbekistan in the UN.

3. Proposals on the form of securing the customized rules of law
and procedure of their enactment. Legal registration of proposed
rules of law is critical to the customization of international law of
armed conflict. Activities aimed at improving the international law,
based both on the codification principle and the progressive devel-
opment principle, rely on the international principles of friendly
relations and cooperation. These principles include the obligation
of states to cooperate with each other in accordance with the UN
Charter, without which there can be no fair approach to the official
documentation and registration of legal innovations as regards the
customization of international law of armed conflict.

One of the reasonable approaches to solving this problem in-
volves the development of draft proposals to international treaties
that regulate international relations with respect of armed conflicts
in the context of malicious use of ICTs. It is common knowledge
that the number of sources of international law in this domain that
require customization is relatively small. Therefore, development
of draft international treaties could be materialized in the develop-
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ment of a system of relatively independent materials with common
terminology and principles. Each draft treaty could be developed
in reliance on the terminology and with retention of the legal me-
chanics that have already stood the test of time and demonstrated
success on the level of international experts and politicians.

Such international treaties could include the following:
o Treaty on the application of provisions of Articles 2(4), 39, 41,
42 and 51 of the UN Charter to the cases of use of force or threat of
force by means of malicious use of ICTs — with due consideration
for the issue of establishment of international system of collabora-
tion in investigations of armed assaults with the use of ICTs;
o Treaty on additional measures to secure registers and lists cre-
ated in accordance with the rules of international humanitarian law
against attacks involving the malicious use of ICTs;
o Treaty on the development of international system for registra-
tion of information systems of facilities and persons protected by
the international humanitarian law, as well as the international sys-
tem of monitoring violations of rules of international humanitarian
law with respect of such facilities and persons;
o Treaty on voluntary restriction of espionage and reconnaissance
in the cyberspace;
o Treaty on detailing the procedure of identification of infor-
mation space objects protected by the international humanitarian
law;
o Treaty on the prohibition of malicious use of ICTs against criti-
cal facilities of global, regional and national infrastructures pro-
tected by the international law;
« Treaty on the creation and maintenance of a register of critical
facilities of global, regional and national infrastructures, assault
on which with malicious use of ICTs constitutes an international
crime.

Conclusions

One of the essential focal areas of progressive development of
contemporary international law of armed conflict is customization
of such law to the conditions of malicious use of ICTs for purposes
of war.

Three core lines of customization are proposed: customization
of international law of use of force; customization of international
humanitarian law; and improvement of international law of pro-
cedure.

The process of customization of international law of use of force
may be based on the concept of “implicit weapon,” which allows
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minimizing the emerging legal innovations and maintaining the
tight limits of legitimate use of force, as stipulated by Article 51 of
the UN Charter.

In the context of customization of international humanitarian
law to malicious use of ICTS, legal innovations involve a signifi-
cant scope of international relations that imply both expansion of
the list of prohibited types of weapons and identification in the
information space of facilities and persons protected by the rules
of international law.

Improvement of the procedural aspect of international law of
armed conflict mostly touches upon the issues of objectification of
legal facts that underlie the emergency, termination or change of
legal relations that involve the use of ICTs as a means of “coer-
cive” resolution of international conflicts.
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I'ao Xyait (Gao Hui)

Llenmp kubepungopmayuu npu Kumaiickom obuecmee opyaucool
¢ sapybexcrvimu cmpanamu (KOA3C), KHP

IIpuMeHuMOCTDh MpaBa BOOPYKEHHOT0 KOH(JIMKTA
B KHOEPNPOCTPAHCTBE

VYBaxaemble roctu!
Jlambl 1 rocriona!

JJ1st MeHsI GoJiblasi YeCTh MPUHSITH yYacTHE B Ballleil AUCKYCCUU
o KMOepOEe30MaCHOCTU B 3TOM KPAacHMBOM aJIbIIMICKOM TOpOJIE.
B sTtom rony ucnonnsiercsa 20-i1eT ¢ MoMeHTa, Kak Kuraii Bomen B
HMurepner. 3a nocinennue 20 JIeT Mbl CTAJIM CBUAETEISIMU CTPEMU-
TeJIbHOTO pa3BuTust Kutas u 3HaUUTENbHBIX YCIIEXOB B 3TOI 001a-
ctu. K xonny 2013 roga B Kurae 0b110 0,6 MIIpI. TTOJIB30BaTENEHN
MHuTepHeTa, MoJoBMHA M3 KOTOPBIX MMEET OMBIT IMOKYIOK OH-
JlaiiH. B nepByo aecaTky MexXayHapoIHbIX MIHTepHeT-KOMMIaHui
BXOOSIT TPU KUTalcKux mnpeanpusatusi. Takum oOpaszom, Kwurait
cTajl OTHOM U3 BeAYILIUX Jep>KaB B KUOEPITPOCTPAHCTBE, U BEPHBIM
3alIUTHUKOM KubepoOe3onacHocTh. He Tak mgaBHO LEeHTpajibHOE
npaBUTesIbcTBO KuTasi co3gano pykKoBOISIIYIO TPaBUTEIbCTBEH-
HYIO TPyINy Mo KuOepde3omacHOCTM W MHMOpMaTU3alMKU MO
pykoBoactBoM mpeacenatenass KHP Cu L3unbnuHa. MBI TBepao
BEpUM, 4TO obecreunBaTh Knbepoe3onacHocth Kuraro HeoOxomm-
MO COBMECTHO C MeXAYHapogHBLIM oO1iecTBoM. Kuraiickoe o01iie-
CTBO JIpyXObI ¢ 3apydexxHbiMu cTpaHamu (KOJI3C) ctpemuTtes K
Pa3BUTHUIO OPYXKECKOTO OOIIeHus Mexny KurtaeM m oCTalbHBIM
MHUPOM, U MbI TaKXKe SBISEeMCS OOJHUM M3 UJIEHOB-YYpeAUTEci
MexIyHapoaHOIO MCCIe0BaTeIbCKOTO KOHCOpIMyMa HWHGOp-
MalMOHHON Oe3omacHocTU. s TOro 4YTOOBI CIIOCOOCTBOBATH
Pa3BUTHIO MEXIYHAPOIHOTO COTPYAHMYECTBA B KMOEPIIPOCTpaH-
crBe, KOJA3C co3nan crneuuanbHbli Kubep u nHbopMaluMoHHbIN
LIEHTP, U MPUIJIACUI B KAaueCTBE HAYYHBIX COTPYIHUKOB MHOXE-
CTBO IIE€PBOKJIACCHBIX KMTalCKMX 3KCIEPTOB IO KuOepOe3orac-
HOCTHU U CBSI3aHHBIM C HEil MTPaBOBLIM BompocaM. MbI XoTesn Obl
BOCITOJIb30BaThCSl 3TOM BO3MOXHOCTbIO, YTOObI aKTMBU3UPOBATH
COTPYAHUYECTBO C TPEACTABUTEISIMU U SKCIIEpPTAMU aHAJIUTHYC-
CKMX LIEHTPOB, MPUCYTCTBYIOIIUX 31€Ch CETOMHSI.

Tenepp 51 xoTesna Obl MOAEIUTHCS HEKOTOPHIMU CBOMMM MbIC-
JIIMU O TIPUMEHUMOCTH TIpaBa BOOPYKEHHOTO KOH(MIMKTA B KU-
OepIpocTpaHCTBe.
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IIpaBo BoopyxeHHoro KoHdaukra (I[1BK), kak mpaBujio, oT-
HOCUTCSl K jus in bello unu MexXayHapoJAHOMY TyMaHUTapHOMY
npaBy. Ho B Oojiee LIMPOKOM CMBIC]IE OHO MOXKET OBbITh MCHOJb-
30BaHO IS 0003HaueHusi Kak jus in bello, Tak w jus ad bellum.
B HacrosieM [gokiaae 3Ta KOHUEMIMS MCIOJb3yeTcs B 0oJsee
LLIMPOKOM CMBICIIE.

I. IIpo6aemsl npuvenenns IIBK B kuGepnpocrpancTse

Jus ad bellum xax mpaBuJio, OTpaxkeHO B cTaTbsix 2(4) u 5l
Ycraa OOH. Cratbst 2(4) 3ampelaeT yrpo3y CWUJIOW WU TIpU-
MEHEHMST CHJIBI B MEXIYHAPOIHBIX OTHOIICHMSIX, B TO BpeMs
Kak cTathsgd 51 MO3BOJSIET TOCYIAapCTBY, TOABEPTIIEMYCS BOOpPY-
SKEHHOMY HamaIeHWIo, peaji30BaTh IpaBO Ha WHANBUIYATLHYIO
WIM KOJIJIEKTUBHYIO caMO000OpoHY. OTMETUM, UTO <«IIPUMEHEHUE
CHJTBI» W «BOOPYKEHHOE HaIlaJieHNe» — 3TO JIBa Pa3HBIX TTOHITHS.
Xots B Ycrae OOH Her ompeneneHust 9TUX ABYX MOHSITUM, U3
TEKCTa MBI MOXeM YBUIECTh, YTO TOCYIAPCTBO MOXET peajn30BaTh
MpaBo Ha caMOOOOPOHY TOJBKO TOTJA, KOTma TPUMEHEHHE CUJITBI
JOCTUTHET MacIlTaba «BOOPYKEHHOTO HarmameHUsI».

Jus in bello B ocHOBHOM OTpaXkeHO B 2KEHEBCKMX KOHBEHIIMSIX
1949 roma v JOMOJHUTEIBHBIX MPOTOKOJax K Hei 1977 roaa, B
TOM YHCJIe OCHOBHBIX TIpaBUjIaX W MIPUHIIMITAX, KOTOPBIE JOJKHBI
co0TIoIaThCd CTOPOHAMU BO BpeMsI BOOPY:KEHHOTO KOH(JIHUKTA.
EcTb yeThIpe GpyHIaMEeHTAIBHBIX IPUHIINIIA, JeXaIIUX B OCHOBE
jus in bello, a UMeHHO: BO€HHasi HEOOXOAMMOCTb, TYMaHHOCTb,
MPUHIIATIBI pa3Indus U copa3MepHOCTH. Llero MpuHINIOB SB-
JIIeTCA MTOCTIDKeHMe OaylaHca MeXIy BOSHHOM HEOOXOTMMOCTHIO
W TYMaHHOCTBIO, JUIST CBEIEHWUS K MWUHUMYMY CTpaJaHWil, BBI-
3BaHHBIX BOOPYKEHHBIM KOHMIMKTOM, 0e3 CHIXEHUsS 00ecITo-
COOHOCTH.

ITo moemy MHeHwuto0, 1151 yernemHoi peanusauuu [TBK B ku-
GeprpocTpaHCTBe, HEOOXOAMMO TIPEOI0JIeTh MHOTHE TIPOOJIEMBI 1
npensTcTBUsi. Bo-nepBbix, uTo Kacaercs jus ad bellum, npobiema
MPU3HAHMS OTepalvii B KNOepIIPOCTPaHCTBe TPUMEHEHNEM CHJTHI
WA BOOPYKEHHBIM HaIlaficHWeM, BBISIBIISICT MHOTHE BOIIPOCHI.
KakoBo mpaBMJIEHOE IMOPOTOBOE 3HAUYCHUE «IIPUMEHEHWS CUJIBbI»
U «BOOPYKEHHOIo HamaaeHus» B KubOepmpoctpaHcTBe? Korma B
OTHOIIICHNM KNOepaTakKl MOXKET ObITh peaJru30BaHO IIpaBO Ha ca-
Moob6opoHy? Kaknm o0pa3oM B MHTEpecax CaMOOOOPOHBI MOXKHO
NpOTUBOCTOATh arake? Kak ocyiiecTBisisi KOHTpaTaKy cCOOMI0IaTh
TpeOOBaHUSI «HEOOXOAMMOCTU M COpPa3MEPHOCTU»? ABiSIIOTCS
JI XaKephbl 3aKOHHOU IIebio? Ha camom zenre, XOTST HEKOTOpHIE
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CTpaHbl YTBEPKAAIOT, YTO TOCYAAPCTBO MOXET BOCIOJIb30BATHCS
MPaBOM Ha caMOOOOPOHY WX axKe MOATOTOBUTEIbHYIO CaM0O000-
POHY /I TIPOTUBOACHCTBUSI HEM30EXKHBIM KUOEpyrpo3am, OHU B
TO X€ BpeMsl OTMEYAlOT, UTO <«IeSITeJIbHOCTh B KMOEPIpOCTpaH-
CTBe, KOTOpasi KOCBEHHO MPUBOAUT K TMOEN, TpaBMaM WM 3Ha-
YUTEJIbHBIM Pa3pylIeHUsIM, BEPOSITHO, OyIEeT paccMaTpuBaTbCS
KakK MPUMEHEHUE CUJIbI».

Bo-BTOphIX, uTO Kacaetcst jus in bello, XOTs OOBIYHOE MEXIY-
HapoJIHOE MPaBO U BBOJUT HEKOTOPbIE OrPAaHUYEHUSI OTHOCUTEJb-
HO pa3BUTUSI HOBBIX TEXHOJIOTUI B OpyxXue, TPYAHO CKa3aTb, YTO
MPUHLMIIBL PA3IMYMSl U TPOMOPLMOHAIBHOCTU aBTOMATHMYECKU
NpUMEHUMBI B KuoOeprpocTpaHcTBe. C IpaBOBOI TOUYKU 3pEHUS,
HEoOXOAMMO AajibHelilllee MCCAeNOBaHWE W aHaIu3; C TeXHUYe-
CKOM TOUKM 3peHUsI, HEOOXOAUMO YOeIUThCS, YTO KMOepaTaku siB-
JISTIOTCS yIIPaBIsIeMbIMU, MOXKHO Peain30BaTh TpeOOBaHMUS MPUH-
LIMIIOB U30UPATEIbHOCTU W COPA3MEPHOCTU, U TOYHO OLIEHUTH
BO3MOXKHBINM COMYTCTBYIOLIMK yiiepo. Takke IpoOJeMbl BO3HU-
KaloT, KOraa B KMOEPIPOCTPAHCTBE MPUMEHSIIOTCST IPYTUe HOPMBbI
jus in bello, Takue, Kak MpaBo HeUTpaJuUTETA.

II. McTouHuKY pobyieM U NpensTCTBUMA

Bo-niepBbiX, KHOEPIPOCTPAHCTBO SIBJISIETCSI BUPTYaJIbHbIM, B3a-
HMMOCBSI3aHHBIM TIPOCTPAHCTBOM, B KOTOPOM MOXKHO JIETKO CKPBITh
CBOIO JIMYHOCTh. TakuM 00pa3oM, KUOEPIPOCTPAHCTBO HOBOJIBHO
CHJIBHO OTJIMYaeTcsl OT peajqbHOro Mmpa. Korma Mbl TIBITaeMcst
npumeHsaTs HopMmbl [1BK, pazpaboTaHHbie 1j1s1 peaalbHOIO MUpa B
KUOEepIpPOCTPAHCTBE, Mbl JOJKHBI YUUTHIBATh €T0 OCOOEHHOCTH.

Bo-BTOpBIX, MOHSATHS, CBSI3aHHBIE C KMOEpP-, HEOTHO3HAYHBI U
He MMEIOT O0I1LEero MOHMMAaHMsI, B TOM Yuciie KubepBoiiHa, Kubep-
MIPECTYIIHOCTh, KMOEPOpYyXKue, KuoepOoe301acHoCTh U T.O. B aTom
CcMbIcie abCOJIOTHO HEOOXOAUMO OMNpPENeaUTh OTHOCSIIUECS K
TeMe TePMUHBI U TTOHSITUSI.

B-TpeTbux, HeT Kputepus sl OLEHKM yiiepOa, MpUUYMHEH-
HOro KuOepaTakaMu. DBOJIBIIMHCTBO TOJIKOBAaTeNel MCMOJIb3Y-
0T KPUTEpUI «IpsIMOM (DU3MUECKOM TpaBMbl M MaTe€pUaJbHOIO
yiepba B pe3yabTaTe NEUCTBUS B KUOEPHPOCTPAHCTBE», HO OH
He BITOJTHE TTOHATeH. Kpome Toro, kmbeporiepallii TPUYUHSIOT
HebU3NUeCKUi yuiep0, KOTOPbIi TaKKe AOJKEH ObITh MPUHSIT BO
BHMUMaHue. OHAKO JO CHUX IOp HET KOHCEHcyca IO BOIpocaMm,
MOXKET JIM He(DU3UUECKUI yIepO SIBAATHCS MPUMEHEHUEM CUJIbI U
KaK OLIEHUTHb 3TOT YIIEepO.

B-4deTBepThIX, MO-MpeKHEMY TPYIHO OCYIIECTBIATH aTpHOY-
Mo kubepatak. B 1enom, aTo TexHuyeckasl npoosema, KoTopas
BKJIIOUAET B ce0sl TPYAHOCTU OIpeJeeHUs] UCTOUYHMKOB aTakw,
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JIMYHOCTH M HAMEPEHWI 3JI0YMBIIIICHHUKA, OTHOLIEHW MEXIy
aTaKyIIINUM U ero rocygapctBoM. C ITpaBoBOi TOUKU 3PEHUSI, 3TO
MPUBOINUT K TPYIHOCTSIM B BBISICHEHMM TOTO, SIBJISICTCS JIU Jesi-
TEJIbHOCTh B KMOEPIPOCTPAHCTBE MPUMEHEHUEM CWIbI, U KaKOBa
CTEIEeHb OTBETCTBEHHOCTH COOTBETCTBYIOIETO TOCYIApCTBa.

B-mATBIX, HET IOPUANYECKN 3HAYMMBIX TITOOABHBIX HOPM LISt
KNOeprpocTpaHCTBA. MHOTHME CTpaHbl IIPOBOAST COOCTBEHHYIO
MOJIUTUKY KOepOe30ITacHOCTH, HO 3TU MOJUTUKH, KaK MpPaBUIIo,
KOHKYPHUPYIOT, a He AOTMOJIHIIOT APYT APYyTa.

B-1iecToix, HeT OOILLIENPUHATON WHTEPIPETALIMU CYILLIECTBY-
IOLIEr0 MEXAYHApPOJHOTO MpaBa Kak jus ad bellum, Tak wu jus in
bello.

I11. Pemenus npodyem

C nmnpaBoBOif TOYKM 3pEHUS, HOJIKEH ObITh JOCTUTHYT
KoHceHcyc o mpuMmeHuMoctu ITBK B kubeprnpoctpaHcTse. Pabora
I'pyninbel mpaBUTENbCTBEHHBIX 2KcrepToB OOH pomkHa OBITh
yCWJIEHA U IO MEpe LIeJIeCO00Pa3HOCTU AOKHO ObITh 3aKJTI0YEHO
IOpUINYECKU OO0sI3bIBaIOIee MEXKIyHApOIHOE CoIIallleHue II0
K1bepOe30MmacHOCTHU.

TexHuuecku, TS 3(hhEeKTUBHOTO MIPOTUBOACHCTBUS
MEXIYHapOAHbIM KuOepaTakaM U YKpeIvIeHWs] Mep JOBepus,
TeXHOJOTMYECKM pa3BUTbIE CTpaHbl, Takue Kak CoeaurHeHHbIe
IItaTel, [OOJKHBI TOACJMUTBHCS  TEXHOJOTUSAMU  aTPUOYLUM
kubepatak. C 3TOH 1ENbIO ClEAyeT MOOLIPATh COBMECTHBIE
HUCCIeNOBaHUS U pa3pabOTKy TEXHOJOIMM aTpUOyLIMU.

B uensx ykperuieHUsT COTpyAHMYECTBA U TOBBILLIEHUS
3(hGEeKTUBHOCTH,  HEOOXOAMMO  CO3JaTh  MEXIyHapOAHYIO
OpraHu3aluio Mo KuOepOe30MacHOCTU, MNPEANOYTUTENIBHO IO
arugoit OOH. E€ dyHKIIMU MOTYT BKJIIOUYATh B C€0s1 KOOPAMHALIUIO
pa3paboTKM M BHEIPEHUS COOTBETCTBYIOLIMX IIPABOBLIX HOPM,
PYKOBOJICTBO COBMECTHBIMM HCCJIEJOBAaHUSIMU U pa3pabOTKaMM,
00MeH KMOepTexXHOJIOrMsIMHU, U T.1. B mpolecce BEIpaOOTKM HOPM
MbI TOJKHBI MTPOIOKUTh UCIOJIb30BaHUE OTbITA U 9 (MEKTUBHOCTU
KOHTaKTOB B (popmaTe BTOPOI WU MOJYTOPHOMN «IOPOKKHU».
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Gao Hui

Cyberinformation Center of China Association for International Friendly
Contact (CAIFC)

Applicability of the Law of Armed Conflict in Cyberspace

Distinguished Guests!
Ladies and Gentlemen,

It is my privilege to join in your discussion on cyber security at
this beautiful Alps town. This year marks the 20" anniversary of
China’s enter into the internet. The past 20 years witnessed China’s
rapid development and admirable accomplishment in this field. Up
to the end of 2013, China has 0.6 billion netizens, among which
half of them has the experience of on-line shopping. Among the
top ten international internet companies, three of them are Chi-
nese enterprises. So China has become one of the major powers
in cyberspace, and firm guardian for cyber security. Not long ago,
Chinese central government established leading group of cyber se-
curity and informatization with our President Xi Jinping as group
leader. We firmly believe that China needs to join international
society in safeguarding cyber security. China Association for Inter-
national Friendly Contact is committed to friendly communication
between China and the rest of the world, we are also one of the
founding members for International Information Security Insti-
tute. In order to facilitate international cooperation in cyberspace,
CAIFC specially established Cyber and Information Center, and
invite many Chinese first-class experts on cyber security and re-
lated legal specialists as our research fellows. We would love to take
this opportunity to intensify cooperation with the representatives
and experts of the think tanks present here today.

Now I would love to share some of my thoughts on the appli-
cability of the Law of Armed Conflict in Cyberspace.

The Law of armed conflict (LOAC) usually refers to jus in bello
or international humanitarian law. But in the broader sense, it can
be used to refer to both jus in bello and jus ad bellum. This paper
uses this concept in the broader sense.

I. Problems with applying LOAC in Cyberspace

Jus ad bellum is generally reflected in articles 2(4) and 51 of
the UN Charter. Article 2(4) prohibits the threat or use of force in
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international relations, while article 51 allows a state under armed
attack to invoke the right of individual or collective self-defense.
To note, “use of force” and “armed attack” are two different
words. Although there is no definition for the two words in the
UN Charter, we can read from the text that only when the use of
force reaches the extent of an “armed attack” can the state take
measures in self-defense.

Jus in bello is mainly reflected in the Geneva Conventions
of 1949 and its additional protocols in 1977, including the basic
rules and principles to be observed by the parties during an armed
conflict. There are four fundamental principles underlying jus in
bello, that is to say, military necessity, humanity, distinction and
proportionality. The purpose of the principles is to achieve the
balance between military necessity and humanity, intending to
minimize the suffering caused by armed conflict while not impeding
military efficiency.

In my opinion in order to apply LOAC in cyberspace, we need
to solve many problems and obstacles. Firstly, as regards jus ad
bellum, for a cyber operation to constitute a use of force or an
armed attack, many problems shall be manifested: what is the right
threshold of “use of force” and “armed attack” in cyberspace?
When can a right to self-defense be invoked against cyber attack?
How can we counter attack for self-defense? How to observe the
requirements of “necessary and proportionate” in counterattack?
Does a hacker constitute a legitimate target? In fact, although some
country argues that a state can invoke the right of self-defense
or even preparatory self-defense for imminent cyber threats, the
country at the same time points out that “Cyber activities that
proximately result in death, injury, or significant destruction would
likely be viewed as a use of force”.

Secondly, as regards jus in bello, although customary international
law has some limitations on new technologies developed into
weapons, it is hard to say that the principles of distinction and
proportionality is automatically applicable in cyberspace. Legally, it
is subject to further examination and analysis; technically, it has to
ensured that cyber attacks are controllable, capable of realizing the
requirements of the principles of distinction and proportionality,
and capable of accurately assessing possible collateral damage.
Problems also arise when other rules of jus in bello are applied in
cyberspace, such as the law of neutrality.
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II. Causes for the problems and obstacles

Firstly, cyberspace is a virtual, interconnected space where
it is easy to conceal identity. Cyberspace is thus rather different
from the real world. When we are trying to apply the LOAC rules
developed for the real world in cyberspace, we have to consider the
features of cyberspace.

Secondly, cyber-related concepts are ambiguous and lack
common understanding, including cyber war, cyber crime, cyber
weapons and cyber security, etc. In this sense, it is quite necessary
to define the related terms and concepts.

Thirdly, there is no criterion for assessing the damage caused
by cyber attacks. Most commentators use the criterion of “direct
physical injury and property damage resulting from the cyber
event”, but it is not quite clear. Besides, cyber operations feature
non-physical damage, which shall also be taken into account. But
there is still no consensus on whether non-physical damage can
constitute a use of force and how to assess the damage.

Fourthly, it is still difficult to attribute cyber attacks. This is
generally a technical issue, including difficulties in ascertaining the
sources of attack, the identity and intention of the attacker, the
relationship between the attacker and its state. Legally, it results in
difficulties in determining whether the cyber activities constitute a
use of force, and in determining the responsibility of the relevant
state.

Fifthly, there are no valid global cyber norms. Many countries
have their own cyber security policy, but the policies are generally
competing rather than complementing each other.

Sixthly, there is no generally agreed interpretation of existing
international law for both jus ad bellum and jus in bello.

II1. Solutions for the problems

Legally, consensus shall be reached on the applicability of
LOAC in cyberspace. The work of UNGGE shall be strengthened
and when appropriate a legally binding international cyber security
agreement shall be made.

Technically, in order to effectively cope with international cyber
attacks and strengthen CBMs, technologically advanced countries
such as the United States shall share cyber attack attribution
technologies. To this end, joint research and development of
attribution-related technologies should be encouraged.
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To strengthen cooperation and increase efficiency, it is necessary
to establish an international cyber security organization, preferably
under the authorization of the UN. Functions may include the
coordination of drafting and implementing relevant legal norms,
the management of joint research and development and sharing of
cyber technologies, etc. We need to further explore the efficiency
and wisdom of second track or one and a half track communication
in the process of regulation formulation.
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W.H.[dvsneBckuii, B.O.3anuBaxuH,
C.A.KomoB, A.H.IletpyHuHn

Munucmepcmeo obopornvt Poccuiickoti Pedepayuu

006 apanTauuM MeXXIyHAPOIHO-NIPABOBOTO MOHSTHS
«arpeccusi» K cnenudpuke uHGOPMAIMOHHOTO
MPOCTPAHCTBA

OdHospemento ¢ pazgumuem UHGOPMAUUOHHBIX MEXHOA02UL NO-
AGAAOMCA MEHOeHYUU U YCA08uUs 0451 UX UCHOAb308AHUS 6 dagpec-
CUBHbIX Ueasx. B nocaednee epems cyujecmeeHHo y8eautuioch Koau-
uecmeo 0ecmpyKmueHviX UHMOPMAUUOHHBIX AMAK, COBEPUIAEMBIX C
UCNOAb308AHUEM COBPEMEHHBIX UHDOPMAYUOHHO-KOMMYHUKAUUOHHBIX
mexHonoeull. Mx obsekmamu 6030elicmeuss cmaHo8amcss UH@popma-
YUOHHbBlE cUCmeMbl U pecypebl 2ocyoapcme (QUHAHCo8, mpancnopma,
NPOMbBIULIEHHOCMU, MACC-MeOUd, B0eHH020 HA3HAYEHUs U M.N.).

B anpene npouinoco eoda 6viia Hapyuiena paboma OAHKOBCKOU
cucmemot Pecnybauku FOxcnas Kopes. Kmo smo cdeaan u kmo 3a
SMUM CIOUM Meopemu4ecKu U36ecmHo, Ho 00KA3amenvHol 0a3svl y
F0ICHOKOpeliCK020 pyK08odcmea Hem.

Tak Haszwieaemoe xakepckoe coobuecmeo «AHOHUMYC» pecyasap-
HO 8blkaadvieaem 6 cemu <«HHmepHem» paziuuHyr) KOHQUOeHUU-
anvHylo uHgopmauuro, 0066imy0 He3aKkoHHsIM nymem. 4mo smo 3a
opeanu3ayusi, KMo CaHKyUuoHupyem ux desmenbHocms (Modicem 3mo
cneycayncovl KOHKpemHno2o 2ocydapcmaa), 00Cmo8epHo Heu38ecmHo,
COOMBEMCMBEHHO HEeNOHAMHO, KaKue Mepbl npomueodelicneus npu-
HUMamMb K HUM U KAK KGAaAuGuuupoeams ux oelicmeus.

B mapme smoco eoda unmepHem-pecypcol 8e0yulUx pOCCULICKUX
mene- U paduOKOMNAHUL N00GepeaUCh UHDOPMAYUOHHbIM AMAKAM,
Ueablo Komopwix 0vi10 Oa0Kuposanue ux pabomsl. Hawumu cneyua-
AUCMAMU OmMe*aemcsi 8blCOKONPOpeccUOHANbHOe NpogedeHUe IMUX
8o30eticmeuti. Ymobvl ux ocyuecmeums, mpedyemcs OAUMenbHas U
3abnazoepemennas nooeomoska. M 30ece o3HuKarom me jice 60Npo-
Cbl — KMO CAHKUUOHUPOBAA npogedenue UHGOPMAUUOHHbIX amaK Ha
pocculicKue uHmepHem-pecypcesl, KaKumu CUAaMu OHU ocyujecmene-
Hbl U KaK 3auumums ceds 6 daavheluiem?

Ananuz ceedenuli, noseaaouuxcsa ¢ cemu «HMnmeprnem» u cpeo-
cmeax maccoeol uxpopmayuu, 0 NOOOOHbBIX 0eCMPYKMUBHBIX 603-
delicmeusx nokasviéaem, Ymo 8 nocieonee epemMs UH@POPMAayUoHHble
amaku cmanosamces ece caodichee. Ilpoenosupyemces, umo 6 bauixcaii-
weltl nepcnekmuge obsekmamu ux eo3oeticmeus Oyoym He MOAbKO
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uHpopmayuonHble pecypebt 6 cemu «Mumepnem», HO U Kpumu4ecKu
8adicHble 00BeKMbl UHPPACMPYKmMYpbL 2ocyoapcme, obecneuusaroujue
(DYHKYUOHUPOBAHUE NPOMBIULCHHOCIU, MPAHCROPMA, SHEPLCMUKU U
dpyeue cgepul dcuzHeOesmeabHOCMU.

Hnpopmayuonnvie amarku Ha HUX MO2YM NPUBOOUMb K CEPbE3HbIM
nocaedcmeusim, 6nOAHe CONOCHMABUMBIM C NPUMEHEHUEeM mpaouyu-
OHHbIX 6Uudoe opyxcus. To ecmbv ucnonvzosanue UHGOPMAUUOHHO-
KOMMYHUKQUUOHHbIX MEXHOA0ULL 8 ONPEOCACHHBIX YCAOBUAX MOJICEeM
cmamo opysucUem — <UHPOPMAUUOHHBIM OPYICUEM».

B ces3u ¢ samum 6o03HuKaem 60NPOC 0 GO3MONCHOCMU NPUMEHEHUS.
3AKOHHO020 NPABA HA CAMOOOOPOHY 8 omeen Ha NodoOHble UHpopMa-
YUOHHble amaku, Komopsie 8 0GHHOM caydae noadeaemcs 803MOdiC-
HbIM PACUEHUBAMb KAK aKm aepeccuu.

B pamkax mpemveii npoguavHoll epynnel npasumenbCmeeHHsix
axcnepmoe OOH (I'T19), 3axonuusuieii pabomy ¢ 2013 20dy, psoom
aKcnepmos yice cmasuics smom eonpoc. Ho omeema ne ydasoco
Halimy KaK Ha mMom, maK u Ha opyeue 60npochl, CEA3AHHbIE C PA3-
sUMUEM CYULeCMBYHUe20 MeXCOYHAPOOH020 NPABa NPUMEHUMENbHO K
cneuupuke unpopmayuornnoeo npocmpancmea. Ilosmomy 6 mandam
uemeepmoui I'l1D, komopas Haunem pabomy & mekyuiem 200y, Obia
BKAIOYEH BONPOC 0 MOM, <KAK MeNCOYHAPOOHOe NPAB0 NPUMEHAEmCs
K UCNOAb308AHUI0 UHBOPMAUUOHHO-KOMMYHUKAUUOHHBIX MEXHOA0UL
eocydapcmeamu»’.

Taxoil wupoxuii nooxod nodpazymesaem 6 danvHeliuiem usy4enue,
6 MoM uucae, 0NPOCA 0 B03MONCHOCMU NpuUMeHeHus cm.51 Yemaesa
OOH (npaso na camoob60poHy) K B0CHHOMY peasupo8aHur) Ha UH-
gopmayuonnvle amaxu. A 3Ha4UM U M0O20, 4MO JHce NPeocmasasiem
000Ul ¢ MOUKU 3PEHUST MeNCOYHAPOOH020 NPABA «AKM azpeccuu», co-
eepuieHHblll ¢ ucnoavzoeanuem MKT.

Munoboponst Poccuu, obecnokoenHoe ycuaeHuem yeposvt nosene-
HUSI 803MOJICHOCIU NPOGEOeHUs. MPAHCSPAHUMHBIX UHPOPMAYUOHHBIX
6030elicmeull Ha UHQOPMAUUOHHBIE CUCMEMbl U PECypcbl G0CHH020
HA3HAYeHUs, NPO6ea0 AHAAU3 MeICOYHAPOOHO-NPABOBO2O NOHAMUS
«agpeccus» 6 KOHmMeKcme e20 a0anmayuu K cneyupuie ungopmayu-
OHHO20 NPOCMPAHCMEBA, OCHOGHbBLE PE3YAbIMAMbL KOMOPO2O U3N0NCEHbL
8 OaHHOU cmambe.

B HacTost111e€ BpeMsi MOHSITUE «arpeccusi» onpezaesieHo Pe3oo-
et I'enepanbHoit Accam6ien OOH 1974 roma Ne 3314 (XXIX).
B cooTBeTrcTBMU CcO cTaTheid 1 3TOI pe3osoLuuu IoJ «arpeccuein»

'« Jloctzkenusa B cdepe MHGOPMATU3ALNU U TeJEKOMMYHUKALMI B KOHTEK-
cTe MexXayHapoaHoi 6e3omacHocTu». Pesomonust I'enepanbHoit Accambien OOH
(A/68/37), 18 oktsibpst 2013 T.
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TTOHUMACTCSI «APUMEHEHUe BOOPYICEHHOU CUAbL 20CYOAPCMBOM NpO-
Mmue cyeepenumema, meppumopudibHOU HenpuKoCHO8EHHOCMU UAU
NOAUMUYECKOU He3A8UCUMOCMU O0py2020 20cydapcmea, uau KaKum-
Aubo opyeum obpaszom, Hecoemecmumvim ¢ Yemaeom OOH, kak smo
YCIMAHOBACHO 8 HACMOAWEeM ONpedeseHUU».

OTclofa cliefyeT, YTO TTOHITHE «arpeccus» He OTOXKIECTBISIET-
Csl ¢ MPMMEHEHKUEM BOOPYXKEHHOM Cujibl BooOwe. I1s1 Toro 4ytTo0bl
MPU3HATh arpeccueil Kakon-j1ubo ¢hakT NpUMEHEHUs] BOOPYKEH-
HOI CWJIbl HEOOXOAMMO YCTAHOBUTD, YTO BOOPYXKEHHasl cuJia Oblia
MCTIOJIb30BaHa M1l HapyIIeHUsI TOCYIapCTBEHHOTO CYBEpEHUTETA,
TEPPUTOPUATBHON HENMPUKOCHOBEHHOCTH WJIM MOJUTUYECKON He-
3aBUCUMOCTHU APYTOTro rocyaapcTna.

Hapyuienue rocyaapcTBEHHOro CyBepeHUTETa, TEPPUTOPU-
aJlbHOM HENMPUKOCHOBEHHOCTU WJM TIOJUTUYECKON He3aBUCH-
MOCTUA JPYroro TroOCyIapCTBa OCYLIECTBIISIETCSI B KOHKPETHBIX
dusnyeckux cpegax (3eMHOM, MOPCKOM M BO3AYLIHOM MPOCTpaH-
ctBax). Ho cymectByer euie Takas cepa, Kak «dH(GOPMaALOHHOE
MPOCTPAHCTBO»2, B KOTOPOM y KaXJOTO IOCYIapCTBa CYLIECTBYIOT
CBOM MHTEPECHI, U UX TaKKe HE0OXOAMMO 3aluiiarh. B ominuue ot
(husuYecKrx cpel OHO He UMEET SIBHO BbIPaXKeHHBIX TOCYIapCTBEH-
HbIX rpaHull. He ciydaitHO ero Ha3bIBalOT «IJ100AJIbHBIM» U «TPaHC-
IPaHUYHBIM», TO €CTh BBIXOISIINM 3a TPaHMIILI TOCYIapCTBa.

BMmecrte ¢ Tem, B mocieaHee BpeMsi MUPOBOE SKCIIEPTHOE CO-
O0OIIECTBO TIOCTETIEHHO TIPUXOAUT K TTOHMMAaHUIO TOTO, YTO IIO-
HSITHE «TOCYTApPCTBEHHBINA CYBEpEHUTET» UMEET TaKOe XKe MpsSIMOoe
OTHOILIEHUE K MH(POPMALIMOHHOMY IPOCTPAHCTBY, KaK U K reodu-
3UYEeCKUM BUIAM IIpocTpaHCTBa. Bce uMHMOpMaLMOHHO-KOMMY-
HUKAIMOHHbIE TEXHOJOIMU (CPEACTBa, CUCTEMBbI), UCIOJb3yeMble
st (hopMUpOBaHUS MH(MOPMALIMOHHOIO MHPOCTPAHCTBA, MMEIOT
CBOMX HAIIMOHAJbHBIX BIAAEIbLEB M pa3MellleHbl B Mpeaensax
CYBEPEHHBIX TI'paHUIL KOHKPETHbIX rocyaapctB. IloaTtomy TpaHc-
IPaHUYHOE HapylIeHMEe WX HOPMaIbHOIO (YHKIIMOHHWPOBAHUS
(YHUUTOXEHUE, BBIBOA W3 CTPOsl, MOAABJICHUE), KOTOPOE MOXET
OCYIIECTBIISATHCS C MCITOJIb30BAHMEM BOOPYXXEHHOM CHMJIBI, OCHO-
BAHHOW Ha MCIIOJIb30BAHUMU TPAIULIMOHHOIO OPYXUS, MOXET KBa-

2 «HpopMalIMOHHOE NPOCTPAHCTBO» — cdepa AesITeIbHOCTH, CBSI3AHHAS C
(opmupoBaHuem, cozgaHueMm, npeodpa3zoBaHUeM, Iepenayeil, UCIOJb30BAHUEM,
XpaHeHueM WH(OpPMaIINK, 0Ka3bIBaIOIIasl BO3ACICTBIE, B TOM YKCIIE HA WHAWBU-
JyaJIbHOE U 0011IeCTBEHHOE CO3HaHUEe, MH(MOPMAIIMOHHYIO MH(MPACTPYKTYpPY U COO-
cTBeHHO MHpopMalrio (cM. «CoraleHne MexXIy MpaBUTEIbCTBAMU TOCYIapCTB-
yneHoB Lllanxaiickoii opraHu3aMu COTPYTHUUYECTBA O COTPYIHUYECTBE B 00JIaCTH
obecreyeHusT MeXIyHapoaHO MH(MOPMALIMOHHOM 0€30MacHOCTU», BCTYIIMBILIEE B
cuiy 2 utonst 2011 rona).
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JUGULIMPOBATLCS KaK HapyllleHUWEe CYBEpeHUTETa, TePPUTOPUATb-
HO# HENPUKOCHOBEHHOCTH WJIM TIOJIMTUYECKOW HE3aBUCUMOCTH
JIPYroro rocyaapcTna, T.e. Kak arpeccus.

Bo3bMeM ycIOBHYIO THAPO3JIEKTpOCTaHIIMIO. HeT comHeHwit,
OHa SIBJISIETCSI KPUTUYECKU BaXKHBIM OOBEKTOM MH(PACTPYKTYPhI
rocynapctBa. Eciiv KTO-To HaHeceT Mo Takoi CTaHUUM yaap Jo-
OBIM M3 UMEIOIINXCS COBPEMEHHBIX BOOPYKEHMI, TO 3TO TIPUBEACT
K KOJIOCCAJIbHBIM Pa3pylLIEHUSIM 1 TUOEIH Jtoaei. DTo OyneT cuu-
TaThbCs aKTOM arpecCru. A €CJIM, MCIOJb30BaB MHMDOPMAIIMOHHO-
KOMMYHUKAIIMOHHBIE TEXHOJIOTMH, HapylleHa paboTa aBTOMAaTH-
3UPOBAHHOI CUCTEMbI YIIPABJICHUST 3TOM CTAHIIMU, U ITO MIPUBEJIO
K €e paspylleHuIo U rubenu Jgoaeil? Dto OyaeT akToMm arpeccuun’?
Ha, 3mech ToxXe UMeeT MECTO ObITh arpeccusl.

Bmecte ¢ TeM, ellle He CIOXWIACH TPAKTUKA TIPUMEHEHUS
«MH(OPMALIMOHHOTO OPYXUS»> IPOTUB TAKMX OOBEKTOB, PE3YJlb-
TaThbl KOTOPOTO OBIIN OBl COM3MEPUMEBI C YIIEpOOM OT TpPamgWIIM-
OHHBIX BUAOB opyxkus. OmHakKo, 0 MHEHHUIO psla 3KCIEPTOB,
YK€ €CTb MPUMEpPHI, MOATBEPXKIAIOIIME HATUYUE Y OTAEIbHbBIX
MHGOPMALIMOHHO-KOMMYHUKALMOHHBIX TexHosoruit (MKT) rta-
KHUX TPAHCTPAHMWYHBIX BO3MOXHOCTEH, KOTOpbIE MO3BOJISIOT KBa-
JTUGUIIPOBATH UX PeaIM3aInio KaK aKT BOOPYKEHHOM arpeccuiu.
Hanpumep, KOMIbIOTepHBIE aTaKX ¢ UCIIOJIB30BAHUEM MPOrPaMM-
HOro BHUpyca Stuxnet Ha UpaHCKUE sAepHbIe 00beKThl. OHU BMOJI-
He MOTYT IPETeHIOBaTh Ha MEePBOE MECTO B HOMUHAIIMM «arpec-
cusa B KubeprpoctpaHcTe» 1o uroram 2010 roma®. [IBa apyrux
IIprMepa KOMITBIOTePHBIX aTaK, XOTS W OTIWYAIOTCSI METOAaMU U
CpencTBaMu U 00beKTaMM BO3IEMCTBUSI, TAKXKE MOTYT paccCMaTpu-
BaTbCsl B KayecTBe akToB arpeccuu. Peub uper o DDOS-aTtakax
Ha MHOOPMALMOHHYIO MHGPACTPYKTYPY DCTOHUU B ampesie-Mae
2007 roga u I'py3um B aBrycte 2008 roma. OHM HamOJATO Mapajiu-
30BJIM pabOTy CUCTEM TOCYAAPCTBEHHOrO YNPABJICHUS U OOecIie-
YEHMS XKUZHEACITSIbHOCTU B 9TUX CTpaHaXx.

Yto 3TO, Kak He HapylIeHHe TOCYIapCTBEHHOTO CyBepeHUTE-
Ta, TEPPUTOPUATILHOM HEMPUKOCHOBEHHOCTU WJIM IMOJUTUYECKOMN
HE3aBUCUMOCTM Apyroro rocyaapctBa? HeciayyailHO scTOHCKOE
PYKOBOJICTBO, BCcepbe3 00eCIIOKOEHHOE YSI3BUMOCTBIO CBOEI WMH-

3 «MHbopMaLMOHHOE OpyXKe» — MH(DOPMALIMOHHbBIE TEXHOJOTUM, CPEACTBA
M METOJIbI, TIPUMEHsIEMbIEe B LIeJIsIX BeJeHUs] MHGOPMAlMOHHOM BOMHBI (cM. «Co-
IJalleHre MeXy MpaBUTeIbCTBAMU rocynapcTB-uieHoB lllaHxaiickoit opraHusa-
MU COTPYIHUYECTBA O COTPYIHUYECTBE B 00J1aCTU O0OECTIeYeHUST MEXIYHAPOIHOM
nHOOPMAIMOHHOW Ge30macHOCTH», BCTynuBIiiee B cuiy 2 mioHs 2011 roma).
4 o
Buktop MsicHukoB JlecaTh mmaBHBIX BoeHHBIX coObiTuii 2010 roma, HBO,
24.12.2010; Top Military Developments of 2010, StrategyPage, January 14, 2011.
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bopmanoHHON HMHMPACTPYKTYPhI, TOOMIOCH PACIPOCTPaHECHUS
cT. 5 BammMHrroHckoro noropopa (KOJIJIEKTUBHBII OTBET Ha BOO-
PYX€HHO€ HallaJieH1e) Ha IO0J00HOro pojaa KOMITbIOTEPHbIE aTaKu
" pa3BepHyJio B TayTMHEe HATOBCKMI LIEHTP KNOEpOOOPOHBI, TIPH-
3BaHHBIN OCYIIECTBISIT CAMMETPUYHBIM OTBET HA HUX.

BMecte ¢ TeM mnpaxkThyeckoe MNpPU3HAHUE TPaHCTPAHUYHBIX
KOMITBIOTEPHBIX aTaK aKTaMU arpecCHUM IMOKa MPpoOJeMaTUIHO.

Bo-nepBbix, He pazpaboTaHbl METOABI U CPEACTBA ONEPaTUBHO-
IO W TOYHOTO OIPEIEJICHHWST MECTOITOJOXEHUS M HaIMOHATBHOMN
MPUHAIIEKHOCTH MCTOYHUKOB MH(MOPMAIITMOHHBIX aTak.

Bo-BTOpBIX, naxe eciyd 3TM MCTOYHMKU UICHTU(MOULMPOBAHBI,
TO BO3HMKAeT TPOOJEMHBIN BOMPOC — KaK YCTAaHOBUTH CBSI3b
HEKOEro CEeTeBOro COOOILECTBa ¢ 3aMHTEPECOBAHHLIMU TOCyaap-
CTBEHHBIMH CTpyKTypamMu? UTo eciu ero wieHbl OeWCTBYIOT WMC-
KJTIOUUTEIbHO M3 MaTPUOTUYECKUX WJIM MHBIX TOOYyXneHuit? Kro
JIOJIKEH HEeCTU MEXIYHAapOAHYI OTBETCTBEHHOCTh 3a PE3yJbTaThl
OCYILLIECTBJICHUSI BPEeIOHOCHOM KOMIIbIOTepHOU ataku? Kak 06e3-
OLIMOOYHO YCTAHOBUTb HaJMUME aKTa arpeccuu? 3aKOHHBI JIK
B TIPUHIIATIC OTBETHBIC MEMCTBUS Ha TaKie KOMITBIOTepHBIC aTaKu
B paMKax peaju3aluu MpaBa Ha caMOOOOPOHY B COOTBETCTBUU CO
ct. 51 Yeraa OOH? M npoTuUB KOro KOHKPETHO OHU JTOJIKHBI
OCYILLIECTBIISITHCS?

ITouckom OTBETOB Ha BTU BOMPOCHI ceiiuac aKTUBHO 3aHUMa-
I0TCS pa3NnuHbie CTpaHbl. OTASIBPHBIMU €T0 TPYIIIAMU YK€ TIpei-
JIaralotTcss BO3MOXHBIE «OTBETbI». B 4acTHOCTHM, B 3KCIIEPTHOM
coobmiectBe CIIA mpeobnagaeT MHEHHME, YTO MPU3HAK Tocydap-
CTBEHHOI MPUHAIICXKHOCTU UCTOYHUKA MH(GOPMALIMOHHOM aTakKu
B XOlIe ¢¢ KBaIM(UKAIIUM BOOOIIEC HE SBISIETCS CYIIECTBEHHBIM.
ITpu 3TOM OHM omupaloTcs Ha T.H. KOHIIETIIINIO «OTBETCTBEHHOTO
noBeaeHus» rocyaapctB. 1o MHEHUIO amMepuKaHIIeB, Takoe IO-
BelcHNE O3HAYaeT, YTO HAIMOHAJIbHBIE TPABUTEIBCTBA JTOJKHEI
HECTU OTBETCTBEHHOCTb 3a JIOObIe KOMITbIOTEPHbIE aTaku, OCY-
IIECTBISIEMbIE C TEPPUTOPUM WX TOCYIapCTBa, HE 3aBUCHUMO OT
MX MOTUBALIMY M TTOJUTUKO-TIPABOBOTO CTaTyca 3aKa3uuMKa M UC-
MOJTHUTEJIS.

ITo HamieMy MHeHUIO, MOMOOHBIN TMOAXOA K KBalu(pUKALUU
arpeCCUBHBIX aKTOB HEMPUEMJIEM.

BoitHBI pa3BSI3BIBAIOT TOCYHapCcTBa M BEAYT C MCITOJIb30BaHU-
€M BOOPYKEHHBIX cuJ. YTo KacaeTcsl MHBIX (PU3UYECKUX U IOpU-
JWYECKUX JIUI, TO OHM MOTYT CUMTAThCS MCTOYHUKOM arpeccuu
JINIITL B TOM CJIydae, ecIv AeHCTBYIOT IO 3aKa3y rocylIapCTBEHHBIX
CTPYKTYp. JlaHHOE MOJIOXKEeHUE 3aKPeruieHo B cTaThe 3 Pesomonuu
Ne 3314 u Oyzmer 6osiee MOAPOOHO MPOAHATU3UPOBAHO HILKE.
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Bwmecrte ¢ Tem, 1uiia, KOTOpbIe OCYILECTBISIIOT TpPaHCTPAHUYHbIS
HamageHus, PYKOBOJCTBYSICh TEPPOPUCTHICCKUMU, SKCTPEMUCT-
CKUMHU WJIN KOPBICTHBIMUA MOTMBaMHU, HE MOTYT pacCMaTpUBAThCS
B KayecTBe MCTOYHMKA arpeccuu. B aTom ciydyae mHpopMayoH-
HbIE aTaKU JOJDKHBI KBAJTM(PULIMPOBATHCS KaK TEPPOPUCTUUECKIE
YTOJIOBHBIE TIPECTYIUICHUSI. DTU MPECTYIUIEHUSI MMET aHTUOO-
IIECTBEHHBINM XapaKTep M TMO3TOMY pa3JIMIHBbIC TOCYIapCTBa, Kak
MPaBUJIO, OCYILECTB/ISIIOT COBMECTHOE YrOJIOBHOE MpecieaoBaHue
BUHOBHBIX JIUI] B paMKax MeXIyHapOTHOM TTPaBOBOI TTOMOIIIH.

TocynapcTBa, ¢ TEpPUTOPUM KOTOPBIX OCYILIECTBISIFOTCS TPaHC-
rpaHUYHBbIC TIPECTYIJICHUS, TOJKHBI TaKXKe HECTU 32 HUX MEXIYy-
HApOJHYI0 OTBETCTBEHHOCTh, TaK KaK OHM 00s13aHbI 00eCIIeYnBaTh
MPaBOIOPSIAOK Ha cBoeil Tepputopuu. OQHAKO 3Ta OTBETCTBEH-
HOCTh He MMeeT OTHOIIIEHUsI K arpecCrr, KOTOpOe TI0 CBOEH TIpH-
polie CBSI3aHO C BOCHHOU MOJUTUKOW TOCYyIapCTBa U €€ IPSIMOM
WJIM KOCBEHHOU peanm3alueil B HE3aKOHHOM BOECHHOM JesTelIb-
HOCTH.

B cratbe 2 Pesomonmu Ne 3314 yka3bIBaeTcsl, UTO «ApUMEHeHUe
BOOPYICEHHOU CUAbL 20CY0apCmMeom NepevimM 6 HapyuleHue Ycmaesa
aeasgemces ceudemenvcmeom akma aepeccuu, xoms Cosem bezonac-
HOCMU MOJICem 8 COOmeemcmeuu ¢ Ycmasom coeaams 6bl800, 4Mo
onpedenerue 0 mom, wmo akm aepeccuu Obin coéepuieH, He Oydem
ONpasO0anHbIM 6 ceeme Opyeux COOMeEemcmayuux 00Cmosmenscma,
BKAIOYAS MOM (aKm, 4mo cOOmeemcmayuue aKmol Ui ux no-
caedcmeust He Hocm 00CMAMOUHO CEPbe3H020 XapaKkmepa».

IIpn mpoBemeHNUM MEXIYHAPOIHO-TIPABOBOM KBaTM(PUKALINT
KaKoro-anub0o KOHKPETHOIO aKTa TPaHCTPAHUYHOIO BOEHHOIO
MMpUMEHEeHUS MHPOPMaIIMOHHO-KOMMYHHUKAIITMOHHBIX TEXHOJIOTHIA
JAHHOE TTOJIOXKEHHE CIIEAYeT TPAKTOBATh C YUETOM JBYX OCHOBHBIX
¢axTOpOB.

Bo-mepBBIX, arpeccopoM MOXeT OBITH TIPU3HAHO TO TOCYHap-
CTBO, KOTOpOE IIepBLIM IIPOBeJI0 MH(POPMAILMOHHYIO aTaky Ha
JIPyToe TOCYIapCTBO IJIST PEIIeHUs] CBOMX BOCHHO-TTOTUTUYCCKUX
3aga4y. DTOT BpeMEHHOU (PaKTOp B COOTBETCTBUU C PE30JIIOLIMEH
CBUETEILCTBYET B MOJIb3Y MPU3HAHUS aKTa arpecCuM.

Bo-BTOpBIX, 1JIsI BBIHECEHUSI OKOHYATEILHOTO BEPAUKTA O TOM,
SIBJISIETCSl JIM JaHHasi MH(pOpMallMOHHAsI aTaka akKTOM arpeccuu
wim Het, CoBetr be3zonmacnoctu OOH momkeH OLICHUTH XapakTep
MOCJIEICTBUIA 3TOI aTaku. B ToM ciryuae, eciu mociaeacTBust OyayT
MPHU3HAHBI Cephe3HBIMM, aTaka MOXET OBITh KBaJIM(HWIIMpOBaHA
KaK aKT arpecCcum.

MoryT a1 ObITh IPU3HAHBI CEPbE3HBIMU YITOMUHABILIMECS pa-
Hee KOMITbIOTepHbBIEC aTaKW Ha MPAHCKUE sIepHBbIe OOBEKTHI, €CIH,
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MO OlLIEHKaM CHEeUUaTMCTOB, B MTOre WX MPOBEICHUS siAepHas
nporpamma TerepaHa Gbl1a OTOPOLLIEHA HA 1Ba Tofla Ha3an . Eciau
9TO TakK, To TeopeTnueckn MpaH MoxeT ObITh mpusHaH CoBeTOM
besonacHoctu OOH 006bekTOM arpeccuu, a aBTOpbl U UCITOJHU-
TeJM KOMITBIOTePHBIX aTak, €CJIu OHU ACHCTBOBAIM IO TOCydap-
CTBEHHOMY 3aKa3y, — arpeccopamu.

OpHako Ha MPaKTUKE MPUHSITH TaKoe pelleHHMe ceifyac BPsT
JIU yaacTcsl, T.K. IUIST OMIpeleieHUs CEPhe3HOCT BOCHHOTO TPU-
meHeHust UKT Cogsety besonacHoct OOH HeoOxoauMm cooTBeT-
CTBYIOLLIMI KpUTepuaJibHbII ammapaT. B HacTosiiee Bpemsi poJib
TAKOro armapara B OTHOLIEHUW MPUMEHEHUS TPAAULIMOHHON! BO-
OPYXEHHO CUJIBI BBITIOJHSIET TTepeYeHb BO3MOKHBIX aKTOB arpec-
CHUM, TIPUBEICHHBIA B CT. 3 PE30JIIOLIUU.

Bo-miepBBixX, Hanbojee MPOCTO BOMIPOC TaKoi KBaTMDUKAIINU
MOXET OBITb pEIIeH C MCMOJb30BAaHUEM KPUTEPUs «Hanadeuue
BOODYICEHHBIMU CUAAMU 20CY0apcmea Ha CYXONYmHble, MOPCKUe Ul
8030YUIHble CUAbL, UAU MOPCKUe U B030YUiHble (DA0MbL OpPY2020 20-
cyoapcmea» (1. d). Tlpu 5TOM MO CMBICY 3TOTO TMOJOXEHUST HE
AMeeT TTPUHIINITAAIBHOTO 3HAYCHUS BU TIPUMEHSIEMOTO OPYKUS.
[ToaToMy mnpoBeneHUE BOOPYKEHHBIMU CUJIAMM OJHOTO TOCYy-
JapcTBa MH(MOPMAIIMOHHBIX aTaK Ha WHMOPMAaIIMOHHYI0 WH(}pa-
CTPYKTYPY BOOPYKEHHBIX CHJI IPYTOTO IOCYIapCcTBa MOXET OBITh
npu3HaHo CoBetoM beszomacHoct OOH akToMm arpeccun.

Bo-BTophix, a1 KBaaubUKallMKA arpecCuu C MCIOJb30BaHU-
eM MKT Moryt ObITh MCIIOJIb30BaHbI TaKUM€ KPUTCPUM, KaK <«HA-
nadexue B00PYICEHHBIX CUA 20CY0apCmea HA Meppumopuio 0py2020
eocydapcmea» (n. a) u <«npumenerue 1106020 0pyicUs 20Cy0apcmeom
npomus meppumopuu dpyeoeo eocydapcmea» (1. b). B atom ciyuae
MIpUMEHEeHNE «MH(GOPMALIMOHHOTO OPYXUS» CIICIUAIbHBIMU IO~
pasneseHusIMU apMuu, GJaoTa U aBUaALUM MOXET ObITh onpeaee-
HO KaK HalTaJieHNe¢ BOOPYKEHHBIX CWJI Ha TEPPUTOPUIO APYTOTO
rocyaapcTna.

B cocraB TeppuTOopMuM rocymapcTBa BXOIAT: CYXOIyTHAasl Tep-
puTOpHMsl, aKBaTOPUs, BO3AyLIHOE MpocTpaHcTBo®. UTO Kacaercs
«MHGOPMALIMOHHOTO MPOCTPAHCTBA», TO BOIPOC O €ro BKJIOYE-
HUU B COEPKAHUE TOHATUS «TEPPUTOPUS TOCYAApPCTBA» TOKA HE
TOJILKO HE pellIeH, HO Jaxe ellle M He pacCMaTpuBajcs B TaKoi
MocTaHoBKe. BMecTe ¢ TeM, Kak y»e TOBOPUJIOCh, MMEHHO Ha Tep-

5 bapbiHbkuH B.M. MunHoe mnone uH(OPMAUMOHHBIX BOWH. BoeHHO-
MPOMBIIILICHHBINH Kypbep, Nel14, 10 anpens 2013 r., c. 6—7.

® Babypun C.H. Teppurtopusi rocymapctsa: I1paBoBble U TIeOMOIUTHUECKUE
rpo6siembl. M.: 3-Bo MOCKOBCKOro rocyaapcTBeHHOro yHuBepcurera, 1997.
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®

PUTOPUU CTPaHbl pasMelIeHbl «MH(MOPMALMOHHBIE PECYpPChI»’,
(opmupyloliie HalMOHAJIbHBII CerMEeHT WHGOPMALIMOHHOTO
npoctpaHcTBa. [1oaToMy najee moj «HamaaeHUEM BOOPYXEHHBIX
CUJI rocygapcTBa Ha TePPUTOPUIO APYTOro roCyAapcTBa» BIIOJHE
JNOIYCTMMO TIOHMMATh B TOM YUCJIC «IIPUMEHEHHUE BOOPYKECHHBI-
MM CWJIaMU rocynapcTBa MHGOPMALIMOHHOTO OPYXUSI IPOTUB UH-
(bopMaLIMOHHBIX PECYPCOB IPYTOro rocyaapcTBa».

Oco0blii MHTEpeC IS BO3MOXHON KBalu(UKAIIMK arpeccuu
¢ ucnonb3zoBanneM MKT mpeacrapiasieT Kputepuii «deticmeue 2o-
cyoapcmea, no3eonsioweco, 4mobvl e2o meppumopus, KOmopy oHo
npedocmasuno 6 pacnopsicerue 0py202o 20cyoapcmed, Ucnonb3oea-
AACh dSMuUM Opyeum 2ocy0apcmeom 0as coeepuieHus aKkma azpeccuu
npomue mpemveeo eocydapcmea» (n. f). Iloa meiicTBue IaHHOTO
KpUTEpHsi, B clydyae paclpoCTpaHeHMUs] ero Ha WMHOOpPMaIMOH-
HO€ MPOCTPaHCTBO, MOTYT IOMAcTh BCE rocyaapcTBa, Ha Teppu-
TOPUM KOTOPBIX PACMOJOXEHBI MPOKCU-CEPBEPHI, MCMOJb3yeMbIe
rocynapcTBaMUu-arpeccopamu isl MpoBeAeHUSI aHOHUMHBIX KOM-
MbIOTEPHBIX aTak.

WM HakoHell, MpUMEHEHUE KPUTEPUS «3ACbLIKA 20Cy0apcmeom
UAU OM UMEHU 20CY0apcmeda 600PYICeHHbIX 0aHO, epYnn, uppeeyasap-
HbIX CUA UAU HAEGMHUKO8, KOMOpble 0CYUeCMEAIIOm aKmbvl npume-
HeHUs 800PYICEHHOLl CUAbL NPOMUB OpY2020 20cydapcmea, Hocsaujue
CMOAb Cepbe3Hblil XapaKkmep, 4mo 3mo paeHOCUAbHO NepeHUCIeHHbIM
8bllle aKmam, Uau eeo 3HavumenvHoe yuacmue ¢ Hux» (1. g). Ero
HCIOJIb30BaHUE BO3MOXHO B TOM CJly4yae, eCc/id arpeCCUBHbIE KOM-
MbIOTEPHbIE aTaKyd OCYLIECTBISIOTCS HE MOApa3aeJeHUsIMU pery-
JISPHBIX BOOPYXXEHHBIX CUJI, @ UHBIMU CUJIAMU U CPEICTBAMMU, BbI-
MOJIHSIOIIMMU 3aa4M B UX MHTEpecax M OT UX UMEHHU.

Cnenyer oTMETUTh, uTO pe3ostonus Ne 3314 naet Coery bes-
OINAaCHOCTU BO3MOXHOCTbh HE OI'pPAaHMYMBATHCS MPUBEACHHBIM Ti€-
peuHeM. B ee cT. 4 yKa3bIBaeTCs, UTO «BblULENPUBCOCHHDLL NepeHeHb
akmog He seasemcs ucuepnovigarowum, u Cogem bezonacnocmu mo-
Jcem onpedeaumns, umo dpyeue aKkmol npeocmasasiom coooll aepec-
curo coenacHo noaodceHusm Yemaea». 1109ToMy KOHKPETHBIE KpH-
Tepuu KBajiudukauuu arpeccuu ¢ ucrnonbzoBaHuem MKT moryr
OBbITb TOIMOJHUTEIBbHO CHOPMYIMPOBaHbI B sIBHOM Buae. Hampu-
Mep, TaKUM KPUTEPUEM MOXET OBITh «IIPUMEHEHME BOOPYKCH-

7 «MHdopMallMOHHBIE pecypchl» — WHGMOPMALMOHHAs UHPACTPYKTypa, a
TakXe COOCTBEHHO MHGopmalusi U ee MoToku (cM. «CorjaiieHue Mexjay rnpa-
BUTEJILCTBAMM TOCynapcTB—uwieHOB lllaHxalicKoil opraHu3aluy COTPYIHUYECTBA
O COTpYAHMYECTBE B 00JACTU OOECIevYeHUs] MEXAyHapOoaAHOW MH(OpMalMOHHON
06e30MmacHOCTU», BCTynuBilee B cuity 2 uioHs 2011 rona).
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HBbIMM CUJaMU rocyaapcTBa MHGOPMALIMOHHOTO OPYXUs MPOTUB
KPUTHUYECKU BaXKHBIX OOBEKTOB JPYroro rocyaapcTBar.

IIpencraBnsgercs Takke HEOOXOTUMBIM CHPOPMYITMPOBATH KPH-
Tepruii MHGOPMAIIMOHHOTO HamaaeHUs C TPUMEHEHUEM COBpe-
MEHHBIX MH(MOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX — TEXHOJOTUIA
(corlmanbHbIe CeTH, MOOMJIbHASI PAIUOCBI3b U JP.), TTOJTYYUBIIETO
IIMPOKOE pacpocTpaHeHHUe B rocjaenHee Bpems. TakKuM KpUTepu-
€M MOXET CTaThb «IIpollaraHaa rocyaapcTBOM BOWHBI U MPUMEHE-
HUS CUJIBI, PacIpoOCTpaHeHHe TTOACTPEKaTeILCKOM MHMOPMAIINH,
CHOCOOCTBYOIIME JeCTadWIN3alMKd BHYTPUTOCYIApPCTBEHHOU U
MEXIYHapOIHON 00CTAaHOBKM, Pa3BSI3bIBAHUIO M 3CKAJAIIMU BOO-
PYXKE€HHBIX KOH(MIUKTOBY.

B Tom ciyyae, ecau ot nessHusl OyAyT MpU3HAHbI TPUMEHEHU-
€M BOOPYXXCHHOU CWJIbl TOCYIapCTBOM WJIM TPYIINON rocyaapcTB
IIPOTUB CYBEpEHUTETa, TEPPUTOPHATBHON HETTPUKOCHOBEHHOCTH
WIA TIONIMTHYECKONW HE3aBUCHUMOCTH JAPYroro TOCydapcTBa, OHU
JIOJDKHBI KBaTU(PUIIMPOBATBCSI B KAYECTBE aKTOB arpeccuu. DTO
3aKOHOMEPHO BJIEYeT 3a COO0O0I OTBETCTBEHHOCTD, KaK rOCYIapCTB,
TaKk U (U3MYECKMX JIMIL, MPUYACTHBIX K MX TMOATOTOBKE M IpPO-
BEJICHMUIO.

VYcerap OOH, 3akpernJsisi MpUHIIMIT HEeBMeIIaTeIbLCTBA B JeJa,
BXOJISIIIIME BO BHYTPEHHIOI KOMIIETEHIIMIO JIIOOOTO TOCYyIapCcTBa,
JleJaeT U3 3TOTO MPUHIINIA UCKITIOYEHHNE TOJBKO B cIyJyae TpruMe-
HEHUSI TIPUHYAUTEIbHBIX Mep Ha ocHoBaHMHU m1aBbl VII, TO ecTb
mo pewieHuto Coera beszomacHoctu OOH, a He mo coOCTBeH-
HOMY YCMOTPEHHUIO KaKOro-jaubo rocymapcrsa, JUOO KOTMIUKU
TOCyIapCTB.

Hna maapHEMIero MccleqoBaHUS BO3MOXKHBIX TIOIXOIOB K
BBISIBJICHUIO MH(POPMAIIMOHHBIX aCIEKTOB arpecCuy WHTEpeC
MPEACTABISIET BOMPOC pPA3TPAaHUUYEHMST TIOHSTHUS <«arpeccusl» |
«caMo00oOpoHa», MpaBo Ha KOTOPYIO 3akperuieHo cT. 51 Ycrasa
OOH, rae 3anucano: «Hacmoswuii Ycmae Hu 6 Koeili mepe He 3a-
mpaezueaem HeomseMAeMO20 NPasa Ha UHOUBUODYANbHYIO UAU KOANEK -
MUBHYIO CAMOOOOPOHY, ecau HNpou3olidem 600pyJceHHoe HanadeHue
Ha Yaena Opeanuszauuu, do mex nop, noka Cosem bBesonachocmu
He npumem mep, HeoOX00UMbIX 0451 NOOOEPIHCAHUS MeHCOYHAPOOHO-
20 mupa u bezonachocmu. Mepot, npunamole Ynenamu Opeanusayuu
npu ocyuecmeneHul 3moeo npasa Ha camooO0pPoHY, 00ANCHbL Obimb
HemeonenHo coobujenv: Cosemy besonacnocmu u Hukoum o6pazom He
0011CHbL 3ampazueams NoAHoMouul u omeemcmeennocmu Cogema
bezonacnocmu, 6 coomeemcmeuu ¢ Hacmoswum Ycmaeom, 6 om-
HOuleHUU npeonpuHamus 8 aboe epems maxKux oeticmsuil, KaKue oH
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coumem HeoOX00UMbIMU 051 NOOOEPIUCAHUS MeHCOYHAPOOHO20 MUPA U
be3onacHocmu».

XapakTepHoO, UTO TaHHOE TOJOXEHHUE TPAKTYeTCs pa3TuIHbIMU
CITeIIMAJIMCTaMH MEXIYHApOIHOTO TIpaBa Mo-pa3HOMY.

B yactHocTH, poccuiickas opuaddeckass HayKa YTBEpXKIaeT,
YTO BOOPYKEHHOE HaIlaJeHUe SIBJISICTCS] MIEPBUYHBIM 10 OTHOIIIE-
HUIO K camoobopoHe. [ToaroMy ocHOBaHMEM [IJisI HEE€ MOXKET ObITh
TOJIbKO peajlbHOe BOOPY:KEHHOE HalaleHue, a He ero yrposa,
IOCKOJIBKY B TIOCTICIHEM Ciydae caMoOOOpOHa YTpauymBaeT CBOE
OTBETHOE KavyecTBO, M cama IIpeBpalllaeTCs B BOOPYXEHHOE Ha-
najaeHue.

3amagHble 9KCIEPThl HAIMPOTUB CUMTAIOT, YTO TOCYIapCTBO
MMEET MpaBo MPUOETrHYTh K caMOOOOPOHE MPEBEHTUBHO, T.€. HE
TOJIBKO B CJIydae BOOPY:KEHHOTO HaITalleH!sT Ha HeTO, HO U B CIIy-
Yasgx ero yrposbl, a Takxke I 3alllUThl CBOMX 3KOHOMUYECKHUX
WHTEPECOB M TpaXkIaH, KOTOPBIE IMTOABEPTalOTCS OMTACHOCTH ITPH MX
HAXOXIEHUM Ha TEPPUTOPUM IPYTMX rOCyAapcTB. B xone mepsBoit
KoHdepeHun no ob63opy Pumckoro craryra MexayHapoaHOro
yrojioBHoro cyiaa (MYC) mpakThuecku €eIMHOAYIIHO OTBEPTHY-
to mpemioxenue neierauuu CILHA 00 McKIlOUeHUU IOPUCIUK-
mu MYC B ciaydae, Korma TOCyoapcTBO-arpeccop AeiCTBOBAIO
«006pOCOBECMHO U C Ueabio NpedynpedlcoeHuUss npecmynieHull, npedy-
cmompennbvix cmamoamu 6, 7 u 8§ Cmamyma»®. To ecTb MONbITKA
CIHIA orpaautbh cedsi OT OTBETCTBEHHOCTHU B Cllyyae MpPOBEICHUS
OuepeHON T.H. «T'YMaHUTApHOW WHTEPBEHLMM» HE Halllla MO[I-
nepxku 6onee 100 rocymapctB-usieHoB MYC.

ITo cmbicay cT. 51 Yeraa OOH BO3MOXHOCTH OOpallieHUsT K
CcUJie B MOPSIIKE CaMOOOOPOHBI, K MPUMEPY, OT KOMITBIOTEPHBIX
TpaHCTPAaHMYHBIX aTakK JOMYyCTUMAa TOJIBKO B CJIydae, €ClIM OHU
oynyt npusHaHbl CoBetoM bezomacHoctu OOH aktoM Boopy-
>XeHHOTOo HamameHus. [1o3ToMy MpeBEeHTUBHOE M pacCIIMpeHHOE
TOJIKOBaHME CaMOOOOPOHBI OT TaKMX aTak, MpUMEHsIeMoe ceifuac
B pykoBozsiux gokymeHtax CIHA u HATO, nporuBopeuur co-
BPEMEHHOMY TTOHMMAHUIO TpaBa rocyaapcTBa Ha MPUHYAUTEIb-
HOe o0ecrieyeHHe CBOEH TeppUTOpPUAIbHONW HENMPUKOCHOBEHHO-
CTU ¥ TTIOJIUTUYECKOM HEe3aBUCUMOCTH OT HACUJIbCTBEHHOTO aKTa B
(bopme BoOpykeHHOro HamaaeHuUs.

Takum oOpazoMm, aHamM3 WHQMOPMAIIMOHHBIX  ACIEKTOB
«OTIpeNieJICHUsT arpeccuu» CBUACTEIbCTBYET O HEoOXOAUMMO-

8 Borym I'. O630pHast KoHbepeHINs Mo PUMCKOMY CTaTyTy: HOBBIE TOPHU30H-
Thl MEXIYHAPOIHOTO YTOJIOBHOTO MpaBocyausi. CpaBHUTEIbHOE KOHCTUTYLIMOHHOE
ob6o3penue, Ne 5 (78). 2010, c. 1-9.
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CTM €ro amanTaluuu [Jisi TPUMEHUMOCTH K WHGOPMALMOHHO-
KOMMYHUKAIIMOHHBIM TEXHOJIOTHUSIM Ha OCHOBE WCITOJIB30BAaHUS
YK€ CYIIeCTBYIOLINX TooxkeHuit Pezomorum Ne 3314, o KOTOpbIX
TOBOPMJIOCH BHINIE. WM BKITIOUEHMST B cTaThio 3 310l Pesomonnm
JIOTTOTHUTEILHBIX OIPEIeIeHNT BO3MOXHBIX aKTOB arpeccuu B
UH(OPMALIIOHHOM MTPOCTPAHCTRBE.

B wactHOCTHM, K HUM, HalpuMep, MOTYT OBITh OTHECEHBI:

e TMpUMeHeHHe BOOPY:KEHHBIMH CHJIAMH TrocyaapcTBa uHgopma-
HHOHHOTO OPYXKHS NMPOTHB KPHTHYECKH BAXKHBIX OOBLEKTOB JPYrOro
rocyIapcTBa, B pe3yJibTaTe KOTOPOrO BO3HHKIIM TeXHOT€HHbIe KaTa-
cTpodsl;

e TOCYAAPCTBEHHAS MPOMATAHAA, TPAHCTPAHHYHOE PACIPOCTPAHe-
HHe KOTOPOil MpUBEJIO0 K JeCTAOMIM3AUM BHYTPUTOCYIAPCTBEHHOI
H MeXKIYHAPOIHOI 00CTAaHOBKH, PA3BA3BIBAHMIO M SCKAJIAIMH BOOPY-
JKeHHbIX KOH()JTUKTOB.

B 3aximoueHmne HEOOXOOUMO OTMETUTB, UTO ACSATEITHLHOCTH IO
BbIpaOOTKE MOPUAUYECKU O0053aTeJIbHOTO <«OTpEAesieHUs arpec-
cUM», JUIIIyIocs yxke Oojiee 60 JieT, Heb3sl CUYUTATh 3aBEpIICH-
HOW, TaK Kak JaHHOe ompeiesieHre He o0amaeT HeoOXOmMMMOi
IOpUANYECKON CUIION. DTO CBA3aHO ¢ TeM, uTo I'eHepaibHas Ac-
camosiest OOH, ubeii pe3ositonineii ObLIO 3aKPEIJIEHO OlpeaeeHe
arpeccuu, He YIoJJHOMOYeHa IPUHUMATD pellieHus], 00s3aTeIbHbIE
JUISL MUCTIOJIHEHUsI BCEMU rocyaapcTBamMu-uieHaMu OpraHu3aiuu.
OaHako B 0003pMMOI TEpCHeKTMBE 3Ta MpobjemMa MOXET ObITh
peweHa. B yactHoctu, B 1998 romy MYC 6buia npeaoctaBieHa
IOPUCIUKIINS B OTHOIIEHUH «IIPECTYIUICHUSI arpeCCHI» TIPU YCIIO-
BUU, YTO OHA HAYHET OCYILECTBIISITHCS MOCJe TOro Kak OyaeT Mpu-
HATO OIpeesIeHNe 3TOTO TpecTyIuieHus. B mocienyroime rombr
MOHSITUE «IIPECTYIUIEHUE arpeccumn» Obl1o chopmynupoBaHo Cre-
AQJILHON pabodeil Tpymmoi IyTeM WHKOpHopanvuu B Pumckuii
CratyT «OrnpeneiieHus arpeccun», KoTopoe Ipuiiaraioch K Pe3o-
monun I'eHepanbHOit AccamGien OOH 3314 (XXIX) 1974 rona.
Ha nepsoii KoHbepenuus no 063opy Pumckoro cratyra MYC B
uioHe 2011 roma ObLIa MpUHSITA PE30JIOLUIO, COIJIACHO KOTOPOM
B HEro BKJIOYAIOTCSI OMpeleeHUE <«IPECTYIJICHUE arpeccum» U
YCIIOBHS, IPU KOTOPBIX Cym MOXKET OCYIIECTBIIATh FOPUCIUKIIAIO B
OTHOLLUEHUU 3TOTO TpecTyrieHus’. MaKTUUeCcKoe OCyILECTBIEHUE
IOPUCIUKIINN 3aBUCUT OT pelleHMsI, KOTOpOoe OymeT MPUHITO Ha
ouepenHoi 0030pHOIT KoHMepeHMK Tocie 1 ssHBaps 2017 ropa.
TakuMm o6Gpa3oM, OXHMIaeMOe BKITIOUCHHE OMPEICICHUS arpecCuu

° KoHdepeH1us 110 0630py PuMckoro cratyta MexIyHapoIHOIO YTOJ0BHOTO
cyna. Kammana, 31 mas — 11 utons 2010, roga. OcduiimanabHbie OTYETHI.
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B PuMckuii ctaTyT, mpuaact eMy HeoOXOAUMYIO IOPUIMYECKYIO
CUITY.

Yrto kacaercss MHPOPMAILMOHHBIX ACIIEKTOB 3TOr0 MEXKAyHa-
POIHO-TIPABOBOIO TOHSTUSI, TO UX YYET B OOLIEM «OIpeAeaecHUN
arpeccumu» MmoTpedyeT MHUIIMUPOBAHUS OTACIbHBIX ITePErOBOPHBIX
npoiieccoB, Kak B pamkax OOH, Tak u B crpykrypax MYC. JIuuib
B UTOT€ WX TMPOBEJIEHUS] U KOHCEHCYCHOTO 3aBeplIeHUS] MUPOBOE
COOOILIECTBO CMOXET TMOJIYYUTh YHUBEPCATbHYIO MEXIYHApOIHO-
MPaBOBYIO METOJOJOTUIO OTHECEHUsI KOHKPETHBIX (DAKTOB TpaHC-
rpaHuyHoro rnpumeHeHust coBpeMeHHbIX MKT Kk aktam Boopy-
JKEHHOI arpeccuu.
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I.N.Dylevskiy, V.0.Zapivakhin,
S.A.Komov, A.N.Petrunin

Ministry of Defense of the Russian Federation

Adaptation of international legal concept of “aggression”
to the specifics of information space

With the development of information technologies, there emerge
trends and conditions for their use for aggressive purposes. Recently
there was a significant increase in number of destructive informa-
tion attacks by means of contemporary information and communica-
tion technologies. They target information systems and information
resources of States (financial, transportation, industrial, media, mili-
tary, etc.).

Last year in April the banking system of the Republic of South
Korea was disrupted. In theory it is known who did this and who is
behind this, but the South Korean leadership does not have the evi-
dentiary foundation.

The so-called “Anonymous” hacker community regularly puts var-
ious illegally obtained confidential information on the Internet. What
kind of organization this is, who authorizes its activities (perhaps the
secret services of a particular State) is not known for sure, and thus it
is not at all clear what countermeasures should be taken against them
and how to qualify their actions.

This year in March, online resources of major Russian TV and
radio companies suffered information attacks, aimed to obstruct their
work. Our experts have noted a highly professional conduct of these
attacks. Their implementation requires a lengthy preliminary prepara-
tion. And here the same questions arise — who authorized information
attacks on Russian Internet resources, what forces carried them out
and how to protect oneself in the future?

Analysis of information about such destructive effects, found on the
Internet and in the media, shows that lately information attacks are
becoming more complex. It is predicted that in the near future they
will target not only information resources on the Internet, but also the
national critical infrastructure, which supports operation of industry,
transportation, energy and other spheres of life.

Information attacks on critical infrastructure can lead to serious
consequences, comparable with the use of conventional weapons. That
is, the use of information and communication technologies in certain
conditions can become a weapon — an “Information weapon”.
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In this regard, the question arises about the possibility to invoke a
legitimate right to self-defense in response to such information attacks,
which in this case, as it appears, is possible to qualify as an act of
aggression.

This question has already been raised by a number of experts
within the framework of the third UN Group of Governmental Experts
(GGE) (concluded its work in 2013). But one couldn’t find answers to
this and other questions related to the development of existing interna-
tional law in relation to the specifics of the information space. There-
fore, the fourth mandate of GGE (which will start this year) includes
a question “how International Law is applied to the use of Information
and Communication Technologies by countries.”

This broad approach implies among other things the study of ap-
plicability of Article 51 of the UN Charter (the right to self-defense)
to military response to information attacks. And therefore the study
of what comprises an act of aggression with the use of ICT from the
standpoint of International Law.

Russian Ministry of Defense is also concerned about the increasing
threat of such comparable to known acts of aggression cross-border
information effects on military information systems and resources. In
this regard, the Russian military experts have analyzed the interna-
tional legal concept of “aggression” in the context of its adaptation
to the specifics of information space, the main results of analysis are
described in this article.

Aggression is currently defined by UN General Assembly Reso-
lution 3314 (XXIX) of 1974%. According to the Article 1 of this
Resolution, aggression is “the use of armed force by a State against
the sovereignty, territorial integrity or political independence of
another State, or in any other manner inconsistent with the Char-
ter of the United Nations, as set out in this Definition”.

It follows that the concept of “aggression” is not identified with
the use of force of arms in general. In order to recognize any fact
of force of arms use as aggression, it is necessary to establish that
force of arms was used to breach sovereignty, territorial integrity or
political independence of another state.

Violation of sovereignty, territorial integrity or political inde-
pendence of another state is carried out in specific physical envi-
ronments (land, sea and airspace). But there also exists “Informa-

"UN General Assembly Resolution 68/243. Developments in the field of infor-
mation and telecommunications in the context of international security

2“Definition of Aggression” UN General Assembly Resolution 3314 (XXIX),
1974
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tion Space”?, where each State has its interests, which must be
protected. In contrast to physical environment, it has no distinct
state borders. It stands for reason that it is often called “global” and
“cross-border”, that is they cross national borders.

However, currently the global expert community is gradually
developing an understanding that the concept of “state sovereign-
ty” has the same direct relation to information space, as to other
forms of geophysical space. All information and communication
technologies (assets, systems), used to form the information space,
have their national owners and are housed within the sovereign
borders of individual States. Therefore, cross-border violations of
their normal functioning (destruction, incapacitation, suppression),
which can be accomplished by force of arms based on the use of
traditional weapons, could qualify as a violation of the sovereignty,
territorial integrity or political independence of another state, i.e.
as an aggression.

Let’s take conditional hydroelectric power plant. It is no doubt
a critical infrastructure of the State. If someone attacks it by means
of any of the available modern weapons, it will lead to immense
destruction and loss of life. This would be considered an act of
aggression. And if, the automated control system of the station is
disrupted by means of information and communication technolo-
gies, and this led to its destruction and loss of life? Would it be an
act of aggression? Yes, here as well, there happens to be an act of
aggression.

Having said that, the practice of “information weapons”™* use
against such targets, the results of which would be commensurate
with the damage caused by conventional weapons has not yet de-
veloped. However, according to some experts, there are already
examples confirming that certain information and communication
technologies (ICT) have such cross-border capabilities that allow
one to qualify their use as an act of armed aggression. For example,
computer attack using the Stuxnet virus on Iran’s nuclear facilities

3 “Information space” — field of activities related to generating, transforming,
transferring, using and storing information which influences, in particular, indi-
vidual and public mind, information infrastructure and information as such (see
Agreement between the Governments of the Member States of the Shanghai Co-
operation Organization on Cooperation in the Field of International Information
Security, 2 June 2011)

4 “Information weapon” — information technologies, ways and means of wag-
ing an information war. (see Agreement between the Governments of the Member
States of the Shanghai Cooperation Organization on Cooperation in the Field of
International Information Security, 2 June 2011)
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may well claim the first place in the 2010 nomination “aggression
in cyberspace”. Two other examples of cyberattacks, although
used different methods, tools and targets, can also be considered as
acts of aggression. These examples are DDOS-attacks on the infor-
mation infrastructure of Estonia in April — May 2007 and Georgia
in August 2008. They permanently paralyzed public administration
and municipal maintenance systems in these countries.

What is this but a violation of state sovereignty, territorial integ-
rity or political independence of another country? No wonder that
Estonian government, being seriously concerned about vulnerabili-
ties of their information infrastructure, got Article 5 of the Wash-
ington Treaty (collective response to an armed attack) to extend
to this kind of computer attacks and deployed NATO Cooperative
Cyber Defense Centre of Excellence in Tallinn, to carry out a sym-
metrical response to them.

However, the practical recognition of cross-border cyber attacks
as acts of aggression is significantly complicated.

Firstly, there are no developed methods and tools for rapid and
precise identification of location and national identity of source of
cyberattacks.

Secondly, even if the sources of malicious activity are identified,
how to expose a connection between a certain network community
with government stakeholders? What if its members act solely out
of patriotism or other motives? Who should bear international re-
sponsibility for the outcome of a malicious cyberattack? How can
one accurately establish the presence of an act of aggression in this
case? Is a response to such computer attacks legitimate in princi-
ple as part of the right to self-defense under Article 51 of the UN
Charter? And at whom exactly should this response be directed?

Countries are actively looking for answers to these questions.
Certain groups of experts within these countries have already come
up with possible “answers”. In particular, among the U.S. expert
community the dominant opinion is that the national identity of
information attack is not at all essential in the course of its quali-
fications. At the same time they rely on the so-called concept of
“responsible behavior” of countries. From American perspective
this behavior implicates that national governments should be re-
sponsible for any computer attacks carried out from their territory,
regardless of motivation of attack and political and legal status of
contractor and perpetrator.

3 V.Miasnikov, Top Military Developments of 2010, StrategyPage, January 14,
2011.
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In our opinion, such an approach to qualification of aggressive
acts is unacceptable.

Wars are unleashed and waged by countries with the use of
armed forces. As for individuals and legal entities, they can be
considered a source of aggression only if they act on order by gov-
ernmental authorities. This provision is formalized in Article 3 of
Resolution 3314 and will be further analyzed hereafter.

Having said that, Individuals who carry out cross-border attacks
with terrorist, extremist or interested motives, cannot be consid-
ered a source of aggression. In this case, information attacks should
be classified as terrorist, extremist or other criminal offenses. These
crimes are antisocial in nature and therefore different countries as a
rule cooperate on criminal prosecution of those responsible within
the framework of international legal assistance.

Countries must be internationally liable for transboundary
crimes carried out from their territory, since they are under obliga-
tion to administer the law on their territory. However, this respon-
sibility is not related to the crime of aggression, which by its nature
is associated with national military policy and its direct or indirect
implementation in the form of illegal military activities.

Article 2 of Resolution 3314 states that “the first use of armed
Jforce by the State in contravention of the Charter shall constitute prima
facie evidence of an act of aggression although the Security Council
may, in conformity with the Charter, conclude that a determination
that an act of aggression has been committed would not be justified
in the light of other relevant circumstances, including the fact that the
acts considered or their consequences are not of sufficient gravity”.

In the course of international-legal qualification of specific act
of cross-border military use of ICT this provision should be inter-
preted with regard to two principal facilitations.

Firstly, a country which first executed an information attack on
another state to accomplish its military and political objectives may
be recognized as aggressor. This time factor, in accordance with
the resolution favors the recognition of an act of aggression.

Secondly, to take the final verdict on whether or not this in-
formation attack is an act of aggression, the UN Security Council
must assess the nature of consequences of this attack. In case the
effects are found to be of sufficient gravity, the attack can be quali-
fied as an act of aggression.

Can the aforementioned cyberattacks on Iranian nuclear facili-
ties be considered of sufficient gravity if, according to experts, as
a result of these attacks, Tehran’s nuclear program was set back
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two years?® If so, then theoretically Iran could be recognized by
the Security Council of the UN as a target of aggression, and the
authors and perpetrators of computer attacks, if they acted on gov-
ernment orders — as aggressors.

However, presently this decision is unlikely to be made in prac-
tice, as the UN Security Council needs corresponding criterial
framework to determine the gravity of the military use of ICT.
Currently a list of possible acts of aggression in Article 3 of Resolu-
tion 3314 serves as similar framework regarding the use of conven-
tional armed force:

Firstly, the issue of such qualification can be easily resolved by
using the criterion of “an attack by the armed forces of a State on
the land, sea or air forces, or marine and air fleets of another State”
(pt.d). At the same time, in the context of this provision, it does
not matter what kind of weapons are used. Therefore, cyberattacks
launched by armed forces of one country against information infra-
structure of the armed forces of another country may be recognized
by the Security Council as an act of aggression.

Secondly, for qualification of aggression by means of ICTs one
can use the criteria “affack by the armed forces of a State on the
territory of another State” (pt.a) and “use of any weapons by a State
against the territory of another State” (pt.b). In this case, the use of
information weapons by Special Forces of army, navy and air force
can be qualified as an attack by the armed forces on the territory
of another State.

The territory of a State includes land, water, aerial domains’.
As for the “information space”, not only the question of its inclu-
sion in the concept of “territory of a State” has not been resolved,
but it has not even been considered from this standpoint. However,
it is obvious that “information resources”® which form the national
segment of the information space are precisely on the territory of a
State. Therefore, further by “attack by the armed forces of a State
on the territory of another State” we will mean among other things
“the use of armed forces of a State information weapon against
information resources of another state”.

% V. Barinkin “Minefield of information wars” Military-industrial courier Ne14,
April 10, 2013, p. 6—7.

7 S.Baburin “Territory of the state. Political and geopolitical issues”, Published
in Moscow State University 1997.

8 “Information resources” — information infrastructure, as well as information
as such and its flows (see Agreement between the Governments of the Member
States of the Shanghai Cooperation Organization on Cooperation in the Field of
International Information Security, 2 June 2011)

96

Forum_1.indd 96 @ 22.10.2014 13:40:22



Criterion “the action of a State in allowing its territory, which it
has placed at the disposal of another State, to be used by that other
State for perpetrating an act of aggression against a third State” (pt.f)
is of special interest for possible qualification of aggression using
ICT. The scope of this criterion in case it extends to information
space, can encompass all States which have on their territory proxy
servers that are used by aggressor States for anonymous cyberat-
tacks.

And finally, the use of the criterion “the sending by or on behalf
of a State of armed bands, groups, irregulars or mercenaries, which
carry out acts of armed force against another State of such gravity as to
amount to the acts listed above, or its substantial involvement therein”
(pt.g). It can be relevant if aggressive computer attacks are carried
out not by units of the regular armed forces but by other forces and
means executing tasks in their interest and on their behalf.

It should be noted that the Resolution 3314 doesn’t limit the
Security Council to the list noted above. Article 4 states that “the
acts enumerated above are not exhaustive and the Security Council
may determine that other acts constitute aggression under the provi-
sions of the Charter”. Therefore, the specific qualification criteria
of aggression with the use of ICT can be further explicitly defined.
For example, “the use of information weapons by armed forces of
a State against objects of critical infrastructure of another State”
may be such a criterion.

It seems essential to formulate a criterion for recently prolifer-
ated information attacks that use modern information and commu-
nication technologies (social networks, mobile communications,
etc.). “State-sponsored propaganda of war and use of force, dis-
semination of inflammatory information aimed on destabilization
of national and international situation, outbreak and escalation of
armed conflict” can be such a criterion.

In case these actions are recognized as the use of armed force
by State or group of States against sovereignty, territorial integrity
or political independence of another State, they should be qualified
as acts of aggression. This naturally entails responsibility for nations
and individuals involved in their preparation and execution.

UN Charter enshrines the principle of non-interference in mat-
ters within the domestic jurisdiction of any State, and makes an ex-
ception to this principle only in case of enforcement measures un-
der Chapter VII, that is by descision of the UN Security Council,
and not at the sole discretion of any State or coalition of states.

To further investigate the possible approaches to identification
of the information aspects of aggression; of particular interest is
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the question of distinction of concepts “aggression” and “self-de-
fense”, as enshrined in Article 51 of the UN Charter: “ Nothing in
the present Charter shall impair the inherent right of individual or col-
lective self-defence if an armed attack occurs against a Member of the
United Nations, until the Security Council has taken measures neces-
sary to maintain international peace and security. Measures taken by
Members in the exercise of this right of self-defence shall be immedi-
ately reported to the Security Council and shall not in any way affect
the authority and responsibility of the Security Council under the
present Charter to take at any time such action as it deems necessary
in order to maintain or restore international peace and security”.

It is indicative that this provision is interpreted by different in-
ternational law specialists in different ways.

In particular, Russian science of law states that an armed attack
is primary in relation to self-defense. Therefore, only a real armed
attack, rather than the threat of it, can be the basis for self-defense,
as otherwise it loses its self-defense response quality, and itself
turns into an armed attack.

Western experts, in contrast, believe that the state has the right
to resort to self-defense preemptively, not only in case of an armed
attack, but also in case of a threat, or to protect economic interests
and citizens who are at risk in other countries. In the course of the
first Review Conference of the Rome Statute of the International
Criminal Court (ICC), the proposal made by the United States to
exclude the jurisdiction of the ICC when the aggressor state acted
in “good faith and to prevent crimes envisaged in Articles 6, 7 and §
of the Statute™ was almost unanimously rejected. Thus, the U.S.
attempt to shield themselves from liability in the event of another
so-called “humanitarian intervention” was not supported by more
than 100 member states of the ICC.

By implication of Article 51 of the UN Charter, the recourse
to force in self-defense, for example, in the event of cross-border
computer attacks, is allowed only if they are recognized by the Se-
curity Council as an act of armed attack. Therefore, preempive and
extended interpretation of self-defense against such attacks given in
guideline documents of the U.S. and NATO, contradicts the cur-
rent understanding of the right of the State to ensure its territorial
integrity and political independence from the act of violence in the
form of an armed attack.

% G.Bogush Review Conference of the Rome Statute: new horizons of interna-
tional criminal justice. Comparative constitution review Ne 5 (78)2010, pp.1-9
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Thus, analysis of information aspects of “definition of aggres-
sion” testifies the need of its adaptation to be applicable to infor-
mation and communication technologies on the basis of the afore-
mentioned existing provisions of Resolution 3314. And inclusion of
the possible acts of aggression in the information space in Article
3 of this Resolution.

In particular, it is proposed to include:

the use of information weapons by armed forces of a State
against critical infrastructure of another State;

State propaganda of war and use of force, dissemination of in-
flammatory information to promote destabilization of national and
international situation, outbreak and escalation of an armed con-
flict.

In conclusion, it should be noted that the work on the elabora-
tion of a legally binding “Definition of Aggression”, that has been
going on for more than 60 years, cannot be considered finished,
since this definition lacks the necessary legal power. This is due to
the fact that the UN General Assembly, whose resolution codified
the definition of aggression, is not empowered to make decisions
binding on all Member States of the Organization. However, in
the foreseeable future, this problem can be solved. In particular,
in 1998, the ICC was given jurisdiction over the “crime of aggres-
sion”, provided that it will be implemented after the definition of
this crime will be accepted. In subsequent years, the concept of
“crime of aggression” was conceived by Special Working Group by
legislative restatement in the Rome Statute of “Definition of Ag-
gression”, annexed to the UN General Assembly Resolution 3314
(XXIX) of 1974. During the first Review Conference of the Rome
Statute of the ICC in June 2010, there was adopted a Resolu-
tion, according to which the Rome Statute includes the definition
of “crime of aggression” and conditions under which the Court
may exercise jurisdiction over this crime'’. The actual exercise of
jurisdiction depends on decisions to be taken at the next Review
Conference after January 1, 2017 . Thus, the expected inclusion of
a definition of aggression in the Rome Statute will provide it with
necessary legal force.

As for information aspects of this international legal concept,
their regard in the general “definition of aggression” would require

10" Review Conference of the Rome Statute of the International Criminal Court,
Campala, May 31 — June 11, 2010, Official proceedings
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the initiation of separate negotiation processes, both within the UN
and in the structures of the ICC. Only as a result of this negotia-
tion processes and their completion with a consensus can the world
community receive a universal international-legal methodology for

classification of specific facts of cross-border use of modern ICTs
as acts of armed aggression.
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H.B.CokoioBa

Munucmepcmeo unocmpanmuix dea Poccutickoti Pedepayuu

O MeXayHApOIHO-NPABOBBIX ACMEKTAX MCHOJIb30BAHUS
HH(OPMAIMOHHO -KOMMYHHKAIMOHHBIX TE€XHOJIOTHIA:
onbiT I'pynnbl npaBuTeIbCTBEHHBIX 3KcneproB OOH
0 MeXKIYHAPOAHOH MH(GOPMALIMOHHOH 0€30MACHOCTH

VYBaxaeMble JaMbl U TOCIoAa, KOjieru!

Xouy mo0JjlarogapuTh OPraHM3aTOPOB CETOAHSIIHEN BCTpEeUM
3a BOBMOXHOCTb OOCYAUTb B KPYTy 9KCIEPTOB TaKyl0 aKTyaJIbHYIO
U MPUOPUTETHYIO TMPOOJIEMATUKY KaK MEXIyHapOAHO-TIPaBOBbIE
acMeKThl MCMO0JIb30BaHUSI UH(HOPMALIMOHHO-KOMMYHUKAIIMOHHBIX
texHosnoruii (MKT).

Ckaxy npsiMo: i TIOJUTUKOB U IMUILJIOMAaTOB 3Ta TeéMa — BO
MHOTOM «Teppa nHkoruuta». MKT, Kak mojyBeKOM paHee aToM-
HbI€ TEXHOJIOTMU, OTKPBLUIM HOBYIO 3IOXY B MCTOPUU yejloBeue-
crBa. Ternepb Ham MPEICTOUT OMPEACIUTh Ha MEXIYHApOIHOM
YPOBHE «IIpaBWjIa UTPbl» B MHPOPMAIIMOHHOM IIPOCTPAHCTBE, UTO
He ObUIO BOBpeMsl CIeJaHO MPUMEHUTEIbHO K sIIepHOI cdepe.
Kax u3BecTHO, pe3yabTaToOM CTajla TOHKA BOOPYXXEHUIi, OTpaHu-
YyeHHe KOTOPOI MOTPeOOBaIO KOJIOCCAIbHBIX YCUIMI CO CTOPOHBI
MEXXAYHAapOAHOTO COOOIIECTRA.

OT pe3y/ibTaTOB CErOAHSIIIHEN NUCKYCCUM 3aBUCUT, OymeT Ju
«yrpa» B MH(MOPMALIMOHHOM MPOCTPAHCTBE YECTHOM.

AKTYyaJIbHOCTb TaKOT'O Pa3roBOopa HEBO3MOXHO IE€PEOLIEHUTD.
Ecnu npexae yrpo3bsl B MH(GOpPMALMOHHON cdepe Ka3aluCh XOTS
M IIyramplieii, HO OTHAJCHHON MEpPCIIEKTUBOM, TO ceivyac CTajlo
OYEBUIHO: BpeMsl «mIpeamMOys» mpoluio. [Topa nmepexoauTs K KOH-
KPETHBIM PEIICHUSIM.

Bceobiee nmpuzHaHue 3Toro pakTa WLUIIOCTPUPYET, HAIIPUMED,
T0, yTo B OOH MexxayHapoaHass nH(GOpMalMoHHasl 0€301acHOCTD
(MUDB) npeBpaTuiiach B MOJIHOLEHHBIN, BIUSATEIbHBIA TPEeK, Ha-
psily C pa3opyXeHUEeM M JPYTMMU <«KJIACCUYECKUMU» TEeMaMHU.
B nipoiiuiom romy 6ecripelieieHTHOE KOJIMYECTBO cTpaH (boiiee 40)
noaaepxano pesomounio I'enaccambien OOH o co3maHum Ho-
Boii I'pynmbl mpaBuUTeNbCTBeHHBIX 3KcreproB (I'TID) mo MHUB.
HecMmotpst Ha OromKeTHbIE IIPOOJIEeMbI, C KOTOPLIMU B HACTOSIIIEE
BpeMs ctankuBaercss OOH, cduHaHcupoBaHUe Ha 3TOM HaIllpaB-
JIEHMU HE TOJIbKO He ITOCTpamano, Ho u yBeauudeHo: I'TID B pac-
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LIMPEHHOM COCTaBe TMPOBEAET YeThipe (a He TPM, KaK 3TO ObLIO
paHblie) 3acenaHus. [lepBoe M3 HMX COCTOMUTCS yX€ B UIOJIe B
Helo-Mopke.

ITo3BonbTe MHE MCMOJIB30BaTh Hallly BCTpeuyy B [apmuiie, 3Ty
YHUKAJTbHYIO BO3MOXXHOCTh HAMPSIMYIO OOpaTUTBCS K 3KCIepTaM, U
OUYEPTUTh T€ «IPOOJEMHBIE Y3Jbl», PACIYThIBATh KOTOPbIE HAM TMpU-
netcst B xoae padbotsl I'TID. B nepByto ouepeb, 3TO BOIMPOCHl MeX-
JTYHapOIHO-MPABOBOIO PEryIMpoBaHus MHGOPMALOHHON chephl.

Kak okaszanoch, Ha 3Toil Jopore Jerko 3adayauthbcs. Bor u
Halll CEerOoAHSIIHUI pa3roBOp OO 3TOW MUHYTHI OBLT IIETUKOM
cokycupoBaH Ha 0OCYXACHUU OAHOTO JOKyMeHTa — «TalauHH-
CKOTO PYKOBOJICTBA IO MPUMEHEHUIO MEXIYHApPOIHOTO IpaBa K
BeeHUIO KUOepBoiHb». CKianbiBaeTCs BreYaTJeHME, YTO OTO
eIUHCTBEHHasl HapaboTKa B 3TOl cepe, y KOTOPOU HET aJlbTep-
HaTtuB. [IpuHIIMIIMATBLHOE HECOrJacHue BbI3bIBAET camMa MOCTaHOB-
Ka 3aJayd — B OCHOBE J0KJIala JIEXKUT TE3UC O HEeM30eXXKHOCTU
KoHGAUKTOB B cepe ucnonb3oBanus MKT, nmpu 3ToM Kak gaH-
HOCTb TMPENOAHOCUTCS HEBO3MOXHOCTb WX MPeJOTBPALLCHUS.
Bech mocneayonmii aHaiu3 CTPOUMTCS HA OCHOBE UMEHHO 3THUX
MPEOChUIOK.

B cBs131 ¢ 3TUM BO3HUMKAET BOMPOC: KaKOW CMBIC] TOTJa BOOO-
11Ie BECTH 3aTpaTHbIC MEXITYHAPOIHbBIC TUCKYCCUU, €CJIU MBI 3apa-
Hee pacluchiBaeMcsl B COOCTBEHHOM OECCUIMU U HECTIOCOOHOCTU
IpedoTBPATUTh BOMHY B MH(POPMALIMOHHOM IIPOCTPAHCTBE?

C npyroii CTOpOHbBI, HE CJIMILKOM J MHOIO BHUMaHUS yhe-
JISIETCSl TOKJIaay 9KCIIEPTHOTO YPOBHSI, €CJIM JaXe caMu aBTOPbI
OLIEHMBAIOT €ro BBIBOJABI KaK ycTapeBIlue?

B Bompoce o MexayHapomHO-MPaBOBOM PEryJupoBaHUU UC-
nonb3oBaHuss MKT mMbl HaumHaeM OajeKo He «C HyJIs» U HE «OT
TannuHHa». B To BpeMmsi Kak OTAEIbHbIC CTpaHbl YBJACYEHHO pa3-
pabaTbIBaju «IpaBujia BeAeHUS! BOMHbBI» B UH(OPMALIMOHHOM IpO-
CTpaHCTBe, Poccust BbICTyMmMIIa ¢ MpaBUaMU €€ MpeaoTBpallleHusI.

B 2011 r coBmectHO ¢ maptHepamu 1o HHIOC Mbl pacrnpo-
cTpaHwin npoekT «IIpaBuj moBeaeHUsI B 00JacTU OOecIieueHUs
MMHNDB». B ero ocHOoBe — wuuesl MpeaoTBpallleHNsI, B IIPOTUBOBEC
Jleraausaluu, KoHQIUKTOB B cepe ucnosibzoBanust MKT. «IIpa-
BUJIa» TI0 CBOEMY JYXY SIBJISIIOTCSI «I)KCHTJIbMEHCKUM COTJIALLIeHU-
e€M» CTpaH, KOTOpble, PYKOBOACTBYSICh 3ApaBbiM CMbICIOM, a HE
HUIEOJIOTUYECKMMU YCTAaHOBKAMU, CTPEMSITCSI TapaHTUPOBAaTb MUP
B MH(OPMALIMOHHOM TPOCTPaHCTBE.

OTKJIMKM CO CTOPOHBI APYTHUX TOCYIapPCTB IMPOAOJIKAIOT ITOCTY-
natb. BAOXHOBISIET TO, YTO C TEUEHMEM BPEMEHU MHTEpeC K AO-
KYMEHTY Ha TMOJUTUYECKHUX TUIOLIAIKaX BO3pacTaeT.
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He ckpoto, B anpec «IIpaBui» 3Bydar u KpUTUUECKUE OLIEHKH,
XOTS KOHKPETHOTO OOOCHOBAHMS, IMOYEMY JOKYMEHT HE MOXET
CTaTh MEXIYHApOJHO- MPABOBO OCHOBOI peryJMpoBaHMsI TTOBe-
nenust rocynapets B chepe MKT, no cux He cMoOr mpeiacTaBUTh
HuKTO. CKJIagbIBaeTCs BIIEYaTICHNE, UTO 3a4acTyl0 KPUTHKA CBSI-
3aHa HE CTOJIbKO C €ro COAEpKaHUEM, CKOJIBKO C «aJlJieprueil» Ha
WHULIMATUBY, KaK Mcxosinyo oT crpad IOC.

BrI3bIBaeT ynuBiIeHHE B CBSI3M C 3TUM MOJYAHHME SKCIEPTHO-
ro cooOllecTBa, KOTOPOe KaXeTcsl HACTOJbKO YBJeUueHHbIM «Tai-
JIMHHCKUM PYKOBOICTBOM», YTO — TO JIU MO MHEPLUUU, TO JIU
YMBIIIJIEHHO — WTHOPUPYET allbTepHAaTUBHBIE MHULIMATUBEL. Elre
OoJTbIlIe Pa30YapOBEIBAIOT OIICHKU B JIyXe «HE YWTajl, HO OCYX-
Jao». XOTs UMEHHO peajibHble U HAayYHO OOOCHOBaHHBIC 3aMe-
YaHUSI 9KCIEPTOB MOIVIM OBl IOMOYb gopaborarh «IIpaBuia mo-
BEICHNST» B KOHCTPYKTUBHOM KITIOYE.

Temnepb 0 MO3UTHBHOM.

Ham yxe 0 MHOTOM yIaIoCh JOTOBOPUTHLCS HA CAMOM BBICOKOM
MEXIyHapOoJAHOM YpOBHeE. B MIoHe mpouuioro rojaa 3aBepiinia pa-
ooty npenpiayias ['TID OOH no MUWB. [le6atbl ObLIM OCTPHIMU
1 BEJIMChH O TTOCIeIHeTo MoMeHTa. Ho oHM TTokasanu, 4To Tepen
JIMIIOM OOIIMX YIrpo3 KOHCEHCYC BO3MOXEH JaXxe B TOM ciyyae,
€C/IM MEXIy yJYaCTHUKaMU €CTb pa3HOIjacus Mo OTACJbHBIM BO-
npocaMm. B utore ObUT MPUHAT AOKJIAH, KOTOPbI OAHO3HAYHO 3a-
KpemnwI, 4TO BCe CTpaHbl 3amHTepecoBaHbl B pa3putuu MKT B
MMPHBIX LEJSIX, B TaKXKe B MPenoTBpalleHUd KOHMIUKTOB, BbI-
3BaHHBIX UX TPUMEHEHHEM.

«Toukoil oTcueTa» AJIs1 Halllero Pa3roBopa B JajbHEMIleM, IO
obiemy MHeHue akcrneptoB ['TID, nomkHa cTaTh HaleJIeHHOCTh Ha
npegoTBpalleHue KoHgpoHTauuu ¢ npumeHeHueM MKT. DTo oco-
OEHHO BaXKHO Terepb, KOrma Ha MOBECTKY JHS (PaKTUUECKU BBIHO-
CATCS1 BOMPOCHI BOWMHBI M MUpa B UHMOPMAIITMOHHOM TPOCTPAHCTBE.

B mokymeHTe oTpaxkeH ellle OAWH TMPUHIUIIMAIBHBI MOMEHT.
Ham ynanoch 1ocTiyb MpaBoBOro KoMIpomucca mo 6a3oBoMy moji-
X0y B OTHOIICHWUU MEXAYHAPOAHO-TTPABOBbIX aCMEKTOB UCITONb30-
Banusa MKT. Dror koMmpoMuce 3akiioueH B cOalaHCHUPOBAHHON
dopmyIie: MexayHapoaHOE MPaBo B 1IEJIOM MPUMEHHUMO K MH(Op-
MalMOHHOMY IIPOCTPAHCTBY, HO NPU 3TOM HEOOXOAMMO BbIpaboO-
TaTh U HOBBIE HOPMBI, KOTOPBIE OTpaXkajau OBl ero CIelu(UKY.

Takoil moaxon — He AuIIoMaTHyeckast kazynuctuka. OH mpo-
JNUKTOBAaH COOOpaKeHUSIMU 3ApaBoro cMmbicia. IlepBast yacTb 3TO-
ro KomMmpomucca (puKcUpyeT TOT (pakT, 4To MH(OpPMaALIMOHHOE
MPOCTPAHCTBO HE SIBJSIETCSI MTPOCTPAHCTBOM Xaoca, «IKYHTJISIMU»,
B KOTOPbIX HE JEHCTBYIOT OOLIEPUHSTBIE MEKAYHAPOIHbIC TPUH-
LIMIIBI M1 HOpMBL. EfBa I KTO-TO CTaHET OTPHUIIATh, YTO TOCyaap-
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cTBa 1npu ucnoiab3oBaHuu MKT noiKHBI coOtoaaTh MOJIOXKEHUS
YcraBa OOH. B noknane I'TID ecTh, Hanpumep, 4eTKOE yKa3zaHue
Ha TO, YTO OAMH M3 0a30BbIX IPUHIMIIOB coBpeMeHHoro MIT —
MPUHLUIT YBaXXEHMSI TOCYAAPCTBEHHOTO CYBepeHUTETa — pacripo-
cTpaHsieTcsl Ha cdepy ucrnonb3oBaHus rocymapctBamu MKT, B
YaCTHOCTHU, Iopucaukiuio rocynapcts Haax UK T-undpactpykrypoit
Ha WX TEPPUTOPHN.

OmHako y KOMIpOMUCCa €CThb M BTOopas yacTb. OHa Tpenrno-
JlaraeT BbIpaOOTKY HOBbIX HOpM MII, KoTOpbIe YYUTHIBAJIU Obl
cnenudpuyeckue ocooeHHocTu MKT. DTomy TakkKe eCTh JIOTUYHOE
00bsICHEeHUE: MH(GOPMALIMOHHOE MPOCTPAHCTBO, Kak HOBasl cepa
JEITeIbHOCTU UeJIoBeKa, He MOXET «aBTOMATUUYCCKU» PEryaupo-
BaThCsl TEMU HOPMaMM, KOTOpPbIe CO3AaBaIUCh IS COBEPLICHHO
WHBIX TEXHOJIOTMYECKUX YCJIOBU. B mpolioM 1mo mnomoOHomy
MyTH 1LJIO pa3BUTHE MOPCKOTO M KOCMMYECKOIO TpaBa.

Ha naHHoM 3Tare BbIPMCOBBIBAIOTCSI JBa OCHOBHBIX HampaB-
JIEHUsI pa3BUTHSL MEKIYHAPOIHO-TIPABOBOM 0a3bl — amganTallus
(B Tex cayyasix, KOraa 9TO BO3MOXKHO U 11eJ1eco00pa3Ho) psiaa cy-
1LIECTBYIOLIMX HOPM U BbIpabOTKa HOBBIX. HeoOXoaumo 3aKpbITh
MEXIYHapOIHO-TIPAaBOBbIE «JIaKYHBI» B 9TOI 00JIACTH.

Bo-niepBbIX, 3T0 npobiemMa pejieBaHTHOM TepMUHOJIorMM. Ta-
kue 6a3oBble TTOHSATUSI MIT Kak «BOOpY:KEHHOE HaIaAecHUE», «aKT
arpeccumn», «HeUTpaauTeT» U Ap. MIPUMEHUTENIbHO K MHbOpMAaLIK-
OHHOMY TIPOCTPAHCTBY MOTYT TOJYYUTH COBEPIIIEHHO MHOE TIpa-
BOBOE HAMOJIHEHMUE.

Hanpumep, MoxeT moTpeboBaTbCsl pacllMpeHHasi WHTepIpe-
TalMsl «aKTa arpeccum», KOTOPBIN OIpeaesseTcss JOKYMEHTaMM
OOH xak «mpruMeHeHHe BOOPYXXEHHOI CHUJIbI TOCYIapCTBOM IPO-
TUB CYBepEHUTETA, TEPPUTOPUATLHON HETTPUKOCHOBEHHOCTH WJIU
MOJIUTUYECKOM HE3aBUCUMOCTH APYroro rocymapcrsa» (ct. 1, pe-
zomounst «Omnpenenenue arpeccum» I['enaccamb6iaen OOH 3314
oT 14 nekadbps 1974 r.). B cnucok aeiicTBUi, MOMagalolIUX MO
OrpeJie/IeHUue «arpecCum», BKIIOUEHbI BTOPXKEHUE BOOPYKEHHBIX
CUJI HAa TEPPUTOPUIO APYTOM CTPaHbI, OKKyNalHUsl, TEPPUTOPUATIb-
Hasl aHHEeKcus, 6oMOapAUPOBKH, OJI0KaAa MOPCKUX MOPTOB U Mp.

O4eBUIHO, YTO JAHHBIN CITMCOK, COCTaBJIEHHBIN Oojee TpUI-
LIaTU JIeT Has3ad B COBEPIUEHHO WHBIX BOCHHO-TIOJIUTUYECKUX U
TeXHOJOTMYECKUX peajusx, JajJeKo He ucueprbiBamoluii. Pe3o-
JIIOIIMS MpeaycMaTpuBaeT ero paciiupenue. Kak nmpeacrapisercs,
B HEr0 MOXHO ObLIO Obl BHECTU 3JIOHAMEPEHHOE MCIOJIb30BaHUe
MKT, BxiIoyasi KOMIbIOTEpHBIE aTaKU Ha KPUTUYECKYI0 MH(ppa-
cTpyKTypy. KOHKpeTHble (GOPMYJIUPOBKM B BTOM CMbICie, 6e3-
YCJIOBHO, TPEOYIOT AETaIbHOI IPOPaAOOTKU.
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[TpumeuaTesbHO, YTO TMOMA COBPEMEHHOE OMpeleeHUe arpec-
CHUM MOMNaJaeT B TOM YHUCJIE:

a) «JIefCcTBUE TOCyaapCTBa, MO3BOJISIONIETr0, YTOObI €TI0 TeppU-
TOPHUS MCIOJIB30BAIACH 3TUM [PYTUM TOCYAAPCTBOM IS COBEP-
IIEHUST aKTa arpecCUU MPOTUB TPEThETO TOCYIapCTBa»;

b) ucnoab3oBaHME HAEMHUKOB IS TIPUMEHEHMSI BOOPYXKEH-
HOIi CHJIBI TIPOTUB JIPYrOro rocyiapcTBa.

JaHHbIE MOJOXEHUS TaKXKe MOTIJIU Obl ObITh agalTUPOBAHBI K
nHGOpPMallMOHHOMY TIpocTpaHCcTBY. M y Hac yxe ecTb HapabOTKU
B 9TOil obsactu. B ynomsHyrom noknaae I'TID mpsmo ykaszaHo,
YTO «TOCydapcTBa HE IOJDKHBI MCIIOJIB30BaTh IMOCPETHUKOB IS
COBEpIIEHUST MEXIyHAPOIHO-TIPOTUBOIPABHBIX ACSIHUI» C TIPU-
MmeHeHneM MKT, a takke HOKHBI CTPEMUTBLCS MpeaoTBpallaTh
HCTI0JIb30BAHUE UX TEPPUTOPUM B HE3AKOHHBIX LIEJISIX.

Bo-BTOphIX, 3TO Tmpobsema peryJupoBaHusi KOH(JIMKTOB B
MHGOPMALIMOHHOM TPOCTPAHCTBE C TOYKHU 3peHusi jus ad bellum
(mpaBO Ha IpUMMEHEHME CWIbI) U jus in bello (MexmyHapoaHoe
ryMaHUTapHOEe TpaBo), B TOM 4yucie KBalubuKays nHhopmaim-
OHHOTO OPYXMSI KaK HOBOT'O BMIAa BOOPYKEHUIA, peanusanus mnpa-
Ba Ha CaMOOOOpOHY, BKJIIOYasl MmapameTpbl MPOMOPLUHUOHATIBHOTO
OTBeTa Ha HamameHue ¢ ucroyb3oBanueM KT u np.

ITosicHIO Ha KOHKpeTHOM TipuMepe. B cooTBeTcTBUM ¢ YcTaBoM
OOH (ct. 51) npuMeHeHrEe CUJIBI BO3MOXKHO JIMILb B OOHOM CIIy-
yae: MpU peayn3aliuy paBa Ha caMooO0OpoHY. B cBolo ouepenb,
9TO MpaBo MOJIyyaeT rocyaapcTBO, KOTOPOE MOABEPITIOCH «BOOPY-
>KEHHOMY HarmnajaeHuio». KOHKpPEeTHOro omnpeneacHus «BOOPYKEH-
Horo HaraaeHusi» MIT He conepxut. I1o ciaoxuBiecs: MpakTUKe
ITOJ, HUM TIOHMMAaeTCs HamaleHWe ¢ MpUMEHEHWeM TpaauIuoH-
HBIX METOJIOB U CPEICTB BEeIECHUS BOCHHBIX NEWUCTBUIA. B cBsI3M C
9TUM BO3HMKaeT BOMpPOC — MOXHO Ju KiaccuduuupoaTtb MKT
Kak opyxue? U ecau ga, To K KaKOMY BUILY BOOPY>KEHUIA OHU MO-
I'yT ObITh OTHECeHHI? B cilydyae «BOOPY:KEHHOIO HaIaJeHUs» ro-
CyJIapCTBO MMeEeT TMPaBO Ha «IMPOMNOPIHOHATIBbHYI» CaMOOOOPOHY.
ToYHbBIX MapaMeTPOB «IPONOPILUOHATILHOTO OTBETA», JaXe B CIy-
yae C TPaAULIMOHHBIMM METONAMM BeICHUS BOCHHBIX NEWCTBUI,
YCTAaHOBUTb HE YAAJOCh A0 CUX TOpP, XOTS MOMBITKM TPEeANpUHU-
MaloTCsl Ha MPOTSLKEHUU MojyBeka. OueBHIHO, YTO OMPEACTUTh
«IIPOMOPLIMOHAIBHOCTh» CAaMOOOOPOHBI MTPUMEHUTETBHO K cepe
ncnonb3oBanusa MKT Oymer eie ciaoxHee.

C apyroii croponbl, eciii MKT paccmarpuBaTh Kak TEXHOJIO-
MY IBOMHOTO Ha3HAYeHUsI, MOTYT JIM OBITh PacIpOCTpaHEHBI Ha
HUX OTPAaHUYEHUST B paMKaX COOTBETCTBYIOIIMX PEXKUMOB?
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OTnebHOro BHUMaHUS 3aCy>KMBaeT TPAKTOBKA MOHSTUS «HEM -
TpaJIUTET> NPUMEHUTEIHHO K MH(POPMAIIMOHHOMY TTPOCTPAHCTBY.
Hanpumep, MOXeT JM TOCYZapCTBO CUMTATbCSl HEUTPaIbHBIM,
€C/Id Yepe3 ero TeppUTOPUIO BEAYTCS KOMIBIOTEPHbIE aTaku Ha
apyroe rocymapctBo? JInbo Takue ymapbl HAHOCSTCSI HErocyaap-
CTBEHHBIMU CYOBEKTaMU B MHTEpEcax TPeTbeil cTpaHbl?

Kpome Toro, cyiiecTByeTt rpoodsiemMa MexXayHapoIHO-TPaBOBOM
OTBETCTBEHHOCTM 3a HeIlpaBOMEpHOE NMPUMEHEHHUE rocyaapcTBa-
mu KT, dopm ee ycraHoBieHUsT 1 3akperieHus. Kak Oymyt B
ciayyae ¢ MKT yperyaupoBaTbcsli BO3HUKAIOIIME CIIOPHI, KaKYlO
poJIb B 9TOM AOJDKHBI UTrpaTh MexaHudMbl OOH u B Kakom Ha-
MpaBJIeHN X HEOOXOAMMO Pa3BMBAaTh — BOT JAJIEKO HETIOJHBIN
CIMCOK BO3HMKAIOLIMX B CBSI3U C 3TUM BOIMPOCOB.

Kak ObL10 cKazaHO BbIllle, B MIOJE TPOBEIET IMepBOe 3acena-
Hue HoBas ['TID OOH no MUB. Io poccuiickoit ”HULIMATUBE €e
MaHzaaT cOKyCHMpOBaH Ha IByX TeMax — wucnosnb3oBaHue UKT B
KoHGaUKTax U mnpuMeHuMmoctb MII K mHpopMalLlmoOHHOMY IIpO-
CTpaHCTBY. MBI OXMJIaeM OT IMCKYCCUM B pamkax gaHHoi I'TID
KOHKPETHBIX BbIBOJIOB MO JAHHOU mpobJieMaTuKe.

B sTOM cMbIcie BCTpeuum Ha 3KCIEPTHOM YpPOBHE HaKaHyHe
HoBolt ceccum ['TID, momoOHBIE CErOmHSIIHENM, MOTJIM OBl CHe-
JIaTb BECOMBII MpaKTUYECKUil BKJIaa B ee padbotry. Bo3Bpaiasich K
npobsieMe TEPMUHOJIOTMHU, XOTEJIOCh Obl OOPaTUTh BHUMaHME Ha
oneiT OBCE, roe B Hacrosiiee BpeMsl UOET OOCYXKICHUE Mpemd-
noxeHHoro Poccueit rinoccapust B chepe MUB. DtoT rinoccapuii
MOJTOTOBJIEH HA OCHOBE BCEX JIEMCTBYIOLIMX HA JAHHBIK MOMEHT
cornaueHuii no MMb, yyacTHUKOM KOTOphIX siBJsieTcs: Poccusl.

®opym B apmuie 3aciay>kuil BBICOKWIT MEXIYHApOIHBIN aB-
TOPUTET B IJIaHE AUCKYCCUM I10 BorpocaM MMUDB u npencrasiser
LIeJIbIA PsiT HALIMOHAIBHBIX B3IJISIIOB Ha JaHHYO MpobjiemMaTu-
Ky. DKCHEepTHbI/ MOTEeHUMa] 3TOW IUIOLIAAKU MOT Obl UMETh U
KOHKpETHOE TpUMEHEHUE B MOJUTUYECKOM TuiockocTu. Hampu-
Mep, MOXHO OBLTO OBI co3daTh B paMmkax Popyma Hedopmab-
HyI0 pabouyio TpyIldy II0 BbIpaOOTKE MEXXIYHapOZHO-IIPaBOBOI
TepMuHoJiorndyeckoii 6a3bl B chepe MKT. Takas rpynma moria
OBl CHCTEMATU3UPOBATh CYIIECTBYIOIIME TOHSATUS W OIPEACTIUTh
HampaBjeHMsI MX BO3MOXHON amanTtauuu. MTorm naHHOW pabo-
Thl MOIJIM Obl OBITH YYTEHbI B XOJ€ JUCKYCCHUM Ha MPOGUIbHBIX
MEXIyHApOAHBIX IUIoLIaaKax, Bkiaouas OOH.
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N.V.Sokolova
Ministry of Foreign Affairs of the Russian Federation

On international legal aspects of the use of information
and communication technologies: the experience of the
UN Group of Governmental Experts on international
information security

Ladies and gentlemen, colleagues!

I would like to thank the organizers of this meeting for the
opportunity to discuss among experts such relevant and crucial
problematics as international legal aspects of the use of information
and communication technologies (ICT).

Frankly speaking, for politicians and diplomats this topic is
largely a «terra incognita». ICTs, as nuclear technologies half a
century earlier, opened a new era in the history of mankind. Now
we must determine at international level the rules for «the game»
in the information space — what with regard to nuclear sphere has
not been done in time. As you know, it resulted in an arms race,
limitation of which required tremendous efforts of international
community.

The results of today’s debate will determine whether «the game»
in the information space will be honest.

The relevance of this conversation cannot be overemphasized.
If before now the threats in the information sphere seemed though
frightening, but a distant perspective, now it is obvious that the
time of «preamble» has passed. It is time to move on to concrete
solutions.

General recognition of this fact can be illustrated by the fact
that International information security (IIS) has become a full-
fledged, influential track in the UN, along with disarmament and
other «classical» topics. Last year, the UN General Assembly
resolution on the establishment of a new Group of Governmental
Experts (GGE) on IIS was supported by an unprecedented number
of countries (more than 40). Despite the budgetary challenges the
UN is currently facing, not only did the funding in this area not
suffer, but it had been increased: GGE will be holding four (instead
of three, as it was before) extended meetings. The first of these will
take place in July in New York.

Let me take advantage of our meeting in Garmisch, this unique
opportunity to directly address the experts, and to describe the «areas
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of concern» that we’ll have to tackle in the GGE. Primarily, these
are questions of international legal regulation of the information
sphere.

As it turned out, it is easy to get lost on this road. As with
our conversation, that until now has been focused entirely on
the discussion of «The Tallinn Manual on the International Law
Applicable to Cyber Warfare». You can get an impression that this is
the only work in progress in this field, and it has no alternatives. The
very definition of the problem leads to fundamental disagreement —
the report is based on the thesis, that conflicts with the use of ICTs
are inevitable, and it is impossible to prevent them. All subsequent
analysis is built on the basis of these assumptions.

In this regard the question arises: then what is the point in
generally expensive international debate, if we acknowledge in
advance our own powerlessness and inability to prevent war in the
information space?

On the other hand, isn’t this experts’ report drawing too
much attention, when even the authors evaluate the findings as
outdated?

Regarding the question of international law regulating the use
of ICT we start far «from scratch» and not «from Tallinn». While
some countries enthusiastically developed «rules of war» in the
information space, Russia came forward with rules to prevent it.

In 2011, together with SCO partners, we circulated a draft
«Guidelines in the sphere of IIS». At its heart lies the idea of
prevention of conflicts with the use of ICTs, as opposed to their
legalization. «Guidelines» in their spirit are the «gentlemen’s
agreement» between countries that are guided by common sense
and not ideological guidelines and seek to ensure peace in the
information space.

We still receive responses from other nation-states. It is
encouraging that interest to this document on political forums
increases over time.

Frankly, the «Guidelines» get critical acclaim as well, although
no one managed to provide any specific justification why this
document cannot become an international legal basis for regulating
the behavior of states in the field of ICTs. It is often an impression
that criticism is not so much related to the content, but to «allergy»
to the initiative coming from SCO countries.

Therefore, the silence of the expert community is surprising,
as it seems to be so keen on «Tallinn manual» that it — whether
out of inertia, or intentionally — ignores alternative initiatives.
Even more disappointing are estimates in the spirit of «I did not
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read, but condemn nonetheless». Although real and scientifically
substantiated comments of experts in particular could help refine
the «Rules of Conduct» in a constructive way.

Now let’s move to positive things.

We have been able to reach agreement on a lot of things at the
highest international level. Last year in June, the previous UN
GGE has finished its work. Sharp debates were held until the last
moment. But they showed that in the face of the common threats
consensus is possible even if there is a disagreement between
parties on specific issues. As a result, the report was adopted,
and definitively confirmed that all countries are interested in ICT
development for peaceful purposes, and in prevention of conflicts
caused by their use.

By general opinion of GGE experts, preventing confrontation
caused by ICT use should be a «starting point» for our conversation
in the future. This is especially important today, when questions
of war and peace in the information space are actually put on the
agenda.

The document reflects another important point. We managed to
reach a legal compromise on basic approach to international legal
aspects of ICT use. This compromise is reflected in a balanced
formula: international law is generally applicable to the information
space, but it is necessary to develop new rules that would reflect its
specific features.

This approach is not a diplomatic casuistry. It is dictated by
considerations of common sense. The first part of this compromise
captures the fact that information space is not a space of chaos,
«jungle», where no generally accepted international principles and
norms exist. It is unlikely that anyone would deny that in the use of
ICTs the nation-states must comply with the provisions of the UN
Charter. For example, the report of GGE has a clear indication
that one of the basic principles of modern international law — the
principle of respect for state sovereignty — extends to the sphere
of ICT use by nation-states, in particular to jurisdiction of nation-
states over ICT infrastructure in their territory.

However, this compromise has another side. It implies the
development of new norms of international law, which take
into account the specific features of ICTs. And there is a logical
explanation to this as well: information space, as a new sphere of
human activity, cannot be «automatically» governed by the rules
that were created for completely different technological conditions.
In the past development of maritime and space law went along a
similar path.
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At this stage, there stand out two main directions of development
of the international legal framework — adaptation (in cases where
it is possible and appropriate) of a number of existing standards and
development of the new ones. It is necessary to close international
legal «deficiencies» in this area.

Firstly, it is the problem of relevant terminology. Such basic
concepts of international law as «armed attack», «aggression»,
«neutrality» and others can get a completely different legal content
with regard to information space.

For example, we may need an extended interpretation of the
«act of aggression», which is defined in the UN documents as «the
use of armed force by a State against the sovereignty, territorial
integrity or political independence of another State» (Article 1, of
the «Definition of Aggression», UN General Assembly Resolution
3314 of 14 December, 1974). The list of actions that fall under the
definition of «aggression» includes armed forces invasion of the
other state’s territory, occupation, territorial annexation, bombing,
blockade of sea ports, etc.

Clearly, this list, compiled in completely different military-
political and technological realities over thirty years ago, is not
exhaustive. The resolution provides for its extension. It seems that
the list could be extended by inclusion of misuse of ICTs, including
cyberattacks on critical infrastructure. In this context specific
language will, of course, require a detailed study.

It is noteworthy that current definition of aggression includes
the following:

a) «the action of a State in allowing its territory... to be used
by that other State for perpetrating an act of aggression against a
third State»;

b) employment of mercenaries for the use of armed force against
another State.

These provisions could also be adapted to the information
space. And we already have experience in this field. The above-
mentioned report of the GGE expressly states that «States must
not use proxies to commit internationally wrongful acts» with the
use of ICT and should seek to prevent the use of their territory for
illegal purposes.

Secondly, there is a problem of conflict management in
information space in terms of jus ad bellum (the right to use
force) and jus in bello (international humanitarian law), including
qualification of information warfare as a new type of weapon, and
realization of the right to self-defense, including parameters of
proportional response to the attack with the use of ICT, etc.
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Let me provide a specific example. In accordance with the UN
Charter (Article 51) the use of force is possible only in one case:
the realization of the right to self-defense. This right is in turn given
to the nation-state which suffered an «armed attack». International
law does not provide a specific definition of an «armed attack».
In accordance with established practice it is thought of as an
attack by the use of traditional methods and means of warfare.
In this regard, the question arises — is it possible to classify ICTs
as a weapon? And if so, what weapon category should they be
referred to? In case of an «armed attack», the state has the right
to «proportional» self-defense. So far we couldn’t establish exact
parameters of «proportional response» even regarding traditional
methods of warfare, although there have been attempts to do so
over the course of the last fifty years. Obviously, it will be even
harder to determine «proportionality» of self-defense in relation to
the use of ICTs.

On the other hand, if ICTs are considered to be dual-use
technologies, can these restrictions be extended to them under
corresponding regulations?

Special attention must be given to interpretation of the concept
of «neutrality» in relation to information space. For example, can
nation-state be considered neutral if cyber attacks on another nation-
state are conducted through its territory? Or if such strikes are
launched by non-state actors in the interests of a third country?

There is also an issue of international legal responsibility for
misuse of ICT by nation-states, and forms of allocation and
consolidation of this responsibility. How will be settled the disputes
involving the use of ICTs, what should be the role of the UN
mechanisms and in what direction should they be developed — this
is an incomplete list of new related questions.

As mentioned above, the first meeting of the new UN GGE will
be held in July. At the initiative of Russia, its mandate focuses on
two themes — the use of ICT in conflicts and the applicability of the
International law to information space. We expect the discussions
under this GGE to draw specific conclusions on these issues.

In this sense, such meetings of experts, as we have today, at
the eve of the new session of the GGE, could make a significant
practical contribution to its work. Back on issue of terminology, we
would like to draw attention to experiences of the OSCE, where
currently there are held discussions of the glossary on IIS proposed
by Russia. This glossary has been developed on the basis of currently
existing agreements on international information security, to which
Russia is a party.
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In terms of international information security discussions, the
Forum in Garmisch has earned high international standing and
represents a number of national views on these issues. Expertise
of this platform could have particular application in the political
arena. For example, an informal working group on elaboration
of international-legal terminology in the sphere of ICT could
be created as a part of the Forum. This group could systematize
existing concepts and determine the directions of their possible
adaptation. Results of this work could be taken into account during
discussion within relevant international forums, including the
United Nations.
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Croit JIronomn

Kumatickuii uncmumym mexncoyHapoOHbiX UCCAeO08aHUL

DakTOopbl, OKA3bIBAIONIME BJIMSHAE HA COJEPKAHUE
nousaTusa «Kubeppoiina»

I. MHuoroo6pa3ue nesite;ibHocTH B IHTEpHEeTE M BONpPOC
CYIECTBOBAHUSI KHOEPBOWHbI

1. Muoeoobpasue desmenvhocmu 6 Unmepneme

CyuiecTByeT orpoMHoOe pa3HooOpa3ue BUIOB W HampaBieHUI
nesteabHocTM B MHTepHeTe. Takske CylllecTBYyeT pasjdyHOe I0-
HUMaHue JIOAbMU JEATEbHOCTU B KUOEPHpOCTpaHCTBE, Kube-
pyrpo3 u kubepbezonacHoctu. Hampumep, HeKoTOpble JHOAU
CUYMTAIOT, YTO MOXHO BBIIEIWTH YeThipe BuUaa MIHTepHET-yrpos:
KubOepHanaaeHusi, OpraHUu30BaHHasl MPECTYITHOCTb, WIE0J0TUYEC-
CKUI U TIOJUTUYECKUM 3KCTPEeMHU3M, U KMOEpBTOPXKEHHUs, Opra-
HU30BaHHbIE rocynapcTBaMu. [pyrue cUMTaroT, 4TO KubepaTaku
9TO HECAHKIIMOHWPOBAHHbBIE MOMBITKU AOCTYIIA, aTaku TUMA «pac-
npeaeseHHbI 0TKa3 B obcayxkuBaHuu» (DDoS) u BpenoHOCHbIE
nporpaMmbl. Kak cumTaroT TpeTbu, KuOepaTaku BKJIHOYAIOT B
cebs1 kubepreppopusM, KUOEPBOMHY, KMOEPIPECTYIIHOCTh U KU-
OepiunuoHax. [1pyu 3ToM, XOTS TepPOPUCTUUYECKUE OpPTaHU3ALUKN
U TIPUCYTCTBYIOT B MIHTepHeTe, UCTUHHBIN KUOEPTepPOPU3M II0-
MpekHeMy BCTpeuyaeTcsl KpaitHe pelKko, TaKKe Kak IoKa He ObLIO
U Hacroseld kubepBoiitHbl. HanmpoTuB, Haubosiee aKTyaJlbHbIMU
npobseMaMM SBJISIIOTCS KUOEPIIPECTYMHOCTh M KMOEPIIMUOHAX.
OaHUM CJIOBOM, M3-3a CJIOXHOIO M MOCTOSIHHO MEHSIIOLLErocs Xa-
pakTepa AesaTeJIbHOCTU B MIHTepHEeTe U IIMPOKOTO CHeKTpa Kube-
pYrpo3 HeoOXoaAuMo chOopMyIUpoBaTh MpaBuia, YTOObI MTPOTUBO-
CTOSITb 3TUM yIpo3aM 1 oOecreunBaTh Kubepbe30macHOCTb.

KubepBoiiHa sBisieTcs] KpaliHUM MPOSIBCHUEM OHJIAiH-yrpo3
U KubepaTak, ¥ BHMMaHWE K HeW ITOCTOSSHHO Bo3pacTaeT. YTto
WHTEPEeCHO, C MOMEHTa co3fgaHMsl MHTepHeTa Ha MeXIyHapo.-
HOM YpPOBHE€ MIET MOCTOSIHHAsI TUCKYCCUs O KMOepBoifHe, a pas-
JINYHBIE TOCYIAapCTBa BeMyT OOpHOY 3a «TOMUHUPOBAHUE» B CETH.
B xone BoitHbl B [1epcuackom 3anuse 1991 rona, BoiiHbl B KocoBo
1999 roma u BoitHbl B Mpake 2003 roga, KnuOepmHCTPYMEHTHI I10-
KazaJii CBOM MCTUHHBIE BO3MOXKHOCTHU. 3a MOCJAEIHUE TOIbl MHO-
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rue TOCylapcTBa IPEINPUHSUIM Pa3jIudHbIe MEpbI: IPeICTaBUIN
JNOKYMEHTHI I10 ITOJIMTUKE B 00JIACTU KUOEPIIPOCTpaHCTBa, chop-
MyJIMPOBaJId KHOepCTpaTeruy, Co3mail KUOepKOMaHIOBaHUSI U1
CIIocOOCTBOBAIM (POPMUPOBAHMIO KHUOEPBOMCK — BCE [€/I1aIOCh
Tak, OyATO KMOepBOMHA MOXKET pa3pa3uThCs B JIIOOOM MOMEHT.

[Ipencrapisiercss, YTO HEKOTOpbIe KuOepaTakud, ITPOM3OIICI-
1IMe B IOCJICAHUE TOMAbI, SIBJISIIOTCS HOBBIMU J0KAa3aTeIbCTBAMU
nosipieHus: knoepsoiiHbl. Hamanenue Ha Ocronuto B 2007 romy
u Bupyc Stuxnet B 2010 romy paccMaTpuBarOTCs KaK HOBEHILINE
ciiyyay KuOepBOMHBI. [1epBbIii 13 BBILIEIIPUBEACHHBIX ITPUMEPOB
OBLT OXapaKTepU30BaH MUHKUCTPOM OOOPOHBI DCTOHUU KaK <«IIpO-
1eaias HezdaMedeHHoM TpeThst MUpOBast BoiiHa». 3amalHble SKC-
IepThI 110 BOIIPOCaM KHMOEPBOMHBI TaKKe HA3BIBAIOT €ro IepBOil
KUOEPBOMHOM B MCTUHHOM CMBICJIE 3TOro cjoBa. Bupyc Stuxnet
HE BBIBEJ M3 CTPOsI UPAHCKME SIIEPHBIC OOBEKThbI, HO IPUBEI K
TOMY, YTO MPUMEPHO ABaAlaThb MPOLIEHTOB lLieHTpUudyr Mpana
OBLIO BBIBEICHO U3 CTPOsI, YTO IPUBEJIO K OIPOMHBIM 3aIepKKaM
B peanu3auuu siaepHoil mporpammbl Mpana. IlosBiaeHue Bupyca
Stuxnet 03Hayajgo0 BO3HUKHOBEHME €Ille OIHOrO TUMa KUOEepopy-
>KMsI 1 HayaJlo HOBOTO 3Tara KUOepBOIiH.

2. Bonpoc cyuecmeosanus KubepeoiiHvl

Jtonu mo-pa3HoOMY ONpeNeIIioT M IIOHMMaroT BOMHY. M Takmm
Xe 00pa3oM To-pa3HOMY TTOHMMaeTcs KnbepBoitHa. B 1eiom, B
HacTosIIIee BpeMs 10 CHX ITOp HET eIMHOTO0 MHEHUS IO BOITPOCY
CYIIECTBOBaHUS KNOEepBOWHBI. MHEHUS B 1IJIOM pa3IeIviInch Ha
JIBa Jlarepsl: OHA TPyIIIia yTBepKIaeT, YTO KNOepBOiTHA CYIIEeCTBY-
eT 1, OoJiee TOTO, YK€ MMesla MEeCTO OBITh; JApyrast TOUKa 3peHUs
3aKJIIOYaeTCsd B TOM, YTO KMOEPBOMHBI HE CYIIECTBYeT, M OHA He
OyZIeT TIPONCXOINTh.

Ewe B 1993 roay JIxon Apkyuiia u dasun Pondenar usz Rand
Corporation 3asBmIm «rpsueéT kuodepsoiiHal» B 2010 romy 3ame-
ctutenb MuHHcTpa obopoHbl CIHIA Vwneam JInun 111, 3aasun
«XOTSI KMOEPIIPOCTPAHCTBO M SIBISIETCS PYKOTBOPHBIM», C TOUYKH
3peHUsS] BOCHHBIX MEUCTBUIA OHO CTaJ0 «TaKWUM XK€ BaXKHBIM, KakK
cylma, Mope M Bo3ayx». beiBImmii «kubepuapb» bemnoro moma Pu-
yapa Kitapk cumTaeT, 4To yrpo3a TaKUX TePPOPUCTUIECKUX aKTOB,
Kak aTaku 11 ceHTsIOpsT, MePKHET B CPaBHEHUHN C yTPO30i, KOTO-
PYIO TIPEICTaBIISIOT KNOEepBOMHBI. OH TTPU3BaJl MPUHSITH SKCTPEH-
HbIE MeEpbl «IJIs1 TMPEeJOTBpalleHUs] KaTacTpodbl KUOEPBOMHBI».
B ¢espame 2011 roma OwbiBIIMIT B TO BpeMsl aupekropom LIPY
Jleon IlanerTta Takxke mpenmyrnpennn «ciaenyrowmmii Ilepia-Xapoop
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BIOJIHE MOXET ObITh BbI3BaH KuOeparakoii». KoHeuHo, Kak cuu-
TalT HEKOTOPbIE, 3TO CBOEr0 Pojia «KubeprapaHos» U U30bITOY-
Hasl peakiysl Ha KubepaTaku.

B npotuBonooxHocTh «kubepnapaHoiie», Tomac Pun uz Ko-
pOJIEBCKOTO KoJemka JIOHIoHA CYMTAeT, YTO, XOTS MHOTOYMC-
JIeHHblEe KuOepaTaku U UMeJU MECTO ObITh, KUOEPBOWHBI 10 CUX
rmop He 6bu10. He Ob1710 HU 01HOTO cllyyasi KUOepBOMHBI B HACTOSI-
1ee Bpemsl, U HEBO3MOXKHO, UTO OHa CAYYUTCS B OyaylleM — Io-
CKOJIbKY arpecCuBHOE AeiCTBUE JI0OOro BUIa JOJXKHO YI0BIETBO-
PATH sy YCIOBUIA, TIpEXIe 4YeM OHO OyIeT MpeacTaBIsaTh COOOM
akt BoiiHbl. CormacHo omnpeneneHuio Kapna ¢on KiayseBuna,
BOWHA JOJKHAa OBbITh HACUJIBCTBEHHON, WHCTPYMEHTAJIbHOU U
MpecenoBaTh NOJIUTUYECKUE L€ WIK, MHBIMU CIOBaMU, JTII000M
aKT BOMHBI JOJDKEH OBITH TMMOTEHIIMATLHO CMEpPTeIbHBIM, MHCTPY-
MEHTAJIbHBIM U ToNUTUYecKUM. OmHAKO cpeau Bcex Kubepartak,
KOTOPBIE YXe ObLIM OCYLIECTBJIEHbI, HE3aBUCMMO OT UX MacllTaba,
HU OITHA HE YAOBJIETBOPSIET STUM YCIOBUIM U, TAKUM 00pa3oM, He
SIBJISIETCSI aKTOM BOWHBI. HampoTuB, Bce Mpouuible ¥ HACTOSIIIME
Kubeparaku, UMEIOLIMe B CBOC OCHOBE MOJUTUUYECKUI UHTEpEC,
MOTYT OBITb OTHECEHBI K TPEM OTHOCUTEJIbHO CJIOXHBIM (hopMam
NeITeTbHOCTH, KOTOPBIE SIBISTIOTCSI TaKUMM XK€ JPEBHUMM, Kak
cama BOIfHA: TMBEPCUU U IITTHMOHAXK.

II. ®akTopsl, OKa3bIBAIONINE BIHSAHHE HA OmpeneieHrne
«KHOEPBOWHbI»

B YCIOBUAX OTCYTCTBHUA KOHCEHCYCa 110 KOHLCIIIMH KI/I6ep—
BOfIHbI, JJIA TOYHOIO OIIpeaC/J€HUA U TIOHUMaHKA BOIIpOCa, HeoO0-
XOOAMMO YTOYHMUTDL XapaKTCPUCTUKHU TCPMKUHA, B TOM 4YUCJIC OIIPC-
JIeJINTh HamagalolluX U OOBbEKThI aTaku, 3agayn M IOCJIICACTBUA.

1. 3noymbiuinenHuku u obsekmol amaxku

VHpoléHHO, 3710yMBILIJIEHHUKA MOTYT OBITh pasiefeHbl Ha
TPU KaTeropuM: OTIAEIbHBIE JIMIIA, TPYMNIbl U TocymapcTBa. OHU
MOTYT B3aMMOJCHCTBOBATh B ILIECTU Mapax: OTAEIbHbIC JUlla —
OT/eJIbHbIE JIMLA, OTAEJIbHbIE JIMIA — TPYIIbl, OTAEJbHbIE
JIMLIA — TOCYAAapCTBa, IPYIITbl — TPYIINbI, TPYIIBI — rOCyJapcTBa
U rocygapctBa — rocyaapcTBa. C TOUKM 3peHHUs] 3TUX KOH(pU-
rypaiuii, TOJbKO aTaKud TOCydapCcTB Ha TOCYAapCTBa MOTYT OBITh
OXapakTepu30BaHbl KaK aKThl BOWHBI, B TO BpeMsl KaK B JPYIUX
cliyyasix Obu10 Obl OUEHb TPYAHO OXapaKTepU30BaTh aTaKu TakKUM
o0pa3oM. KoHeuHo, eciiu JIMIO WM TpyIIa JUL YIIOJTHOMOYEHBI
roCyJapCTBOM WM JEWUCTBYET MO €ro MpukKasy, 3TO TaKXe MO-

115

Forum_1.indd 115 @ 22.10.2014 13:40:24



KT MPEACTaBIsATh CO00M akT BOMHBI. OIHAKO M3-3a YHUKAIbHOI
MPUPOIBI CAaMOro KMOEPIPOCTPAHCTBA MCTOYHUK aTakKu CJIOXKHO
0OHapykuTh. TakuMm 00pa3oM, OYeHb TPYIHO MACHTUDUIIUPOBATH
3JIOYMBIIIJICHHUKA W CHIEJIaTh BBIBOM, YTO KUOEPBOITHA NEHCTBU-
TEJIPHO UMEET MECTO OBITb.

Yro kacaercss 0ObEKTOB aTaku, 3TO, KaK IIPAaBUJIO: KOMIIbIO-
TEpHBIC OIEPAllMOHHBIC CUCTEMbl M IIPOTPAMMHO-aIlapaTHHIC
CPEeICTBa; IMPOTrpaMMHBIE Pecypchl U MH(MOPMAIIKsI, IIPHUCYTCTBYIO-
1asi Ha KOMIIbIOTepax, HaIllpuMmep, Ju4Hass MH(pOpMaIus, Kop-
IOPaTUBHBIC CEKPEThl M WHTEJUICKTyaJbHass COOCTBEHHOCTb, U
KPUTUYECKU BaKHble MHOPACTPYKTYPhI, TaKHMe KaK OaAHKOBCKUE
CUCTEMbI, KOMMYHUKAILIMM, CUCTEMbl aBUAKOMIIAHMI, IUIOTMH U
3JIEKTPOCTAHLIMI. DT OOBEKThl aTaKi MOTYT IIpUMHAIJIEXKaTh OT-
NEJbHBIM JIMIIaM, TPYIIIaM WJIM ToCcydapCcTBaM, HAXOIUTHCS Ha
pasHBIX YPOBHSIX M 00JamaTh pa3HOi LieHHOCThIo. [loaTomy uc-
IOJIb3Ysl TOJBKO OAMH (haKTOp/KPUTEePHUii OYEHb TPYIHO OIIpee-
JINTh, CYILIECTBYET JIU KOepBoitHa. DTOT ['opaueB y3e Takxke cy-
LIECTBYET B BOIPOCE ONpeaeeHUs] KUOSPBOMHBI C TOYKMU 3PSHUS
aTaKyOIIEero Wi 00beKTa aTaKM.

2. Ileau u nocaedcmeus Kubepamak

Tak Xe KaK CYIISCTBYIOT pa3iMYHbIe BUIBI ICSTEILHOCTA B
KHOEpITPOCTPAHCTBE, CYIIECTBYeT OIPOMHOE pasHooOpasue Iie-
JIel, pagyd KOTOPBIX OCYIIECTBISIOTCS KuOepatakn. HekoTtopbie
aTaKW OCYIIECTBIISIOTCS M3 YHCTOTO WMHTEpeca W JII00OIMBITCTBA
Hamagalomero Win s TeMOHCTPAliA KOMITBIOTEPHOTO TajaH-
Ta W CITIOCOOHOCTE — OOJIBIIMHCTBO MEPBBIX OIBITOB XaKepPCKOM
JeATeTbHOCTH TTOTafacT IO 3Ty Kateropuio. Llerblo HEKOTOPHIX
aTak SBIIIETCS ITOJIyJYeHUE JOCTyIa K KOPIIOPaTUBHBIM CeKpeTaM,
SKOHOMMYECKasl BBITOIA WJIM OHJIAH-MoOIlleHHNYecTBO. HekoTto-
pble M3 HUX OCYIIECTBJISIIOTCS C LieJiblo caboTaxa, B TOM YUCJIE:
MOpYX WIN yoaJleHUs UHOPMaluU ¢ KOMIBIOTEPOB, TTOPYU WU
HapylieHus paboTHl MPOrPaMMHOTO OOecrieueHUs W OINeparunoH-
HO# cHCTeMBbI WJIM BBIBEICHMST M3 CTPOS allllapaTHOTo obecriede-
HUS WM WHOOpMaMoOHHON MHMpPacTpyKTyphl. KoHEeYHO, Ie/Tbio
HEKOTOPBIX KbepaTak TakKe sIBJIsIeTCs] KNOepBOifHA, KaK B Orpa-
HWYEHHOM, TaK U TTOJTHOMACIITAaOHOM (opme.

COOTBETCTBEHHO, aTakKW, TpeclieAyIolIne pa3IudyHbIe IEIH,
MPUBOIAT K Pa3IMIHBIM TTOCIECICTBUASIM, CPeId KOTOPBIX: TOTeps
JIMYHON M KOMMEpUYeCKO WH(OpMaIUK, XUIIeHWE WHTEIIICKTY-
ATBbHOM COOCTBEHHOCTH, cabOTaxX KOMITBIOTEPHOTO alllapaTHOTO
W TIpOTPaMMHOTO OOecTiedeHUsI, HapylleHHe pabOThl oIepalv-
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OHHOIf CMCTEMBI KOMIIbIOTE€PA, YHUUTOXECHUE KPUTUUECKU BaxkK-
HOIl MH(MOPMALMOHHON MH(MPACTPYKTYPhI, U JaxKe ueoBeuecKue
XepTBbl. Kpome yesioBeyecKux XKEpTB, BCE OPYyTHE MOCICACTBUS
MMeEJIM MECTO, HO OYEHb TPYAHO BOCIIPMHMMATh MX KaK COCTaB-
JISIIOLIIME YacTy KMOepBOMHLI. Jlaxke eciau aTakKu IMPUBOMISIT K YesI0-
BEUECKUM XepTBaM, UX BCE paBHO HeoOXxoaumo AuddepeHInpo-
BaTh B 3aBUCUMOCTHU OT TOI'O, ObLIM JIM OHW BbI3BAHBI MPSIMO WJIU
KOCBeHHO. Bce 3Tu (hakToOphbl BIMSIIOT Ha BOIMPOC, COCTOSUIACH JIU
KMOEpBOIiHA, W CYIIECTBYET JIM OHA KaK TaKOBasl.

IIpoie roBopsi, mpu aHaJIM3E U OLIEHKE XapaKTepa KMOepHH-
LIMACHTOB, HAJ0 pPacCMaTpUBaTh BBILICYMOMSIHYThIE (PaKTOPHI B
COBOKYIHOCTH. HeobxoayuMm OOBEKTUBHBIA aHaIM3 KOHKPETHOM
CUTyallud, B TOM YMCJI€ BUHOBHMKA W XEPTBbl HaNaACHUS, lie-
JIeli, a TaKxKe€ BO3MOXHBIX MOCJIEACTBUIA. Mbl HE HOJKHBI IIpey-
BEJIMYMBATh WM UTHOPUpPOBaTh (pakThl. Takke HYXKHO u30erarb
Ype3MEPHOIo YIIPOIICHUS MOHUMMAaHUS KMOEpPBOMHBI, KOTda BCe
KnOepaTakyl CBAJIMBAIOTCSI B OAHY Ky4y B KaTErOpUIO «BOCHHbBIC
JNCUCTBUS».

Forum_1.indd 117 @ 22.10.2014 13:40:24



Xu Longdi

China Institute of International Studies

Factors Influencing the Definition of ‘Cyber Warfare’

I. The diverse nature of online activity and the contested
existence of cyber warfare

1. The diverse nature of online activity

There is a huge amount of variety among the type and nature of
online activities, and also differences among people’s understand-
ing of cyber activity, -threats and -security. For example, some
people believe online threats can be divided into four levels: cyber
intrusion, organized crime, ideological and political extremism,
and cyber invasion originating from countries. Others believe cyber
attacks include hacking, distributed denial of service (DDoS), and
Trojan malware. Still others believe cyber attacks include cyber
terrorism, cyber warfare, cybercrime, and cyber espionage. Among
these, although terrorist organizations do have an online presence,
true cyber terrorism is still extremely rare, while true cyber warfare
is also yet to take place. In contrast, cybercrime and -espionage
are the most pressing problems. In brief, because of the complex
and ever-changing nature of online activity, and the wide range
of cyber threats, it is imperative to formulate rules to tackle these
threats and safeguard cyber security.

Cyber warfare is the extreme form of online threats and cyber
attacks, and is receiving an increasing amount of attention. In fact,
since the inception of the Internet, internationally, there has been
constant debate about cyber warfare, with different countries con-
testing the ‘dominance’ over the net. In the 1991 Gulf War, 1999
Kosovo War and 2003 Iraq War, cyber tools came into their own.
In recent years, many countries have taken various measures, un-
veiled rafts of cyber policy, formulated cyber strategy, set up cyber
commands and strengthened the building of cyber forces as if cyber
warfare were about to break out at any time.

Some of the cyber attacks that have taken place in recent years
seem to have provided further evidence of the arrival of cyber
warfare. The 2007 attack on Estonia and the 2010 Stuxnet virus
are seen as the newest cases of cyber warfare. The former was de-
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scribed by the Estonia’s defence minister as the “unnoticed Third
World War”. Western cyber warfare specialists also called it the
first cyber war in its true sense. The Stuxnet virus did not disable
Iran’s nuclear facilities, but it did cause approximately twenty per
cent of Iran’s centrifuges to be scrapped and caused huge delays to
Iran’s nuclear plans. The appearance of the Stuxnet virus signified
the inception of yet another type of cyber weapon and a new phase
of cyber warfare.

2. The contested existence of cyber warfare

People have different ways of defining and understanding war-
fare. Similarly, there are also different understandings of cyber war-
fare. On the whole, at present there is still no consensus as to the
existence of cyber warfare, with opinion generally divided into two
camps: one group maintains that cyber warfare exists and, indeed,
has already occurred; the other school of thought contends that
cyber warfare does not exist and will not occur.

As early as 1993, John Arquilla and David Ronfeldt of the
Rand Corporation claimed ‘Cyber warfare is coming!’ In 2010, US
Deputy Secretary of Defense, William Lynn III, wrote “although
cyberspace is a man-made domain”, in terms of military action,
it has become “as important as land, sea and air”. The White
House’s former cyber ‘czar’, Richard Clarke, believes the threat
posed by cyber warfare dwarfs that posed by terrorist attacks such
as 9/11 and has called for the adoption of a raft of measures “to
begin to prevent the catastrophe of cyber warfare”. In February
2011 then-Director of the CIA, Leon Panetta, also warned “the
next Pearl Harbour may well be a cyber attack”. Of course, some
believe this is a kind of ‘cyber paranoia’ and an overreaction to
cyber attacks.

In contrast to this ‘cyber paranoia’, Thomas Rid at King’s
College London believes that although there have been numerous
cyber attacks, there has not yet been a cyber war. There has not
been one at present and neither is it possible that one will oc-
cur in future. This is because one form of aggressive action must
satisfy a number of conditions before it constitutes an act of war.
According to Carl von Clausewitz’s definition, war must be vio-
lent, instrumental and political or, that is to say, any act of war
must be potentially fatal, instrumental and political. However,
among cyber attacks that have already taken place, regardless of
the scale, none have satisfied these conditions and thus cannot be
said to constitute an act of war. In contrast, all past and present

119

Forum_1.indd 119 @ 22.10.2014 13:40:24



political cyber attacks can be attributed to three relatively com-
plex forms of activity, which are as old as warfare itself: subver-
sion, espionage and sabotage.

I1. Factors influencing the definition of ‘cyber warfare’

Faced with a lack of consensus on the concept of cyber warfare,
it is beneficial for an accurate definition and understanding of the
issue by clarifying the parameters of the term, including attackers
and targets, and objectives and consequences.

1. Attackers and targets

Put simply, attackers can be divided into three levels of actors:
individuals, groups and states. These can be configured in six pairs
as: individual-individual, individual-group, individual-state, group-
group, group-state and state-state. In terms of these configurations,
it is only the state-state attacks that can be described as acts of war,
whereas it would be very hard to describe attacks among the other
five pairs in this way. Of course, if an individual or group is au-
thorised or instructed by a state, this could also constitute an act of
war. However, because of the unique nature of cyberspace per se,
it is difficult to trace the origins of an attack. Therefore, it is very
hard to identify the attacker, and to infer whether cyber warfare
does actually exist.

In terms of attackers’ targets, these often include: computer op-
erating systems and soft- and hardware; soft resources and compu-
ter information such as personal information, corporate secrets and
intellectual property; and critical infrastructures such as banking
system, airlines, communications, dams and power stations. These
targets may be individual, group or state assets, of different levels
and of different value. Therefore, it is very difficult to determine
the existence of cyber warfare from just one factor/criterion. This is
also a Gordian knot in defining cyber warfare from the perspective
of attacker or target.

2. Objectives and consequences of cyber attacks

Just as with the different types of cyber activity, there is a huge
variety of objectives of cyber attacks. Some attacks are purely borne
out of the attackers’ interest and curiosity, or to demonstrate their
computer talents and abilities — the majority of early ‘hacking’
falls into this category. Some attacks are to gather corporate se-
crets, gain economic advantage or perpetrate online fraud. Some
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are for sabotage, including: corrupting or deleting information from
a target computer, corrupting or paralyzing the target computer’s
software and operating system or corrupting the computer’s hard-
ware or information infrastructure. Of course, some cyber attacks
are also intended to launch cyber warfare, in both its limited and
unlimited forms.

Related to this, attacks with different objectives will also bring
about different consequences, including: loss of personal and com-
mercial information, theft of intellectual property rights, sabotage
of computer hard- and software, corruption of computer’s operat-
ing system, destruction of key information infrastructure or even
human casualties. Apart from the latter, i.e. human casualties, all
of these other consequences have occurred, but it is very difficult
to see them as constituting cyber warfare. Even if attacks result in
casualties, these still have to be differentiated according to whether
they were caused directly or indirectly. These factors all influence
the decision as to whether cyber warfare has already taken place or
whether it even exists.

Simply put, when analysing and evaluating the nature of cy-
ber incidents, one must take an overview of the above-mentioned
factors in a comprehensive manner. One must make an objective
analysis of the specific situation, including the originator and vic-
tim of the attack, and the objectives, as well as possible conse-
quences. We should not exaggerate or overlook facts, and should
avoid oversimplifying cyber warfare by lumping all cyber attacks
together under the rubric of ‘acts of war’.
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TT.JI.TTumorun

HUncmumym npobaem ungopmayuonuoti 6ezonachocmu MIY
umenu M.B.Jlomonocosa

IIpo0GsiemMbl CO31aHNSA TEXHHYECKUX CPEICTB KOHTPOJIS
3a Co0JII0eHneM pa3padaTbIBaeMbIX HOPM
MEeKIYHAPOIHOro MpaBa i KHOepnpoCTpaHCTBA

MeXIyHapo/IHbIii I0TOBOP 0 3ampeTe KHOEPBOiH

CyliecTByeT pa3Hble OIIpeleSIeHUs JIST TTOHSATUS «KUOEpBOI-
Ha». YacTo 3TO MOHSATHE CBS3BIBAIOT MCKIIOUUTENIBHO C CEThIO
MHrepHer [1]: «<KoMIbIOTEpHOE MTPOTUBOCTOSIHUE B MPOCTPAHCTBE
HNHurepnera» [2]. bosiee oOlliee mOHMMaHKWE PaCOPOCTPAHSIET ITO
TMOHSTHE HAa BCE KOMIIbIOTEpHBIE ceTu [5]. HeT u ogHO3HaUYHOrO
OTIPENIETICHUST TTIOHITUSI «KIOEPOPYKHE».

OmHako pOCCUICKME M aMepUKAHCKHE CITeIIMaIUCThI B IIpolLec-
ce paboThl Haj ABYCTOPOHHUM IIPOEKTOM [4] mpuLInd K o0lLIeMy
MOHUMAaHUIO 11eJIOTO psifa TepMUHOB [5]. B yacTHOCTH, OBLIO AAHO
orpenesicHre KNOEPKOHMINKTA: «HAMPSKEHHAST CUTYALINST MEXIY
W\WJIA CPpear TOCYHAPCTB U/WIN TOJUTHYECKA OPraHM30BaHHBIX
TPYIIN, IPU KOTOPOI BpaxkaeOHble (HexkelaTebHble) KuOepaTaku,
MIPOBOLIMPYIOT (TTPUBOASAT) K OTBETHBIM JACHCTBHUSIM», a TIOJ KNOep-
BOMHOI TOHUMAETCS: «BBICIIAS CTeTICHb KNOSPKOHMINKTA MEXIY
WK Cpeld TOCYAapCTB, BO BpeMsl KOTOPOU rocyaapcTBa Mpearnpu-
HUMaIOT Kubeparaku MpOTUB KMOEPUHOPACTPYKTYp NMPOTUBHUKA,
KaK 4yacTh BO€HHOI KaMmmaHuM». Ele Oojiee oOlee MOHUMaHUE
KMOepyrpo3 1aeTcsl MOHSITUEM «3JIOHAMEPEHHOTO MCITOJIb30BaHMS
MHOOPMALIMOHHBIX 1 KOMMYHUKALMOHHBIX TexHoJjioruit (MTK)»
[6], KoTOopoe BKIIOUaeT B ceOsS M KUOEPIPECTYITHOCTh, M KUOep-
TEppPOPU3M, a TIPUMEHUTETHLHO K BOSGHHBIM IEUCTBUSM TO3BOJISIET
paccmarpuBaTh M TK kak «HesiBHOE opyskue» [6].

OnQHOBpPEMEHHO C pa3BUTHMEM TOHSTUHHOTO armapara U 0Co-
3HaHMEM BO3MOXHBIX MOCJIEACTBUN KuOepaTak paccMaTpuBaICs
BOIIPOC O PEryJIMPOBaHUM OTHOILLIEHUI B KUOEPIIPOCTPAHCTBE, KakK
B HALIMOHAJILHOM, TaK M B MEXIyHapoIHOM Maclutade. HayuHoe
COOOILIECTBO BBICTYIIMIJIO 32 HEOOXOAMMOCTb TaKOTrO PeryaupoBa-
Hus [7], a psii TOJIUTOJOTOB BbICKA3bIBAJIM TPOTHUBOIIOJOXKHOE
MHEHHME O MEXIYHApOIHBIX ITOroBopax B «/IMCKYCCHMOHHOM KITy-
o6e» U.S. News & World Report [8]. OnHako B mociienHee BpeMs
MHEHHUE O TOM, YTO «MEXIYHAPOMHBII JOTOBOP O 3ampeTe Kuoep-
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BOH — 9TO €AUMHCTBEHHbII CIOCOO coBiamaTh ¢ yrposoi» [9],
CTAHOBUTCSI Bce Oosiee aKTyalbHbIM. MOXHO TaKXe COTJIACUTBhCS
C aBTOPOM CJIEAYIOLIEN LIUTATHI, UYTO XOTS «IIOJIHOE 3aIlpelleHUE
KUOEPBOOPYXKEHUII — BTO, KOHEYHO, XOpolluasi ILejdb, HO MoY-
TH HaBepHsKa HedocTKuMas. boiee BeposSTHBI Takue JOTOBO-
DbI, KOTOpPbIE OOSKYT CTOPOHBI BO3AEPXKUBATLCS OT MPUMEHEHUS
OPYXUSI MEPBbIMU, 3aMPETIAT KUOEPOPYXKUE «IIMPOKOTO CIEKTpa
NEWCTBUS», a TaKXKe OOSLKYT MMETh JIMIIb TaKue BOOPYXKEHUS,
KOTOpPbIE CAMOYHUUTOXKAIOTCSI M0 OKOHYAaHUM OOEBBIX JAEUCTBUIA.
JoroBopbI, OrpaHUYMBAIOIINE TAKTUKY U 3aJaI0II1e TPEaeTbl IS
HaKOIUIEHUsI BOOPYXEHUI, MOTIM Obl CTaTh cienylolleil gazoit
cornameHuii» [9]. TlpeacrapisieTcs, YTO B KauyeCTBE MEPBOTo pe-
aJbHOTO 1Iara B 9TOM HampaBJIeHUM JOJDKHO OBbITb HE PYKOBOI-
ctBo [10] mo BegeHUI0 KMOEPBOIH, a aJamnTalius COBPEMEHHOIO
MEXIYHApOIHOTO MpaBa K CIOXUBIIMMCS peajausm [6], KkoTopas
MOXeT ObITh B JajbHElIlIeM pa3BUTa B OTAEIbHYIO OTpacib IMpaBa.
Borpoc TOIbKO B TOM, CYIIECTBYIOT U TEXHUYECKHE BO3MOXK-
HOCTM — KHOEpCpeACTBa, MO3BOJISIONIAE aJeKBATHO IMOHUMATh
Mpoucxosiiiee B KUOepNpPOCTPaHCTBE /IS IPUMEHEHUST COOTBET-
CTBYIOIIUX ITPABOBBIX HOPM.

3agaum amanranun MexIyHapoaHoro mpasa Jus ad Bellum

MexnyHapogHOe TIpaBo TpeaycMaTpuBaeT BO3HUKHOBEHUE
MpaBa Ha OOOpPOHY, MPUMEHEHHUE TOCYIapCTBOM BOOPYKEHHBIX
CWJI ISl OTpaXKeHUsI arpecCuu WIU yrpo3bl MUPY, IPU 3TOM Mpe-
roJjiaraeTcsi, YTo BO3HMKAIOUINM WIM OXUIAEMBIN yIIepO MTOKEeH
ObITH He He3HauuTeseH [6, 11]. OgHako Kak pacro3HaTh Yrpo3y
MUpPY WJIM arpeccuio B KMOEPIPOCTPAHCTBE U OLIEHUTb BEJIMUUHY
yiepba, Kak OINpeAeJUTh pealbHblii UCTOUHMK Yrpo3bl? MoHO
BbIJIEIUTh TPU OCHOBHBIE MPOOJIEMBI.

Bo-niepBbix, X0Ts1 mogo0OHasl 3aa4a OLEeHKU YIpo3 U BO3MOXKHO-
ro yiiepba paccMaTpuBaeTcsl METOIlaMU aHaJlu3a PUCKOB MHMOP-
MallMOHHOK 0e30MacHOCTU, HO 3TU Pe3yJibTaTbl MMEIOT OOJibliie
METOJI0JIOTMYECKOe, a He MpakTuyeckoe 3HaueHue. Hecmorpsi Ha
MyoJuKalyu O O0JbIIOM KOJIMYECTBE KOMITHIOTEPHBIX atak [12] u
CYILECTBOBAHNE Pa3IUYHbIX METOAUK BBISIBJCHUS YIPO3 U OLIEHKU
BO3MOXHBIX moTepb [13], Bce 3TO, MO MHEHMIO MHOTMX 3KCHep-
TOB, B OOJIBILIOM CTENEHU JIMIIb «TOPTOBJSI CTpaxoMm». «MeTomoB
OLIEHKU BEPOSITHOCTU CYIIECTBYET OOJIblEe MATU. METONOB OLIEHKU
yiiepba — OoJibllle TpeX AeCSTKOB. MEeTONMK OLIEHKU PUCKOB BO-
00111e MO MOJICOTHU. A pe3y/IbTaT Bce paBHO HUKOIO He ycTpauBa-
e [14]. DTO CBSI3aHO € TeM, YTO peajbHbIX KUOEPUHIUUIEHTOB CO
CKOJIb-HUOYIb 3HAYUTEIbHBIM YILIEPOOM OTHOCUTEILHO HEMHOTO, a
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MPUMEHUTEJIBHO K paccMaTpyMBaeMoOil TeMaThKe OObIYHO BCIIOMU-
HatoT ToJibko Stuxnet [15] unu DDOS-araky Ha MHMOpMaIMOH-
HYIO CUCTEMY 3CTOHCKOro npaButeabcTBa B 2007 r. Ha camowm nene,
BMECTO PEalbHON OLIEHKM BEPOSTHOCTU TOW WJIM UHOW aTakyd Mbl
MOXKEM pacrojlaraTh TOJHKO SKCIIEPTHBIMM OIIEHKAMU M 3TO TaKKe
CTIpaBeJIMBO B OTHOILIEHUH OXXWAAeMOro yuiepoa.

Bropas npobiiema cBsizaHa C BbISIBJIEHUEM UCTUHHOW MPUYUHbI
BO3HHUKILIETO yiiepoa. lejgo B ToM, 4To JitoOoe MmporpaMMHoOe obe-
cneyeHue (ITO) comepkuT OLIMOKHU, MOCIEACTBUSI KOTOPBIX MOTYT
ObITh KatacTpouueckuMu. MMEHHO MO3TOMY B TEXHOJIOTUM CO3-
JaHUsI MPOrpaMMHOI0 obecreyeHusl Hapsiny ¢ MHMOpMallMOHHON
0e30MacHOCTBIO (security) paccMaTpUBaIOTCS 3aJa4u HAIEXKHOCTH,
YCTOMYMBOCTU M TeXHUKU Oe3zomacHocTu (safety). IlpumepoB pe-
aJIbHBIX KaTacTpod ¢ OOJBIINM YMCIOM UYeIOBEUECKUX XKEePTB WU
C OTPOMHBIMM 3KOHOMMWYECKUMU TOTEepSIMU M3-3a oumbok I1O
JIOCTaTOYHO U MPUYMHAMU ObLIM UMEHHO OLIMOKMU MPOEKTUPOBA-
HUS WIM CO3TaHUS TIPOTPAMMHOTO KOJa, a He KUOepOpyKHUe WIN
MporpaMMHbIe 3aKJaaku. Bce 3To TpeOyeT TIaTeJbHOro u3yue-
HUS TIPOrpaMMHOIO Koja MpW aHajiu3e WHLUWACHTOB, a MPU OT-
CYTCTBUM HcxogHoro koaa ITO, mpeaHazHauyeHHOro IS YTEHUS
YyeJJOBeKOM, 3Ta 3ajadya MOXeT ObITb Upe3BbIYaliHO CJIOKHOU U
CPaBHUMOM IO TPYAOEMKOCTU C co3naHueM aHajioruyHoro I10.

M HakoHell, B-TpeTbUX, HEOOXOAMMO BbISIBUTb UICTOUHUK yTPO-
3pr\arpeccu. B yIOMSHYTBIX BBIIIE KHMOepaTakaXx BUHOBHOCTH
CIIA u M3paung B co3gaHuu Koaa Stuxnet Tak U He ObLia JOKa-
3aHa, 4 UICTUHHBIM BUHOBHMKOM 3CTOHCKOU aTaku OKa3ajach He
Poccus [16]. MHOrma BO3MOXHO OOHAPYKUTh UCTOYHUK CETEBBIX
DDOS-arak, KoTopble B CETU MIOYT NMOCcTossHHO [17] m Ha cerop-
HSIIHUI IeHb HE CUMTAIOTCS Cepbe3HOM yrposoii. Kak mpasuiio,
9TO JNEWMCTBUSI XaKEPCKUX TPYMI, a He KUOEepBOMCK rocyaapcTaa.
A [J1s 1ieJIeHanpaBIeHHbIX aTaK BCe 3HAUUTENIbHO ciioxHee. Jleno
B TOM, YTO BCE CYIIECTBYIOIIME CHUCTEMBI «OOHApY>KE€HUS BTOP-
JKeHUI» Ha caMOM Jiejie OOHapyXXMBAalOT TOJbKO TMPU3HAKU JIeii-
CTBUI, TIOXOXMX Ha BTOPXKEHWE WM M3MEHEHUS B CHUCTEME, a
aHAJIU3 3aPETUCTPUPOBAHHBIX NEUCTBUI, U3BMEHEHUI B CUCTEME U
MAaIIIMHHOTO KOJIa OCYIIECTBIISIETCS crelnantucraMu. bosee Toro,
Koraa BHeIpeHHe ObLIO0 OOHapy:KEHO 3HAYMTEIbHOE BpEMs CITy-
CTsl, TO HUKaKUX PErMCTPAlIMOHHBIX JaHHBIX YXe He OCTaeTcsl u
JUTSL OTIpeieSieHUsT UICTOYHUKA HEeOOXOAUMO M3YYUTh MAIllMHHBIA
KOJ BHEIPEHHbIX TTPOrpaMM, a CO3JaTeIM TaKUX IpOorpaMM aBTO-
rpadoB, KaK IpaBUJIO, HE OCTABJISIOT.

BMmecre ¢ Tem Wi aganTauyu CyLIECTBYIOLIMX HOPM MEXAyHa-
pOJHOro IpaBa HeoOXoAuMa «aTpuOylus (akToB MPOTUBOIPAB-
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HOro MPUMEHEHHUS CUJIbl U BOOPYKEHHOTO HaIlaJeHUs] Ha OCHOBE
3l0HaMepeHHoro ucroiab3oBanusgs MKT» [6] mpuueM Takast, 94To
MOJIXXHBI OBbITh:

e «JIOBEpHE K MOKA3aHUSM CPEACTB TEXHUYECKOM (puKcaluuu Ha-
PYLIEHUI HOPM MEXIyHApPOIHBIX TOTOBOPOB CO CTOPOHBI YyJacT-
HUKOB CIIOpA;

e MOHHUTOPUHI BCEX COOBITUM, COCTABISIOIIUX IOPUAUYECKUE
(hakTbl, MOpoOXKIAIOIIME TTPABO MHIAUBUAYATbHON MM KOJJIEKTUB-
HOII caMOOOOPOHDI;

e OOBEKTMBHOCTh MHMOPMAIIMKU TEXHUYECKUX CPEICTB MOHMTO-
pUHIa M BO3MOXHOCTb MX IPEACTaBJICHUsI B KayeCTBE CPEACTBa
JlokazatesabcTBa B MexayHapoaHoMm Cyne Nnpu pacCMOTPEHUU CO-
OTBETCTBYIOIIUX CIIOPOB» [6].

Kax BuaHO M3 OnMMCaHHBIX BhIlIE TTPOOJIeM, CBSI3aHHBIX C pac-
IMO3HaBaHMEM YTIPO3bl (arpeccuu), orpeacsieHueM ee TMPUYUHBI U
UCTOYHUKA, 00eCreuyuTh aTpuOylui (PakToB MPOTUBONPABHOIO
MIPUMEHEHUsI CUJIbI M BOOPYKEHHOTO HAIlaJicHWsI Ha OCHOBE 3JI0-
HamepeHHoro ucnosib3oBaHuss MKT Tojbko TeXHUYECKUMU Cpeli-
crBaMmu He ymactcs. Heobxonumo OymeT mpoBeaeHMUE pacciieaoBa-
HMS MO KaxXIOMy TaKOMY WHUMACHTY U (UKcalus MOJyYEeHHBIX
JlokazaTejabCcTB. UMEHHO B 3TOM CMBbIC]IE MOXHO «CO3/1aTh €AUHYIO
cucteMy (BO3MOXHO Ha 0a3e COOTBETCTBYIOIIMX HALIMOHAIbHBIX U
pPErMoHaIbHbIX CUCTEM) perucTpauuu (HakToB yrpo3bl CUION WIu
ee NMPUMEHEHHUS, a TAaKXKe «BOOPYKEHHOTO HAIaIeHUS» MOCPEI-
CTBOM 3JI0HaMepeHHOoTro ucnoiyib3oBanus MUKT» [6]. OnHako, Kpo-
M€ MEpPONpPUITUM 1O OpraHM3allMyd TaKUX paccieloBaHUN yMoJ-
HOMOYEHHBIMU CIeLIMaTUCTaMU, HEOOXOAUMO MPEeIyCMOTPETh
eJMHble TpeOOBaHUSI K IMPOrpaMMHOMY OOECIEeUeHUI0, KOTOpoe
OyzeT uccieaoBaThC:

e TporpaMMHoOe€ obecreyeHue AOKHO ObITh O(UIIMaIbHO yCTa-
HOBJIEHO (IIPHUOOPETEHO);

e TIpOrpaMMHOE OOecIiedeHMe TOJKHO OBITh MOANMMCAHO HAIeX-
HBIM cepTU(UKATOM pa3paboTunKa;

¢ pa3pabOTUMK JOJLKEH XpaHUTh (WUJIM IIepeaaTh) UCXOAHbIE KOIbI
ycraHoBieHHoro 10 mis mociaeayromero aHanusa;

e BCE M3MEHEHUS IMPOrpaMMHOIO odecrneyeHus (1opaboTKu, MO-
IubUKalMKU, UCTIPaBACHMST OLIMOOK) JOJKHBI ObITh MOAMMCAHBDI,
a UX MCXOAHBIM KOJ COXpPaHEH.

IMomobHBIe TpeboBaHUs K I1O MOXHO paccMaTpuBaTh Kak cep-
TUMUKALMIO TIPOrPAMMHOI0 obecreyeHusl, KOTOPOe T0JKHO ObITh
B TeX y3J1ax MH(GOPMAIIMOHHON MHMPACTPYKTYPHI, KOTOPHIE MOTYT
OBbITh MOJABEPKEHBI arpecCu U UX HEO0OXOAMMO 3allUIIaTh B TOM
YUCJIe U B paMKax MEXIyHapOJHOro Ipasa.

125

Forum_1.indd 125 @ 22.10.2014 13:40:25



3amaum ajanranuu MexayHapoaHoro mpasa Jus in Bello

ITpaBo BOOPY:KEHHBIX KOH(MIUKTOB — WUCTOPUUYCCKU CIIOKUB-
11asicsl MpaBoOBasi cCUCTeMa MEXXIYHAapOIHOTO MpaBa, peryJnupyroias
MOBeACHUE BOIOIOIIMX CTOPOH B MEPUOA BOOPYKEHHbBIX KOH(MIUK-
ToB. C TOUKM 3peHMs paccMaTpuBaeMoOil MpoOJeMbl amanTaluu
HOpM TIpaBa K TNPUMEHEHUIO B KMOEPIPOCTPAHCTBE BAXKHO OT-
METUTb, YTO «OCHOBHASI YaCTh MOJOXEHUN, 3aKPEIUICHHBIX B HC-
TOYHHMKAX MEXAYHAPOJHOTO T'YMaHUTAPHOIO IpaBa, Ju0OO MHBA-
pUAHTHA K BUAY OPYXKHUS, MCIOJIL3yeMOIro B IPOLIECCE BOCHHBIX
NeUcTBUit, 1100 OpUEHTHMpPOBaHA Ha OrpaHUYEHUE HUCMOJIb30Ba-
HUSI KOHKPETHBIX BUIOB BOOpY:KeHUsI» [6]. PaccmaTpuBas nepBo-
odepemaHbIe 3aMauyd amanTalii MeXIyHAPOTHOTO TYMaHWTapHOTO
[paBa, MPUBEACHHBIC B [6], MOXHO BBIICIMTD CIEAYIOLIME 3a0aul,
TpeOYIOILINe CO3MaHMST COOTBETCTBYIOIINX TEXHUUECKUX PEIICHMIA,
o0ecreuynBaroLInX:

e 0COOBII MOPSIAOK LUGPOBOM MIeHTU(UKALUN WH(pOPMALIK-
OHHBIX CHUCTEM M TeJEKOMMYHUKAIIMOHHBIX CETEH, 3allluIlaeMbIX
MEXIyHAPOAHBIM T'YMaHUTApPHBIM MPABOM;

e BEJCHHUE PEECTPOB M apXUBOB, IPEAYCMOTPEHHBIX HOPMaMu
MEXIyHApOAHOTO TYMaHUTAPHOTO IpaBa;

e 3aIlpeT BOCHHOTO 3JIoHaMepeHHoro ucnojb3oBaHus MKT mpo-
TUB JIUL U OOBEKTOB, OXPAaHSIEMbIX HOPMaMU MEXIYHAPOIHOIO
TYMaHUTApHOTO TIpaBa, a TaKKe KPUTUYECCKU BAXKHBIX OOBEKTOB
TJIO0AIBHOM, permoHAIbHBIX W HAIIMOHAIBHBIX WH(MPACTPYKTYD,
paspyleHre KOTOPhIX MOXKET MPUBECTH K HEONpaBIaHHBIM YeJI0-
BEUECKMM KepTBaM, a TaKKe CYIIeCTBEHHBIM HETaTUBHBIM 3KOJIO-
TUYECKUM TTOCIIEICTBHSIM;

e COXpaHEHME HeHTpaauTeTa roCyJapcTB, HE YYaCTBYIOIIUX B BO-
€HHBIX ACHCTBUSIX;

e 3alpeT HEKOTOPHIX BUAOB 3JIOHAMEPEHHOIO HCITOJIb30BaHUS
WUKT;

e 0COOYIO CUCTEMY CEpPTU(UKALUU MPOrPAMMHBIX U TEXHUYE-
CKMX MPOJIYKTOB MO TPEOOBAHUSIM ITPOTUBOCTOSTHUS 3JIOHAMEPEH-
HoMmy ucrojb3doBaHuio MKT.

PaccMoTpuM HEKOTOpBIE TEXHUYECKHE Y OpTraHMU3aIlMOHHBIE Pe-
LIeHNS, KOTOPBIE MOXKHO TIPEIIOXUTD TSI pEIICHUs 9TUX 3aad.

Beedenue domennoil 30nbl u cozdanue peecmpos Web-pecypcos,
3aUUUAeMblX MeHCOYHAPOOHBIM 2YMAHUMAPHBIM NPABOM.

OdyeHb YacToO TOBOpsS O KubOepaTakaX MMEIOT B BHIY aTaKu
Ha MHTepHeT-caiiTel BcemupHoil maytuHel — World Wide Web
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(WWW). CerogHst MHOTUE CHELIMATUCThI CYMTAIOT 3aiiuty Web-
pPECypcoB OCHOBHBIM TPEHIOM MH(MOPMAIIMOHHOMN 6€30MacHOCTH.
J1st Toro, 4ToObI Jierko omo3HaTh Web-pecypchl peecTpoB
U apXuBOB, JHUII U OOBEKTOB, OXPaHSEMBIX HOPMaMM MeEXKIyHa-
POMNHOTO TYMaHUTApHOTO TIpaBa, MOXHO BBECTH OTAEIBHYIO I0-
MEHHYI0 30HY. OTaenbHO MOXHO paccMarpuBath Web-pecypchbl
KPUTUYECKN BaXKHBIX OOBEKTOB TJI00ABHOWM, PETHMOHAIBHBIX M
HaIlMOHAJIBHBIX WH(MPACTPYKTYP, pa3pylIeHHe KOTOPBIX MOXKET
MIPUBECTU K HEOIpPaBIAaHHBIM YeJOBCUYECKMM KEpPTBAM, a TaKXKe
CYIIIECTBEHHBIM HETATUBHBIM 3KOJIOTMYECKHUM TTOCIICICTBUSIM.

Cnocob6 1

sl pa3HBIX TUIIOB OOBEKTOB MOXHO BBECTM pa3HbIe TOMEH-
Hble 30HBI. JIJIsl co3aaHusl 3TUX JOMEHHBIX 30H Hal0 OOpaTUTHCS
B ICANN u BO3JIOXXUTh Ha Hero (MJayd opraH Moj PUCIUKIMUEH
OOH) ¢yHkuMio BeneHUsl peecTpa opraHu3aluii, o0paTUBLIMXCS
3a perucTpaiueil B 3TUx noMeHax. Takue creuuaau3upoBaHHbIC
JIOMEHHBIE 30HbI CErOHS CYILECTBYIOT, HallpUMeED:

«CTtapble» TOMEHbI BEPXHETO YPOBHSI OOILIETO MOJb30BAHMSI:

« AERO — goMeH a1 aBUaLlMOHHOI OTpaciu;
« EDU — nomen mis obpasoBarenbHbIX yupexneHuit CIIA;
« MUSEUM — njs my3ees;

«HoBbIe» — TIOCIE OTKPBITHUSI CBOAHON PETUCTpallMi TOMEHOB
BEPXHEro YpPOBHSI:

MED — gomeH aj11 MeOUIMHBI (JIIOAA M OPTaHU3ALUN);
MEDICAL — 1o xe;

HOSPITAL — nns rocniuranieit

U JApyrue.

Peructpanusi B 3ToM peecTtpe UMEHU U3 TO JOMEHHOI 30HbI
JIOJKHA MIPOBOJAUTHCS TOJIBKO MPU MPEIOCTaBICHUM OpraHU3alu-
SIMU TOKYMEHTOB, TIOATBEPKAAIOIIMX UX CTaTyC OpraHu3alui, 3a-
IIMIIAeMbIX MEKIyHAPOIHBIM I'YMaHUTAPHBIM MpaBoM. [1pu aTom
MOJyYeHUe HOBOTO JOMEHHOTO MMEHHU B 3TOM 30HE HE OTMEHSET
CTaporo JOMEHHOTO0 MMEHH, TaK KaK OJMH CAalT MOXET UMETh He-
CKOJIbKO IOMEHHBIX MMEH.

Cnocob 2

Jlist oro3HaBaHUSI TOMEHHBIX MMEH OpraHM3alMii, 3alluiae-
MBIX MEXIYHApOAHBIM T'YMaHUTAapHBIM IIPAaBOM, MOXHO BBECTH
IOIMOJIHUTEIbHBIE 3aITUCHU B 6a3bl maHHBIX DNS.
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Tun Pacum- Kon Onucanne Ynorpeoumocts | RFC
poOBKa
A Address 1 CooTBeTCTBUE omHa n3 cambix | RFC
MEXIy UMEHEM U 4acTo UCIOJIb- 1035
IP-anpecom 3yeMBIX 3anucei
NS Authoritative | 2 Anpec cepBepa 10- DNS RFC
name server MEHHOU 30HBI 1035
CNAME | Canonical 5 AJmacel -OgHOY- LIMPOKO HC- RFC
name pOBHEBasl Tiepeaape- TIOJIB3YETCST 1035
canust
SOA Start of 6 | Yka3zaHue Ha aBTO- DNS RFC
authority PUTETHOCTh 1035
PTR Domain 12 MexaHu3M mnepea- LLIMPOKO MC- RFC
name pointer npecaluu MOJIb3YEeTCs ISt 1035
[P-anpecoB
MX Mail 15 | IoutoBoro uumo3a BaXKHa RFC
Exchanger U1 JOMEHA. a1 SMTPkona, | 1035
TXT Text string 16 | 3amuch npousBoib- | DNS-TyHHETH RFC
HBIX TAHHBIX 1035
AAAA st [Pvo 28 Anpec B hopma- 9KBUBAJIEHTA RFC
Te IPv6 A s IPV4 3596
LOC Location 29 l'eorpacuueckoe ? RFC
information MECTOTIOJIOKEHUE 1876
SRV Server 33 | Ykazanue Ha cepBe- | Jabber, Active RFC
selection pa Il CepBUCOB Directory 2782

B vactHocTH, 3anuck TXT mo3Bossier 100aBIISITh IIPOU3BOJIb-
HBIE JaHHBIE B onmucaHue goMmeHa, 3anmuch LOC MoXeT OBbITh MC-
M0JIb30BaHa TIPU OIPEISICHUN HEUTpaJbHBIX CTOPOH, a 3alliCh
SRV onuceiBaeT HaiM4ue KOHKPETHOTO cepBuUca (Hampumep, cep-
BHUCa OMO3HaBaHUsI, O YeM MopoOHee OyneT ckazaHo Huxe). BHe-
CeHHUe 3amuceil Ijis oIo3HaBaHUsS B 0a3bl JaHHBIX DNS Moxker
MPOBOAUTHCS COOTBETCTBYIOLIMMU PErucTpaTopaMu 0e3 ydacTus
ICANN, HO TOJBKO MpPU TPEAOCTABICHUM OPraHU3ALUSIMU JI0-
KYMEHTOB, TIOATBEPXKIAIOIINX UX CTATyC OpraHu3alyii, 3aluiinae-
MBIX MEXKIYHAPOIHBIM TYMAHUTAPHBLIM ITPABOM.

Cnoco6 3

BHeceHure B KOpHEBOIi KaTajlor KaxJa0ro caiita ¢aiiia co cre-
LIMaJIbHBIM MMEHeM (MMSI U CTpyKTypa (aiijia MOryT OBbIThb OIU-
canbl B cooTBeTcTByOlIIeM RFC), comepxammnm mHdopmaluo o
cTaTyce OpraHu3allM, 3allUIaeMO MEXIyHAapOIHBIM T'yMaHM-
TapHBIM MPABOM. XOTSI 3TO COCOO HanboJjiee MPOCTOi, OMHAKO B
3TOM CJIydae 3aTpyJAHEHA MPOBEPKa TMOATBEPXKIACHUS CTAaTyca Op-
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raHU3alWi, 3alUIIaeMbIX MEXIYHAPOIHBIM TYMaHUTAPHBIM ITpa-
BOM. bbIJTo OBI MpaBWIbHEE COUYETATh 3TOT CITOCOO C ONMMCAHHBIMU
BBILIIE criocobaMmu | v 2.

Cozdarnue peecmpos IP-adpecos y3noe cemu Humeprem,
3AUUULAEMBIX MeNCOYHAPOOHBIM 2YMAHUMAPHBIM NPAGOM

Omnpenenuts 1o IP-agpecy nomMeHHOe MM (a ciaegoBaTeIbHO,
U «OIO3HATh» €ro) MOXHO TakxKe 1Mo 06aze maHHbIXx DNS (3anuch
PTR), onHako B obOuiem ciayyae [P mMoryr He uMeTb COOTBET-
CTBYIOLIMX MM IOMEHHbIX MMeH. Hampumep, K cetu MHTepHET
MOTYT OBbITh MOJKJIIOUEHBI B KauecTBE Y3JI0B CETU MEXIyHapoj-
HBIX TYMaHUTApHBIX OpraHU3alnii, cepBepa U CeTU MEAUIIMHCKUX
YUPEXIAEHUI, CeTU KPUTUUYECKU BaxKHbIX OOBEKTOB TJIO0AJIBHOMA,
pPerMoHAIbHBIX M HAIIMOHAJBHBIX WHMPACTPYKTYp, pa3pyllieHre
KOTOPBbIX MOXET IPUBECTUM K HEOMpPaBIaHHBIM YeJIOBEYECKUM
KepTBaM, a TakXKe CYIIECTBEHHBIM HETaTUBHBIM 3KOJOTHUUYECKUM
MOCEACTBUSIM.

Bce IP-ampeca y37m0B Takux opraHM3alii MOXHO BHOCUTHL B
peecTp OpraHu3alvii, 3alUIIAeMbIX MEXIYHAPOAHBIM TyMaHU-
TapHbIM TpaBoM. Co3gaHUe pPeecTpPOB MOXKHO BO3JOXUTbh Ha pe-
ructpaTopoB [P-agpecoB (WM npyroil opraH Mox OPUCIUKLIHAEH
OOH). Peructpauust B aToMm peectpe [P-agpecoB mojizkHa poBO-
JIUTbCS TOJBKO TPU MPEAOCTABIEHUU OpPraHU3aLUMsIMUA JOKYMEH-
TOB, TIOATBEPKAAOIIMX MX CTaTyC OpraHM3allvii, 3aluIIaeMbIX
MEXIyHApOJAHbIM T'YMaHUTAPHBIM PABOM.

Mudopmanuio o npuHagiexHoctu [P-aapeca Kk peectpy op-
raHu3alMi, 3alMIIaeMblX MEXIYHApOAHbIM T'yYMaHUTApHbIM
MpaBoOM, MOXHO TIpeAocTaBisaTh yepe3 cepsuc whois (RFC 3912),
UCIIONB3ysd AOCTYIl K IyOJMYHBIM cepBepam 0a3 gaHHbIX (BJI)
peructparopoB IP-anpecoB. K coxanennio, nHdpopmaums o pe-
aJIbHBIX Bilanenblax IP-anpecoB MOXeT ObITh HETOUHOM, TaK KakK
azpeca BbIACISIIOTCS, Kak mpaBuio, MHTepHeT-npoBaiiaepam, UH-
¢dopmalus o nepegaHHbIX MU B TI0Jib3oBaHue IP-ampecax moxer
OBITh HEIOCTYITHA.

Bsedenue cmandapma onpoca IP-adpecos y3noe cemu Humeprem,
3AUUULAEMBIX MeNCOYHAPOOHBIM 2YMAHUMAPHBIM NPAGOM

st ono3HaBaHus y3710B ceTd MHTEpHET, 3allUIaeMbIX MEX-
JIyHApOAHBIM TYMaHUTApHBIM MPaBOM, MOXHO pa3paboTaTh Ipo-
TOKOJI OTIpoca Ha IPUHAIEXKHOCTh K peecTpy [P-ampecoB opranu-
3alMii, 3alMIIAEMbIX MEXIYHAPOIHbIM TYMaHUTAPHBIM IPABOM.
B mpocreiiiieMm ciyyae miisi peaau3aldu 3TOTO OMPOCA MOXHO
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HUCIOJIb30BaTh IMPOTOKOJN TMoJib3oBaTeabcKux aararpamm (UDP,
RFC 768) u 3ape3epBupoBaTh (PMKCUPOBAHHBI HOMEpP ITOpTAa.
Hcnonb3yss UDP, KOMIIbIOTEpHbBIE MPUIOXKEHUSI MOTYT MOChLIATh
coo01IeHre-3aMpoc (IararpaMmy) Ipyrum ysiaaMm cetu MHTepHer
no IP-agpecy ¢ ykazaHueMm 3ape3epBMPOBAHHOIO HOMepa IopTa,
a 3allvIlaeMblii y3eJ OOJDKEH Bo3BpallaTh HOMep (BO3MOXKHO,
TTOATTMCAHHBIN 3JIEKTPOHHOM TOAMUCHIO-CEPTU(PHUKATOM COOTBET-
CTBYIOIIETO JOBEPUTEIHLHOTO IIEHTPa-PErucTpaTopa) perucTpaum
B peectpe [P-anpecoB opraHu3zaiiuii, 3alMIlaeMbIX MEXIyHapOI-
HBIM TYMaHUTApHBIM ITPaBOM, WJIM UTHOPMPOBATH 3TOT 3ampoc.
BaxxHO OTMeTWTB, UYTO TIpeIaracMbIil TTOAXOI MOXKET OBITh
€IMHCTBEHHO PabOTOCIIOCOOHBIM B Cyyae HapyllIeHUs LeJOCT-
HocTU ceTu (oTcyTcTBUM aoctyna K DNS, cepBucam whois win
JPYTUM peecTpaM) B pe3yJbTaTe BO3HUKIIEIO KOH(MJIMKTA.

Obecneuenue coxpanenusi Helimpaiumema 2ocyoapcms,
He Y4acmeylouux 6 60eHHbIX OeliCIEUSIX

Hnst ono3HaBanusi Web-pecypcoB rocyaapcTB, HE y4yacTBYIO-
IIUX B BOEHHBIX ACHCTBUSX, HOCTAaTOYHO HCMOJb30BaTh HalMO-
HaJbHBIM AOMEH cTpaHbl, 3anuch LOC B 6aze gaHHbix DNS unu
cepBuc whois (RFC 3912), ucnonb3ymomuit 10cTyn K myOInYHbIM
cepBepam 0a3 gaHHbIX (B/l) perucrparopoB IP-agpecoB u peru-
CTPATOPOB JTOMEHHBIX UMEH W TPEeIoCTaBIsSIONi UH(pOopMaLO
0 BJajieJiblie TOMEHHOro uMeHu unu IP-aapeca.

K coxanenuto, nHdopmarius B 3Tux bl MoxeT ObITh HE MOJIHOM
WA HE COOTBETCTBOBATh ACUCTBUTEILHOCTU, TaK KaK perucTpaTo-
pPbl TOMEHHBIX UMEH HE OCYILIECTBJSIOT MPOBEPKY MHGPOPMALIUH,
MPeIOCTaBISIEMO BIIafeNblIaMU TOMEHHBIX MMEH, MHMOpMaIIUs
ke 00 IP-ampecax B 3TOM ciaydae MOXKET OBITh 00Jiee JOCTOBEPHOI
(HO He Bcerma MOJIHOM), TaK KaK HallMOHAJTbHbIE (MECTHBIC, PETH-
OHaJIbHbIE) TIPOBaliAepPhl CO CBOMM ITYJIOM aapecoB, KaK MPaBuio,
OCTAIOTCSI Ha TEPPUTOPUM CBOETO TOCYIapCTBa.

CrenyeT MMeTh B BHIYy, YTO IIPWBEACHHBIC BBIIIC ITPUMeE-
pPbl BOBMOXHOM TEXHWYECKOW peain3aliMy COoCO0OB aganTaluu
MEXIYHapOAHOTO T'YMaHUTApHOTO IpaBa MPUMEHUTEIbHO K KH-
OepIpPOCTPAHCTBY IAJEKO HE MCUYEPIBIBAIOT CITMCOK BO3MOXKHBIX
TeXHUYECKUX pelieHnit. boiee Toro, oHM OpPUEHTUPOBAHBI TIpe-
K€ BCEro Ha CYILIECTBYIOUIMI CeroiHsl BapuaHT ceTu MHTepHeT,
OCHOBaHHBII Ha MPOTOKOJIbI [PV4, a ¢ 1mmpokum BHeaApeHueM 00-
Jiee PasBUTOro IpoTokojia IPv6 mosiBITCS HOBBIE BO3MOXKHOCTHU
TEXHUYCCKUX pealn3alrii pacCMOTPEHHBIX BHIIIE 3a/1ay.
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3amaun OPraHu3anyuoOHHO-NIPABOBOI0 o0ecrneyeHus: TEXHNYECKHX
cpeacTs

Kak yxe oTrMeuanoch BbIlIe, IS peaM3alluy IpeiaraeMbIxX
Ccnoco0o0B OMO3HaBaHUsI, 3alllUThl OT BepoJioMcTBa (danbcudurka-
LMY CTaTyca OpraHU3allnii, 3alUIIaeMbIX MEXIYHAPOIHBIM TyMa-
HUTApHbIM IMPaBOM) U IMPOBEACHMSI paccieqoBaHUs WHLMUIAECHTOB
HEoOXOIMMO COOTBETCTBYIOIEE OPraHU3alMOHHOE M IpaBOBOE
obecrneyeHue.

Eounas cucmema cepmuuxavyuu uH@dopMAyUOHHbIX CUCHEM
U MeNeKOMMYHUKAUUOHHBIX Cemell, 3auulyaembixX MelcOyHapOOHbIM
2YMAHUMAPHBIM NPAGOM

[nsa mpoBeneHUs paccienoBaHUsS WHUMIECHTOB HEOOXOAMMO
BBECTU CHUCTEMY cepTUdUKALUU HUHGPOPMALIMOHHBIX CUCTEM U
TeJICKOMMYHUKAIIMOHHBIX CEeTel, 3allUIaeMbIX MEXIYHapOIHbIM
TYMaHUTApPHBIM MPaBOM, MPeAyCMaTPUBAIOLIYIO:

e HaIMYME MMUHUMAJIbHO HEOOXOAMMOro Habopa CpeacTB WMH-
opmanioHHOI G€30MacHOCTH;

e BeJieHHWE CPEICTB perucrpaluyd WHOOpMalUU, JOCTATOUHOMN
IUIS aHaM3a UHIIUMACHTOB;

e HCNOJb30BaHUE O(ULINATLHO TPUOOPETEHHOTO CEPTUDULINPO-
BaHHoro I10.

CeptudunupoaHHoe [1O m0KHO YIOBAETBOPSTH ClEAyIO-
LIUM YCJIOBUSIM:

e TIpOrpaMMHOE€ OOecIiedeHHe TOJKHO OBbITh MOANMCAHO HAJeX-
HBIM cepTU(UKATOM pa3paboTunKa;

e pa3pabOTUMK JOJLKEH XpaHUTh (WJIM IIepenaTh) UCXOAHbIE KOIbI
ycraHoBieHHoro 10 mis mociaeayromero aHanmsa;

e BCE M3MEHEHUS IMPOrpaMMHOIO odecrneyeHus (1opaboTKU, MO-
TUbUKAMKU, UCTIPABICHMST OLIMOOK) JOJKHBI ObITh MOAMMCAHBDI,
a MX MCXOAHBIM KOJ COXpPaHEH.

Opeanuszayuonnoe u mexHuveckoe obecneuerue npoeederus pacciedo8aHul
UHUUOCHMOB

Jlo/keH ObITh CO3[laH MEXIYHApOIHbIN opraH (Mo IOPUCAUK-
uueit OOH) mig npoBeaeHUsT MPOBEPOK MHGOpMALU, IIPeao-
CTaBJIsSIEMOI B peecTpe, NMPOBEACHUS paccieqOBaHUs UHLIIMAESHTOB
3jl0HaMepeHHoro ucnosib3oBaHus MTK u paccienoBaHus ciiyyaen
nosieieHust cpeacts UTK (mporpaMMHbIX\anmapaTHbBIX), UMEIOLLIUX
Ha3HAYEHUE 37I0HAMEPEHHOTO UCMOJb30BaHUs (KUOEpOpyKue).

OpraH A0JKeH UMETh BBICOKHI 3KCIEPTHBIN CTaTyC, OMUpaTh-
Csl Ha COOTBETCTBYIOLLIEE OCHALUEHUE JUISl MPOBEICHUsI MPOBEPOK
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W paccjeloBaHWM M XpaHEHUS W MPeIOCTaBICHUS TOCTYIa K MX
pe3yJIbTaTaM.

Cmanoapmu3ayus mexHu4ecKux mpebosaHull

M5t peann3aliiy 60JbIIMHCTBA MEPEUMCICHHbIX BbIIIE TEXHU-
YECKHUX pelIeHUIl HeOOXOAMMO IOMOJHUTh WIM pa3dpadoTaTh HO-
Boie nokyMeHTbl RFC (Request for Comments) 1 o0ecnieyuTh UX
BBelIeHUE B oOllee Tmoab3oBaHue. Hampumep, yxke ceifyac MOXHO
3HAUUTEILHO COKpaTuTh onacHoctb DOS u DDOS atak, 00s13aB
MpoBaiepoB (PMIHTPOBATH HE TOJIHKO BXOAAIINI TpaduK (3aIm-
Ta pecypcoB ot DOS-arak), HO U ucxosuil (00e3BpeKUBAHNE
ncrouyHnkoB DOS-arak) tpaduk B cootBercTBUM ¢ RFC2267 n
RFC-2827.

B 3akiioueHue XoTesochb Obl OTMETUTb, YTO TPUBEACHHBIN
BBIIIIE M JAJEKO HEITOJTHBIN, CITMCOK TEXHWYECKMX W OpraHM3a-
IIMOHHBIX MEp OIMMCHIBAET MPETOKEHUSI, KOTOphIe 00JagaloT He
TOJIbKO Pa3HON CJIOXHOCTbIO peaiu3allud U TPeOYIOT pa3HbIX IO
BeJIMUMHE M3AepkKeK, HO U 9 (GEKTUBHOCTb MX MOXKET CYIICCTBEH-
HO MEHSThCSI B 3aBUCMMOCTU OT CTaIMil, OCTPOTHI U IJI0OATBHOCTH
KNOEPKOH(IUKTOB.
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P.L.Pilyugin
Institute of Information Security Issues MSU

Challenges of creating the technical control means
for observance of future international law norms
for cyberspace

There are different definitions of «cyberwar» concept. This con-
cept is often linked solely to the Internet [1]: «computer confron-
tation on the Internet» [2]. More general understanding of this
concept extends it to all computer networks [5]. Also there is no
unambiguous definition of «cyber weapons» concept.

However, Russian and American experts in the course of a bi-
lateral project [4] arrived at a common understanding of a number
of terms [5]. In particular, there has been developed a definition
of cyber conflict as «a tense situation between or among nation-
states or organized groups where unwelcome cyber attacks result in
retaliation», and refers to cyber war as «an escalated state of cyber
conflict between or among states in which cyber attacks are carried
out by state actors against cyber infrastructure as part of a mili-
tary campaign». Yet more general understanding of cyber threats
is as «malicious use of information and communication technolo-
gies (ICTs)» |6], which includes both cybercrime and cyberterror-
ism, and in relation to military action ICTs can be considered as
«implicit weapons» [6].

Along with development of conceptual apparatus and realiza-
tion of possible consequences of cyberattacks, consideration was
given to the issue of regulation of relations in cyberspace, both
nationally and internationally. The scientific community stood out
for the need for such regulation [7], while a number of political
analysts in the «Discussion Club» of US News & World Report [8]
have expressed the opposite views of international treaties. Lately,
however, the notion that «an international treaty banning cyberwar
is the only way to cope with this threat» [9], is becoming increas-
ingly important. You can also agree with the author of the follow-
ing quote, that while «the total prohibition of cyber weapons is cer-
tainly a good goal, it is almost certainly unattainable. More likely
are agreements which: oblige the parties to refrain from first use of
such weapons; ban cyber weapons with «broad-spectrum attack»;
and to have only such weapons, that will self-destruct at the end
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of hostilities. The next phase could include agreements restricting
tactics and defining limits of weapon stockpiles» [9] It seems that
the first real step in this direction should be not a manual [10] for
cyberwarfare, but adaptation of modern international law to the
realities [6], which can be further developed into a separate branch
of law. The only question is whether there are technical possibili-
ties — cyber means — which will allow adequate understanding of
what is happening in cyberspace for the application of the relevant
legal standards.

Focal areas of Jus ad Bellum adaptation

International law provides for the exercise of the right to de-
fense, the use of the armed forces by nation-states to repel ag-
gression or thwart threats to peace. At that it is assumed that the
resulting or expected damage must not be negligible [6,11]. But
how to recognize a threat to peace or aggression in cyberspace, and
to estimate damage, how to determine the real source of a threat?
There are three major problems.

Firstly, although a similar problem of potential damage and
threat assessment is considered by methods of information secu-
rity risks analysis, these results have more methodological rather
than practical significance. Despite reports on a large number of
computer attacks [12] and the existence of different methods of
identifying hazards and evaluating potential losses [13], according
to many experts, to a large extent all of this is a «fear commerce».
«There are more than five methods for estimating the probability.
There are more than three dozens methods of damage assessment.
There are no less than fifty risk assessment methods. And the re-
sult still satisfies no one» [14] This is due to the fact that there has
been a relatively small number of actual cyberincidents with any
significant damage. And considering the subject matter one usually
only remembers Stuxnet [15] or DDOS-attack on the information
system of the Estonian government in 2007. In fact, we can only
have expertise rather than a realistic assessment of the likelihood of
a particular attack — and this is also true with regard to expected
damage.

The second problem relates to identification of the true cause
of the actual damage. The fact is that any software (SW) contains
errors, the consequences of which could be catastrophic. That is
why software development technology considers, along with in-
formation security, the problems of reliability, stability and safety.
There are enough examples of real disasters with a large number
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of casualties or huge economic losses caused by software errors,
the source of which were design flaws or mistakes in programing
rather than cyberweapons or backdoors. In the analysis of incidents
all this requires a careful study of software code and in absence of
human-readable source code, the complexity of this problem is
comparable to creation of similar software.

And finally, thirdly, it is necessary to identify the source of
threat\aggression. In the above-mentioned cyberattacks, the alleged
involvement of the United States and Israel in creation of Stuxnet
code has not been proved, and in case of Estonia the real author
of the attacks was not Russia. [16] Sometimes it is possible to de-
tect the source of network DDOS-attacks, which are constantly
conducted on the network [17] and as of now are not considered a
serious threat. Typically, they are conducted by hacker groups and
not cybertroops of nation-states. And targeted attacks are much
more complicated. The fact is that all of the existing «intrusion
detection» systems actually only detect characteristics of an action,
similar to intrusion or changes in the system, and the analysis of
the actions, changes in the system and the machine code is per-
formed by specialists. Furthermore, when the intrusion is detected
significantly late, there remains no log data, and to determine the
source it becomes necessary to analyze the machine code of em-
bedded programs — and creators of such programs rarely leave
autographs.

However, the adaptation of existing international law neces-
sitates such «attribution of the facts of the wrongful use of force or
armed attack by malicious use of ICT» [6] that there is:

o «confidence of the parties in dispute in the credibility of the
evidence provided by technical means of detection of international
agreements violations;

« monitoring of all events that make up legal facts that invoke the
right of individual or collective self-defense;

o objectivity of the information provided by technical means of
monitoring and possibility of its submission as proof to the Inter-
national Court in consideration of related disputes»[6].

As is evident from the abovementioned issues associated with
the recognition of the threat (aggression), determination of its cause
and source, it will be impossible to attribute the evidence of the
wrongful use of force or armed attack by malicious use of ICT only
by technical means. For each such incident it will be necessary to
conduct an investigation and secure the obtained evidence. In this
sense precisely it is possible to «create a unified system (perhaps on
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the basis of the relevant national and regional systems) for registra-
tion of the facts of the threat or use of force, as well as an “armed
attack” by means of malicious use of ICT». [6] However, besides
the framework for such investigations by authorized personnel, it
is necessary to provide uniform requirements for software that will
be examined:

o software must be installed (purchased) officially;

« software must be signed by a trusted developer certificate;

« the developer should store (or hand over) the source code of the
installed software for further analysis;

« all software changes (improvements, modifications, bug fixes)
must be signed, and their source code — stored.

Such software requirements can be considered a certification
of software that should be installed at information infrastructure
nodes that can be targets of aggression and must be protected, in
particular within international law.

Focal areas of Jus in Bello adaptation

The Law of armed conflict is a historically developed legal
framework of international law governing the conduct of bellig-
erents in times of armed conflict. From the standpoint of rules of
law adaptation to cyberspace it is important to note that «the major
portion of the provisions enshrined in the sources of international
humanitarian law, is either invariant to the type of weapon used in
the course of hostilities, or focused on the restriction of the use of
specific types of weapons»[6]. Considering the priorities of interna-
tional humanitarian law adaptation, provided in [6], we can iden-
tify the tasks that require the establishment of appropriate technical
solutions that provide:

« aspecial procedure of digital identification of information systems
and telecommunications networks, protected by international
humanitarian law;

« maintenance of registers and records, prescribed by the rules of
international humanitarian law;

o the prohibition of military malicious use of ICTs against persons
and objects protected under international humanitarian law, as well
as critical objects of global, regional and national infrastructures,
the failure of which could lead to unnecessary loss of human life,
as well as significant environmental backlash;

o protection of neutrality of the states not participating in the
hostilities;
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o the prohibition of certain types of malicious use of ICTs;
o a special software and hardware certification system in compli-
ance with requirements of countering the malicious use of ICTs.

Let’s review some of the technical and organizational solutions
that can be offered to meet these challenges.

The introduction of domain extension and the creation of regis-
tries of Web-resources protected under international humanitarian
law.

Speaking of cyberattacks, one very often implies attacks on
websites of the World Wide Web (WWW). Today many experts
consider the protection of Web-resources a basic trend of informa-
tion security.

In order to easily identify the Web-resources of registers and ar-
chives, persons and objects protected under international humani-
tarian law, it is possible to introduce a separate domain extension.
Web-resources of global, regional and national critical infrastruc-
tures, the failure of which may result in unnecessary loss of human
life, as well as a significant negative environmental backlash, can
be considered separately.

Method 1

For different types of objects one can introduce different do-
main extensions. To introduce these domain extensions one should
contact ICANN and entrust it (or a body under the jurisdiction of
the UN) the function of keeping the register of organizations that
applied for registration in these domains. Such specialized domain
extensions exist today, for example:

The “old” top-level general use domains:

o« AERO — the domain for the aviation industry;
« EDU — the domain for educational institutions in the USA;
e« MUSEUM — for museums;

“New” — after the opening of consolidated top-level domains
registration:

e MED — domain for medicine (people and organizations);
e MEDICAL — the same;

o« HOSPITAL — for hospitals;

o and others.

Registration in this domain extension should be carried out only
upon the presentation of documents, confirming the status of orga-
nizations that are protected under international humanitarian law.
In this case, getting a new domain name in this extension does not
negate the old domain name, as one website can have multiple
domain names.
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Method 2

For the identification of domain names of organizations that
are protected by international humanitarian law, you can enter ad-
ditional records in DNS database.

Type Long form Cd(: Description Usage RFC
A Address 1 Consistence one of the most | RFC 1035
between the name | commonly used
and the IP-address entry
NS Authoritative | 2 Address of the DNS RFC 1035
name server server domain zone
CNAME | Canonical 5 Aliases — single- widely used RFC 1035
name level forwarding
SOA Start of 6 Credibility DNS RFC 1035
authority indication
PTR Domain 12 Forwarding widely used for | RFC 1035
name pointer framework IP-addresses
MX Mail 15 | Mail gateway for important for | RFC 1035
Exchanger the domain SMTP
TXT Text string | 16 Acceptance of DNS-tunnels | RFC 1035
random data
AAAA for IPv6 28 IPv6 address ‘A’ value for | RFC 3596
format 1PV4
LOC Location 29 Geographical ? RFC 1876
information location
SRV Server 33 | Servers reference Jabber, Active | RFC 2782
selection for services Directory

The TXT record in particular allows you to add arbitrary data to
the description of the domain, LOC record can be used to identify
neutral parties, and SRV record describes the existence of a specific
service (e.g., identification service, of which more will be said below).
Adding records to the DNS database for identification can be carried
out by the relevant Registrar without participation of ICANN, but
only upon presentation of the document, confirming the status of
organizations protected by international humanitarian law.

Method 3

Adding to the root directory of each website a file with a special
name (first name and file structure can be described in the relevant
RFC) containing information on the status of the organization,
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which is protected by international humanitarian law. Although
this method is the easiest, in this case it will be difficult to confirm
the status of organizations that are protected by international hu-
manitarian law. It would be better to combine this method with the
above described method 1 or method 2.

Creation of registers of Internet nodes (their IP-addresses), pro-
tected by international humanitarian law.

A domain name can be identified (and hence “recognized”)
by its IP-address and DNS database (PTR record), but in general
IPs may not have the corresponding domain name. For example,
networks of international humanitarian organizations, servers and
network of medical institutions, networks of global, regional and
national critical infrastructures, the destruction of which may lead
to unnecessary loss of human life, as well as a significant nega-
tive environmental backlash, can be connected to the Internet as
nodes.

All IP-addresses of nodes of such organizations can be added
to the register of organizations that are protected by international
humanitarian law. Creation of registers could be entrusted to reg-
istrars of IP-addresses (or other agency under the jurisdiction of
the United Nations). Registration in this register of IP-addresses
should only be done upon presentation of documents confirming
the status of organizations that are protected by international hu-
manitarian law.

It is possible to provide information whether IP-address belongs
to the register of organizations that are protected by international
humanitarian law, through Whois service (RFC 3912), using the
public access to the database servers (DB) of IP-addresses regis-
trars. Unfortunately, information about the real owners of IP-ad-
dresses may be inaccurate, since, as a rule, addresses are allocated
to Internet service providers, and information about IP-addresses
distributed by them may be unavailable.

Introduction of polling standard for IP-addresses of Internet
nodes, protected by international humanitarian law.

For identification of websites on the Internet, protected by
international humanitarian law, it is possible to develop a poll-
ing protocol to determine if they are included in the registry of
IP-addresses of organizations that are protected by international
humanitarian law. The simplest case of polling implementation
can use User Datagram Protocol (UDP, RFC 768) and reserve a
fixed port number. Using UDP, computer applications can send
a service request message (datagram) specifying the reserved port
number to other websites on the Internet at specific IP-address.
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Protected node should then either return a registration number
(possibly signed by electronic signature certificate of appropriate
trusted registrar center) in the registry of IP-addresses of organi-
zations that are protected by international humanitarian law, or
ignore the request.

It is important to note that the proposed approach may be the
only functional way in the event of network integrity violation (no
access to DNS, whois service, or other registers) as a result of a
conflict.

Protection of neutrality of the states not participating in the
hostilities.

For identification of Web-resources of the States not partici-
pating in hostilities, it is sufficient to use the national domain of
the country, LOC record in the DNS database or Whois service
(RFC 3912), that has access to public database servers (DB) of
IP-addresses registrars and domain names registrars, and provides
information about the owner of a domain name or IP-address.

Unfortunately, the information stored in these databases may
be incomplete or may not correspond to reality, since the do-
main name registrars do not carry out verification of the informa-
tion provided by the owners of the domain name, and information
about [P-addresses in this case may be more accurate (but not
necessarily complete), because national (local, regional) ISPs and
their address pool tend to remain in the territory of the state.

Objectives for organizational and legal support of technological
tools

As noted above, the implementation of the proposed methods
of identification, protection against treachery (falsification of status
of organizations that are protected under international humani-
tarian law) and incidents investigation must have an appropriate
organizational and legal support.

Unified system of certification of information systems and telecommunications
networks that are protected by international humanitarian law

To investigate incidents we need to introduce a system of certi-
fication of information systems and telecommunications networks
that are protected by international humanitarian law. This system
should consider:

« availability of a baseline information security tools;

o maintaining means of information recording sufficient for inci-
dents analysis;

« use of officially purchased certified software.
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Certified software must meet the following specifications:
« software must be signed by a trusted developer certificate;
« the developer should store (or hand over) the source code of the
installed software for further analysis;
o all software changes (improvements, modifications, bug fixes)
must be signed, and their source code is stored.

Organizational and technical support for investigations of incidents

An international body (under the jurisdiction of the United Na-
tions) should be created to perform audits of information provided
in the registry, investigate incidents of malicious use of the ICTs
and investigate occurrences of ITCs (software\hardware) intended
for malicious use (cyberweapons).

This body should have a high expert status, use appropriate
equipment to carry out inspections and investigations, storage and
provide access to their findings.

Standardization of technical requirements

Most of the abovementioned technical solutions in their im-
plementation necessitate supplement of existing or development
of new RFC documents (Request for Comments) and their in-
troduction into general use. For example, at the moment we can
significantly reduce the risk of DoS and DDoS attacks if we make
it obligatory for providers to filter not only incoming (protection
of resources from DoS-attacks), but also outbound traffic (neutral-
izing sources of DOS-attacks) in compliance with RFC2267 and
RFC-2827.

In conclusion, it should be noted that the abovementioned sug-
gestions not only differ in complexity of their implementation and
require different expenses, but their effectiveness may vary consid-
erably depending on the stage, severity and scope of cyberconflict.
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Jlopan Kuszeinn!

Meocoynapoonuiii Komumem Kpacuwoeo Kpecma

Kak MexxayHapoaHoe ryMaHMTapHOE NMPAaBO HaJaraet
OrpaHvYeHHs HA BeJlleHHe KMOEPBOIHbI U MPEI0CTABISET
3QIMTY IPaKIAHCKUM JMLAM?

Y4ueHble, TpeanprHUMATENM W TPABUTEIBCTBA TMOCTOSIHHO
CTpEMSTCS U300peCTU U pa3padoTaTh HOBbIE TEXHOJIOTUU, KOTOPbIE
CMOTYT JaTh OIPOMHBIE TPEUMYILECTBA YEJI0BEUYECTBY B 9KOHOMM-
yeckKoil u coumanbHoil cdepax. TexHosiornueckue pa3pabOTKU B
o0iacTy MH(POPMATUKKU Y KOMMYHUKALIMKM — U OCOOEHHO CO31a-
HUEe U paclMpeHue KUOepIpoCTpaHCTBa, UTO SIBISIETCSI OMHUM M3
ONpEAEISIIOIIMX HAMPABICHUA TEXHOJOIMYECKOIO Pa3BUTUS B T1O-
CIIEIHUE NECSATUICTUS — HE SIBJISIIOTCSI UCKIIIOYEHUEM B 3TOM OT-
HoumeHuu. Ho HOBbIE TEXHOJIOTUM BBI3bIBAIOT M HOBbIE OMTACHOCTH
U MOTYT ObITh HPUYMHOM CEPbE3HON 00ECIOKOEHHOCTU B CaMbIX
pa3IMYHBIX 00JACTSX, B YACTHOCTU, €CJM OHM MCIIOJb3YIOTCSI BO
BpPEMSI BOOPYKEHHBIX KOH(PIUKTOB.

BnepBble rocymapcTBa HaJOXWJIM OrpaHUYEHMUSI Ha BbIOOP
CPENCTB M METOAOB BEIEHUsI BOMHBI, 3aKJIIOUYNB B 1868 . MexmIy-
HaponaHblii goroBop — CaHkT-IleTepOyprckyoo aekaapaluio, co-
IJ1acOBaB TEXHUUECKUE TPAHULIbI, «B KOTOPHIX MOTPEOHOCTU BOMHbI
JIOJKHBI OCTAaHOBUTLCSI Mepel TPeOOBAHUSIMU YEI0BEKOIIOOMS»,
U MPEeIyCMOTPEB BO3MOXKHOCTh 3aKJII0YaTh HOBbIE COIJIAIIEHUS B
cllyyae «yCOBEPIICHCTBOBAHMIA, MPOU3BEACHHBIX HAYKaMU B BOO-
PY>XEHUM BOWCK», IJISI COIJIACOBAHUS «MEXay co0010 TpeOoBaHUIA
BOWMHBI M 3aKOHOB UeJIOBEKOJII00UsI». B 1yXe BaXKHbBIX TPUHIIUIIOB,
HalllelIUX BoIUIolleHWe B Jlekiapalyu, U B COOTBETCTBUU CO
cBouM cobctBeHHBIM MaHmatoM MKKK ocymiecTsiasger MoHM-
TOPUHI Pa3BUTHUSI HOBBIX TEXHOJOIMM M MX MCIOJIb30BAHUS WJIU
MOTEHIIMAJBHOTO MCIIOJIb30BaHMUSI BO BPEMsI BOOPYKEHHBIX KOH-
(b1MKTOB, HaNpUMeEp, UCMOJIb30BAHUS OECIUIOTHBIX JIeTaTeIbHbIX
amnrapaToB, cHapspkeHHbIX bY, aBTOHOMHBIX CUCTEM OPYXKUS WU
Kak pa3 BOEHHBIX AeicTBUi B KubeprpoctpaHeTse. [leap MKKK
3aKJII0YAeTCsl B TOM, YTOOBI OLICHUTh MX peajbHOe U MOTeHIIUAb-
HOE BO3JIEICTBME Ha JIOIEel M MpoaHaJIu3upoBaTh, KaKUM oOpa-
30M HOpMbl MITI peryaupylor ux ucrnosiab3oBaHue. [IpuMeHeHue

' MHeHMs1, BHICKA3aHHBIE B HACTOAILEN CTAaThe, IPUHAIEXAT UCKIIOUUTENBHO
ee aBTopy U He 00s13aTesibHO oTpaxaloT Touky 3peHus MKKK.
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VK€ CYILIECTBYIOLIMX MPAaBOBbIX HOPM B OTHOILLIEHUU HOBOU TeX-
HOJIOTMM CTaBUT U BOIIPOC O TOM, SIBJISIFOTCS JIM HOPMBbI JOCTAaTOY-
HO SICHBIMU M YETKMMM B CBETE CHelU(UUECKUX XapaKTepUCTUK
KOHKPETHOI TEXHOJIOTUM U €€ OXMIaeMOIo BO3IEHCTBUSI Ha ue-
JIOBeKa.

KoMmepueckue npeanpusiTus, cpeacTBa MaccoBoil nH(opMa-
LMW U MPABUTEJBCTBA PETYJISIPHO COOOIIAIOT O TOM, YTO UX BeO-
CaliThl U KOMIIBIOTEPHBIE CETU MOIBEPINIMCh KMOEpHAMaaeHUSIM.
OaHaKo HET aBTOPUTETHOIO OMpele/ieHUs TIOHSTUSI «KubepHarna-
JIeHUe» WIN «KMOepBOiiHA», U pa3HbIe JIIOAU, YIOTPEOJIsIsl 3TU Tep-
MMHBI, UMEIOT B BUIy pa3Hble BelllM. boJjblias yacTb oneparui,
KOTOpble O0O3HAYaIOTCS CJIOBaAMM <«KUOEepHAaIlaJieHUue», SIBISIETCS
HE3aKOHHBIM cOOpOM MHGbOPMAllMA — HAMpPUMED, MPOMBILILIEH-
HBIM IITTUOHAXKEM — WJIU IPYTUMH KHOSPIIPECTYTIICHUSIMU 1 TMe-
€T MECTO BHEe KOHTEKCTa BOOPYKEHHBIX KOH(MIUKTOB. Takue ciy-
yad He PETyJIUPYIOTCS MEXKIYHAPOIHBIM TYMAHUTAPHBIM IPaBOM
(MI'TI). BoipaxeHue «KuOepBOMHAa» UCIOJIb3YeTCsS B HACTOSILEH
cTaThe i1 0003HAYEHUsI CPEICTB U METOAOB BEACHUSI BOSHHBIX
NEUCTBUIA, KOTOpBIC SBJISTIOTCS OTepaldsIMU, HaIpaBICHHBIMU
MPOTUB KOMITIbIOTEpA WU Yepe3 KOMIbIOTEP WM KOMIIBIOTEPHYIO
ceTh MyTeM UHMOPMALIMOHHOTO TTOTOKa, KOTJa Takue ornepalun B
KHUOEPITPOCTPAHCTBE OCYIIECTBIISIIOTCS B KOHTEKCTE BOOPYXKEHHO-
ro koH¢aukra no cmbicaty MITIZ. CMU u o6o3peBatein Takxke
4acTo roBOpSIT 00 «MH(pOpPMaLMOHHON BOiHe». MHbopmamuoH-
Hasl BoiiHa Obuta ompeneieHa B CorjalmieHUM MeXAy MpaBUTEb-
ctBaMu rocynapctB-uieHoB IIIOC o coTpymHuUuecTBe B 00JacTu
obecrieyeHUsT MEXAYHApOAHON MHMOPMALIMOHHONW 0e30ImacHo-
ctu’, a CILIA natot onpeneieHue WHGOPMALMOHHBIX ONepaLuii?.

2 Cm. ICRC ‘How is the Term “Armed Conflict” Defined in International
Humanitarian Law?’, Opinion paper, March 2008, available at http://www.icrc.org/
eng/assets/files/other/opinion-paper-armed-conflict.pdf

3 Mpunoxenue 1. IlepedyeHb OCHOBHBIX MOHATHIL B 06GJACTU OOECIEUEHUS
MEXIyHapOIHOU WH(MOpPMAIMOHHON Oe3omacHocTu: “MHMopMaliMoHHast BO¥i-
Ha — npomueo6opcmeo mexcoy 08yms uau boaee e0cyoapcmeamu 8 UHGOpMayuoHHOM
npocmpancmee ¢ ueablo HaHeceHus: yuepoa uHGOPMAyUOHHIM CUCEMAM, NPOUECCaM
U pecypcam, Kpumu4ecku GajNCcHuIM U Opyeum CMpYKmypam, noopuléa HOAUMU4ecKoll,
IKOHOMUHECKOU U COUUANLHOU CUCMeM, MACCUPOBAHHOU NCUX0A02UMECKOU 0OpadomKu
Hacenenus 045 decmabuausayuu oduecmea u 2ocyoapcmea, a makce nPUHYICOeHus
eocyoapemea K NpUHSMUIK pPeuleHull 8 unmepecax npomueooopcmayrouelt cmopousl” .
HoctymnHo 1o aapecy: http://www.mid.ru/BDOMP/spm_md.nsf/0/CA43ABC67E-
DADF8644257BE8001D9047 (Bce cChUIKM Ha BeG-cCaiiThl MPOBepeHbl 16 HMIOHS
2014 r.).

4 CrnoBapb BOGHHBIX U CBS3aHHBIX C HUMU TePMUHOB MUHHUCTEPCTBA 0GOPOHBI
CILHA(‘Department of Defense Dictionary of Military and Associated Terms, Joint
Publication 1-02’) (c monpaskamu ot 15mapra 2014 r.): “nHdopMauMOHHBIE OIle-
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XOT$ AalOTCsl pa3Hble OINpeAeSieHUsI, KOTOPbIe MOTYT OTpaXkaTh ce-
pbe3HbIE pa3IUYMs B MTOHUMAHUU 3TUX TOHSATHI, TIPEICTaBIIsICT-
cs, YTo MHGOPMalIMOHHAs BOitHA M MH(MOPMAIIMOHHBIE OTepaluu
SIBJISTIOTCSL 00Jice IMMPOKUMM TTOHSATUSIMU, YeM KHOepBOifHA, KaK
OHa oTpenesieHa 37eCh, M YaCcTO BKJIIOUAIOT, 110 KpaifHell Mepe, ee
YacTb.

Ocobyto o03aboueHHOCTh BbidbiBaeT 'y MKKK kubepsoiiHa
MU3-3a YSI3BUMOCTU KuOepceTeld M MOTeHLUMATIbHON OMAacHOCTH,
KOTOpYyI0 KnbOepHamamaeH!s MPeaCcTaBIsTIoT It moneit. Ecim co-
BepIleHO HamajgcHWe Ha CEeTM ToCylapCTBa, TpakdaHCKHWE JuIla
MOTYT OCTaTbCsl 6€3 MUThEeBOI BOMABI, MEIUIIMHCKOTO OOCTYyXK1Ba-
HUS U 3JIEKTPOIHEPTUN, KOTOPBIE COBEPIIEHHO HEOOXOINMBI IS
HopMasibHO# ku3Hu. Eciu cucrema GPS mapanuzoBaHa, Moryt
WMETh MECTO XKEPTBHI Cpel TPakIaHCKOTO HacelleHUs — HaIlpH-
Mep, M3-3a HapylIeHWI B YMpaBleHUU MOJeTaMU cracaTeJbHbIX
BEpPTOJICTOB. XOTS BOCHHBII MOTEHIIMAI KHOEPITPOCTPAHCTBA €Il
MOHSIT He 0 KOHIIA, SKCIEePThI, KaK MPEICTaBIsIeTCs, COTJIaCHBI C
TEM, UTO HaraJAeHUsl Ha TPAHCHOPTHBIE CUCTEMBI U CETH DJIEKTPO-
Tepeaady WM 1axke Ha JaMOBI U SIAepHBIC YCTAaHOBKHU BITOJIHE BO3-
MOXHBI C TEXHUYECKO TOUKM 3peHus. Takue HamaaeHus MOTYT
WMETh OYeHb JAJeKO WAYIINE TOCIEACTBUS IS OJarormoydus,
3I0POBbS U KU3HU COTEH THICSIY JIIOACH.

Ponms MKKK 3axirouaercst B TOM, YTOOBI HAaIIOMHUTD, YTO BO
BpeMs BOOPY:KEHHOTO KOH(JIMKTA CIEAyeT TMTOCTOSTHHO TIPOSIBIISITH
3a00Ty C Te€M, YTOOBI IIAAUTh FPAKAAHCKMX JUIL U TpaxkKIaHCKUeE
00beKThI. eiicTBUTeNbHO, KubepBoiiHa peryiaupyercss MITI, kak
U pa3paboTKa JIOOBIX HOBBIX BUAOB OPYXHS, CPEICTB U METOIbI
BelleHUsT BOMHBI. B KnbOepripocTpaHcTBe HET TIPaBOBOTO BaKyyMa.
DTO HEABYCMBICIEHHO ycTaHOBIeHO B Jlokiane I'pynmbl mpaBu-

pauuu — KomniaekcHoe Ucnonb308anue 60 8pemsi B0CHHbIX ONepayuil UHGOPMAYUOHHBIX
BO3MONCHOCMEN 80 63AUMOOCUCMEUU ¢ OpPYeUMU HANPAGACHUAMU ONEPAUUU C UEeAblo
6030elicmeoeams Ha NPOUeCc NPUHAMUSL PeUleHUs NPOMUBHUKOM UAU NOMEHYUANbHbIM
NPOMUBHUKOM, Npepeamy UAU HAPYWUMb €20 UAU YCMAHO8UMb KOHMPOAb HAO HUM,
obecneuusas 3awumy ceoemy cobcmeenHomy». http://www.dtic.mil/doctrine/new_
pubs/jpl_02.pdf (c. 127). Bepcus 2006 r. MO (‘Joint Publication 3-13, Informa-
tion Operations’) (3ameHeHHast Bepcueit 2012 r1.) mpemnaraet 6ojiee mompoOHOE
omnpeneieHue:  “ungopmauyuonnvie  onepayuu»:  Komniexcroe — ucnoavzoeanue
OCHOBHBIX B03MOJICHOCHEl IAeKMPOHHOU BOUHbl, ONepauull KOMNbIOMEPHLIX cemell,
ncuxon02uMeckKux onepayuil, 66e0eHuss NPOMUGHUKA 6 3a0ayicdeHue, mep obecneueHus
CKpbImMHOCMU  0elCmBULl  COBMECHHO ¢ ONPedeaeHHbIMU  NOO0EPICUBAIOWUMU U
CBA3AHHBIMU C IMUM BO3MOICHOCMAM C UEAblo 8030eLiCMe06ams Ha NPOUEcc NPUHAMUS
peuleHutl nPOMUBHUKOM — KAK CO CHOPOHbL YeA08eKa, mak U asmoMamu3upo8anHbiM
nymem, npepeamv UAU HAPYUUMb €20 UAU YCMAHOBUMb KOHMPOAb HAO HUM,
obecneuusas 3auumy ceoemy coocmeennomy». http://www.globalsecurity.org/intell/
library/policy/dod/joint/jp3_ 13 2006.pdf (c. GL—9).
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TEJBCTBEHHBIX DKCIEPTOB IO AOCTHXKEHUSIM B cdhepe MHMopmMa-
TU3allUM W TEJeKOMMYHHUKAIMi B KOHTEKCTE MEXIyHApOIHOM
6e3omnacHoctu 2013 r., B KOTOPOM YTBEpPXKIAETCS, UTO «MEXKIyHa-
poIHOe mpaBo, U B yacTHoCcTH YcraB Opranusannm O0beanHeH-
HBIX Hammii, mpruMeHMO U UMeeT BaxkKHOe 3HAUCHME IS TIOIep-
>KaHUsI MUPA U CTAOUJIBLHOCTY U CO3[IaHMST OTKPBITOM, 6€30MacHOIA,
MMPHOIl M JOCTYIHOI MHMOPMALIMOHHOI cpelbl»’. B IOKyMeH-
Te MuHucrepctBa o6opoHbl Poccum 2011 r. «KoHuentyanbHbIe
B3IJIAOBI Ha JesITeIbHOCTE BoopyskeHHbIx Crmir Poccuiickoit @e-
Jepauuy B MH(GOPMALMOHHOM MHPOCTPAHCTBE» 00jiee KOHKPETHO
3asgBisiercst, yto BoopyxeHnHwsle Cuinbl Poccuiickoit ®enepanum
00s13aHbI cobonats Hopmbl MI'TI Bo BpeMsi cBoMX omnepauuit B
uHdopMaLnoHHOM TpocTpaHcTBe’. Bee Gosblliee YMCIO TOCy-
JapcTB, Takux Kak ABcTtpanusi, Kanama, Anonusi, Hunepnanmbl,
CoenunenHoe KoponaescrBo u CIIIA, a Takxke MeXIyHapOIHbIE
opraHuzanuu, Takue Kak EBporneiickuit Coro3, Takxke MpU3HAaIoT,
yto MI'TI npuMeHUMO K KubepBoiine’.

OCHOBHBIM MPUHLIMITOM BEeEHMST BOGHHBIX NCUCTBUIA SIBJSIETCS
TpeboBaHME OCYIIECTBJSITh HAaMaJAeHUsT TOJIbKO Ha KOMOATaHTOB U
BOCHHBbIE OO0BEKTHI. JII0Oble HamaaeHMs Ha IpakAaHCKUX JIMIL U
rpaxaaHcKue OOBEKThI 3alpelleHbl, U 3TOT 3allpeT paclpocTpa-
HsieTcs Ha KubepHamnaaeHus:. Bo BpeMst BOOpYKEHHOI0 KOHMJIMK-
Ta TakyWe HarajaeHusi OyAyT B OOJIbIIMHCTBE CIy4aeB SIBISITbCS
HapywieHusiMu MITI. JIeiicTBUTENbHO, CUCTEMbI BOAOCHAOXEHUS
MUTHEBOM BOAOM W JIMHUM 2JIEKTpONepenadn, KOTopble 00CTyKu-
BalOT IpaXIaHCKOe HacejeHue, OaHKMU, CeTh XeJIe3HBIX JOpOr U
MH@PACTPYKTYpa 3APaBOOXPAHEHMS SIBISIOTCS B MEPBYIO Ouepelb
rpaxJaHCKUMU oObeKTaMu (10 KpaitHeil Mepe, 10 TeX IMop, MoKa
OHM HE CTaHOBSITCSI TaK Ha3bIBAEMBIMU OOBEKTAMU <«IBOMHOTO

5 I'pynmna npaBUTEIbCTBEHHBIX 3KCIEPTOB 110 JIOCTIXEHUSIM B cdepe nHdOp-
MaTU3alMy U TeJIEKOMMYHUKAIIM B KOHTEKCTE MEXIYHApOAHOW 0e30MacHOCTH.
3anucka I'enepanbHoro Cekperaps, 24 uions 2013 r., A/68/98, c. 8, u. 19.

¢ JocTymHO o ampecy: http://ens.mil.ru/science/publications/more.
htm?id=10845074@cmsArticle.

7 ABctpamus: A/66/152, c. 8, mocaenHuii ab3air; cM. Takxke: http://foreignmin-
ister.gov.au/speeches/2013/jb_sp_131017.html. Kanana: A/68/156/Add.1, c 4, 1. 2.
SAnonus: A/68/156/Add.1,c. 18, nepsoiit a63an. Hunepnanasr: http://cms.webbeat.
net/ContentSuite/upload/cav/doc/advies 22 reg reactic EN.pdf, c. 5. CoennHeH-
Hoe KoposneBctBo Benukobputanuu u CeBepHoit Mpmanguu: A/59/116, 4. 3 u
A/65/154, 4. 7. CIIIA: A/59/116/Add.1 C4, u 5 u A/66/152 ¢ 21-22; cM. TaKke
Ha aHIJIMIICKOM si3bIKe http://www.state.gov/s/l/releases/remarks/197924.htm. The
European Union: E.U. Council Conclusions, General Affairs Council meeting, 25
June 2013, 12109/13, p. 4 para. 6 (available at http://register.consilium.europa.eu/
doc/srv?I=EN&f=ST%2012109%202013%20INIT).
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HUCIOJIb30BaHUsI»). Kak TakoBbIM, MM MPEAOCTaBISIETCS 3alliuTa
OT HEIOCPEeJACTBeHHBIX HamnaaeHuil. CucTeMbl BOJIOCHAOXEHUSI, B
YACTHOCTH, TOJIb3YIOTCSI OCO0O 3alIMTOM, TMTOCKOJBKY SIBISIIOTCS
00BEKTAMU, HEOOXOAUMBIMU [UISl BBIKMBAHMS HaceleHus®. AHa-
JIOTMYHBIM 00pa3oM, JaMObl M TpaXkKIaHCKWE aTOMHBbIC CTaHLIMU
O0OBIYHO HE MOJINAJAIOT MO OMNpeaeaeHe TOro, YTo SIBJISIETCST BO-
eHHBIM 00BEKTOM’, M, TAKMM 0OPa30M, HAXOMISATCS MOJ 3alUTOl
OT HEIOCPEACTBEHHBIX HamaaeHuit. Jlaxe eclii OHM CTAHOBSITCS
BOEHHBIMM OOBEKTaMU B KOHKPETHBIX obctositeabcTBax, MITI
MOXET TeM He MeHee 3alpeTuTh HamageHms Ha Hux'® wim, no
KpaiiHell Mep, MOoTpeOoBaTh OT CTOPOHBI B KOH(MIMKTE, KOTOpas
COBEpIIIAET TaKoe HaIlaieHue, MPOSBUTh OCOOYI0 OCTOPOXKHOCTH
C TeM, YTOObl M30eXkKaTh BHICBOOOXACHUSI OMACHBIX CUJI U IMOC/e-
JYIOLIMX CEPbE3HBIX TOTEPh CPEIN IPAXIAHCKOTO HaceNeHus .

OnHako noarBepxaeHue nmpuMeHumoctd MI'TI Kk kubepBoiiHe
¥ HallOMUHAHWE O TaKWX OCHOBOIIOJIAraloliMx HOpMax SIBJsIeTCS
JIMIIb IIepBbIM 1IaroM. Benb KuOepBoiiHA MOMHUMAET LICJIBIA PSII
npo6sieM ISl TOJAKOBAaHUS U npuMeHeHuss MTTT'2.

Bo-niepBbiX: aHOHUMHOCTb. B KubeprnpocTpaHCTBE OUEHbD JIETKO
00ecrneyuTh aHOHUMHOCTh, YTO OCJIOXKHSIET IJIsI TOCYAapCTB AEI0
MPUCBOEHMSI arpeCCUBHOM AEATEIbHOCTU TEM, KTO €€ OCYIeCT-
BJISIET, OCOOEHHO TPYAHO 3TO CAejaTh CBOeBpeMeHHO. I10CKOIbKY
MTITI onupaercs Ha MPUCBOCHUE OTBETCTBEHHOCTU IOCyIapCTBaM
U JIPYTUM CTOPOHAM B BOOPYXEHHOM KOH(MIMKTE, aHOHUMHOCTb

8 CraTpst 54 J1OMOTHUTEIBHOTO MPOTOKONA K JKEHEeBCKMM KOHBEHIMSAM OT
12 aBrycra 1949 r., Kkacaiolerocs 3alnThl XXePTB MEXKIYHAPOIHbBIX BOOPYKEHHbBIX
koHpumkToB ([Tporokon I) ot 8 utonst 1977 r. (manee — I ) 1 MKKK, O6b14-
HOE MEXIyHapoaHOe TyMaHUTapHoe TipaBo, T. I: Hopwmbl. 2Kan-Mapu XeHkepTc u
Jlyuza [ocBanba-bek. O0blaHOE MeXayHapoaHoe ryMaHnuTapHoe rnpaBo, MKKK,
Mocksa, 2006. (mance — MKKK. HccrenoBanue odbiuHoro mnpasa.), Hopma 54
(Ha aHTIMICKOM $I3BIKE JOCTYITHO TO ampecy: http://www.icrc.org/customary-ihl/
eng/docs/v1_rul).

 Cratbst 52 AI1 1 u Hopma 8, MKKK. Mccnenoanue o6uruHOro npasa. «Uto
KacaeTcsi 00beKTOB, TO BOGHHbIC OOBEKTBI OTPAHUUMBAIOTCS TEMU O0bEKTaMU, KO-
TOpbIe B CHJIy CBOETrO XapakTepa, PacIioyioKeHWsl, Ha3HAYeHUs] WU MCIT0JIb30Ba-
HUST BHOCAT 2(h(EeKTUBHBIN BKJIa[ B BOCHHbIE ICHCTBUS U TIOJTHOE WM YaCTUYHOE
paspyllieHre, 3aXBaT WM HEUTpaIu3alus KOTOPBIX MPU CYIIECTBYIOLIMX B TaHHbBIN
MOMEHT OOCTOSITEJIbCTBAX AA€T SIBHOE BOEHHOE MPEUMYILIECTBOY.

0B cuny npunumna copasmepHocTd uim ctatbu 56 (1 m 2) JIT 1.

" Crarpa 56(3) AI1 I u nopma 42, MKKK. Uccnenosanue o6bIMHOTO TIPaBa.

12 [leTanbHBII aHAIN3 TAKUX IPo6IeM MOXHO Haiiti B cTathe Cordula Droege,
Get off my cloud: cyber warfare, international humanitarian law, and the protection of
civilians in The International Review of the Red Cross, Volume 94, nb 886, summer
2012, pp. 533 — 578 (mocrynHo 1o anpecy: http://www.icrc.org/eng/assets/files/
review/2012/irrc-886-droege.pdf)
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cosnaet OoJblue npobiaembl. Eciau cropoHa, oCyllecTBIsIONas
KOHKPETHYIO OTepaIiiio B KUOEPIIPOCTPAHCTBE, HE MOXET OBITh
UASHTU(MUIMPOBAaHA, KpaitHe TPYAHO OIpPeAc]UTb, MPUMEHUMO
s BooOie MI'TI x aroii onepaiu. OTBET Ha 3TOT BOIPOC MO-
JKeT OHAKO JIeXaTh HEe TOJIbKO B IOPMIMYECKON IJIOCKOCTH, HO B
MepBYIO ouepelb B TEXHUUECKOM cdepe.

Bo-BTOpBIX: COCTABISIOT JIM OIepalliid B KUOEPIIPOCTPAHCTBE
MIPUMEHEHUE BOOPY>KEHHOI CUJIbI, YTO OOYCIOBIMBAET MPUMEHU-
MocTb MITI? HeT HUKakoro COMHeHUsI B TOM, UTO BOOPYKEHHBII
KOH(JIUKT CYIIECTBYET, KOIrJa OMepalii B KUOEPIPOCTPAHCTBE
MIPUMEHSIIOTCS HapsiAy ¢ TPaAMUMOHHBIMU KUHETUYECKUMU BOO-
pykeausimu. OmHAKO KOTma TIepBBIM — a, BO3MOXHO, W €IWH-
CTBEHHbII — BpaXIEOHBbIN akKT SBJSETCS orepauueil B Kubdep-
MIPOCTPAHCTBE, MOXET JIM 3TO TPUPABHUBATHECSI K BOOPYKECHHOMY
KOHMIUKTY? DTOT BOIPOC TECHO CBSI3aH — XOTS U SBJSIETCS OT-
JIEeTbHBIM — C BOIIPOCOM O TOM, MOXKET JIU TOJIBKO OIlepallnsl B
KHUOEPIIPOCTPAHCTBE CUUTATHCS MPUMEHEHHUEM CHWJIBI WM BOOPY-
>KEHHBIM HaIaJeHUeM B COOTBETCTBUM ¢ YcTaBoM OpraHuzaunuu
O0bvenuHeHHbix Hauwmii. Takue mpobsemsl jus ad bellum ouyeHb
BaXHBI 1 TO3TOMY IIMPOKO oOcyxkaaroTcs. OaHaKo MpoOJeMbl,
CBsI3aHHbIe C jus ad bellum w Bompoc o cdepe NMPUMEHUMOCTHU
MITI (jus in bello) He cnenyer cmemmBaTh. MI'TI nmpuMeHsieTcs B
CUTYaIMSIX BOOPYXKEHHOTO0 KOH(MPIMKTA KaK MEXIyHAPOJHOTO, TaK
1 HEMEXIYHApOIHOTO XapaKTepa, KaK 3To orpeaesieHo B 2KeHeB-
ckux KoHBeHIMsIX 1949 r. u JlonoJHUTEIbHBIX TPOTOKOJIAX K HUM
1977 r."* B 3TOM OTHOLIEHUU, KAK MPEACTABIAETCS, HET IPUYUH
paccMmaTpuBaTh KuOeporiepaluuu, BO3AEHCTBUE KOTOPBIX OyAeT
AHAJIOTMYHBIM BO3ICHCTBUI0O KWHETUUYECKUX OIepaluii, WHaJe,
yeM IociaenHue. Takoe paspylleHue BakKHeulleir nHPPacTpyKTy-
Db, KOTOpPOE UMEET AOJTOBPeMEHHbIC MOCIEACTBUS, YTO CO3IaeT
Cepbe3HbIe TPYIHOCTU IS HACEIEHUS, MOXET TaKKe CUMTATHCS
MIPUMEHEHUEM BOOPYXXEHHOM CHJIbI, 00YCIOBIMBAIOLIUM ITPUMeE-
Humocth MI'TI B cBeTe ero 1enu, 3akjrodarolieiicss B IpeaocTaB-
JIEHUU 3alUThI TPaXkIaHCKOMY HACEJIEHMIO OT TAKUX IMOCAEACTBUIA.
Opnako MKKK cumrtaeT, 4To TOJABKO Oymyllasi MpaKTHUKa Tocy-
JApCTB CIEJIAaeT BO3MOXHBIM OTIpeNeeHe TOTO THUIIa OIeparuii
B KUOEPIpPOCTPAHCTBE, KOTOPbIe OOYCIOBIMBAIOT MPUMEHUMOCTh

MTTI npy OTCYTCTBUM KAaKMX-JINOO KUHETHMYECKUX OIepanuii'?.

13 Cm. ICRC ‘How is the Term “Armed Conflict” Defined in International
Humanitarian Law?’, npumeuanue 1 Bbllle.

4 ICRC, ‘International Humanitarian Law and the challenges of contemporary
armed conflicts’, 31st International Conference of the Red Cross and Red Crescent,
Geneva, 28 November—1 December 2011, Report prepared by the ICRC, October
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B-tpetbux: B cutyauusx, korna MI'TI npumeHseTcs:, Hanmpu-
Mep, €ClU BOOPYXEHHbI KOHMJIMKT yxXe BeAeTcsl IMyTeM Ipu-
MEHEHMST TPAAULIMOHHBIX KMHETUYECKUX CPEJCTB, BCTAeT BOIPOC
00 ompenesieHUe KudbepHanaaeHus. [ToHsaTUe HamaaeHusl SIBIsICT-
Cs KpaifHe BaXHBIM IIJISI HOPM, KacaloIIMXCSI BeICHUS BOCHHBIX
JNEeWCTBUIA, 0COOEHHO UISl MPUHLIMIIOB MPOBEACHUS Pa3IMuMs, CO-
pPa3MepHOCTU U MepP MPEelOCTOPOXHOCTU Mpu HamnaaeHusx. [eii-
CTBUTEJbHO, B TO BpeMsI KaK CTOPOHBI B KOH(MIUKTE TOJKHbBI TO-
CTOSTHHO MPOSIBJISITh 3a00Ty O TOM, YTOOBI 1AAWUTh I'PpakIaHCKOe
HaceJIeHre BO BpeMsl BCeX BOCHHBIX OIEpalMil M MPeaOCTaBISITh
€My 3alllUTy OT MOCJEICTBUI BOCHHBIX ACHUCTBUI, OOJBIIMHCTBO
KOHKPETHBIX O0S3aTeNbCTB, PETYIUPYIOIINX BeACHWE BOSHHBIX
NEeUCTBUI, KacaeTcsl «HalaaeHuil». J{omoIHUTENbHBII MPOTOKOJ
1 1977 r. onpenensier HamaaeHUsI KaK «aKThl HACWUJIUSI B OTHOLE-
HUW TIPOTMBHUKA, HE3aBMCUMO OT TOTO, COBEPILUAIOTCS JIM OHU
MNpu HacTyruieHUuu wiu npu obopoHe» (Crtatbst 49 (1)). I'pynna
BKCIIEPTOB, KOTOPBIE COCTABISLIN Tasiuuckoe pYKoB0OCMBO HNO
MeNHCOYHapOOHOMY NPAgy, NPUMEHUMOMY K KubepsoliHe, OTIpeAeanIn
«kubepHarmnaneHue» B cootBeTcTBUM ¢ MITI kak «kubepornepa-
LIMI0, HE3aBUCUMO OT TOr0, COBEPILIAETCS JIM OHAa MPU HACTYILIe-
HUM WM MPU 00OpPOHE, KOTOpasi, KaK MOXHO TPEATNOJI0XUTh Ha
pa3yMHBIX OCHOBAaHUSX, CTAHET MPUYMHOM paHEHUI WJIM CMEpPTHU
JIMLL VIV TIOBPEXAEHUS M YHUUTOXEHUS 00beKTOB» >, CyTh mena,
OITHAKO, 3aKJTI0YaeTCs B IETAISAX, a UMEHHO: YTO TaKOE «ITOBPEK-

2011, 31IC/11/5.1.2, p. 37, para. 4, moctymHo To azapecy: http://www.icrc.org/
eng/assets/files/red-cross-crescent-movement/31st-international-conference/31-
int-conference-ihl-challenges-report-11-5-1-2-en.pdf.

15 Tallinn Manual, Rule 30, p. 106, goctynmHo 1o ampecy: http://ccdcoe.org/
tallinn-manual.html. TammMHCKOe PyKOBOACTBO OBLIO COCTaBJICHO IO TPEIIOXKE-
Huto CoBMeCTHOTo IieHTpa KubepHeTnueckoit oboponsl HATO. Opnako Tan-
JIMHCKOE PYKOBOJICTBO He siBisieTcst fokTpuHoit HATO, a nuuib He Hanaraoolum
00s13aTeIbCTB JOKYMEHTOM, TOATOTOBJICHHBIM TPYMION 3KCIEPTOB B UX JTUYHOM
KauecTBe. HeKoTopble aBTOPHI BbICKA3bIBAIOTCS HETaTUBHO O TaJUIMHCKOM pPyKO-
BOJICTBE, TIOTOMY YTO OHO SIBUJIOCH IOMBITKOMN, MPEANPUHITON HA PErMOHAJIbHOM
YPOBHE, ¥ TIOTOMY YTO OHO MOXET y3aKOHUTbh KUOEPHETUYECKYIO BOMHY M CIIOCO0-
CTBOBAaTh MWJIMTApU3ALMKU KUOSPHETUUECKOTO MPOCTPAHCTBA. DTO, KOHEUHO, He
siBsieTcst mpuuuHoii Toro, yto MKKK npuHsit yyactve B KauecTBe HabJonaTes st
B paboTe TPYIIIbI 3KCIIEPTOB, KOTOphie ero cocraBmsuti. Llems yyactus MKKK
3aKJI0YasIach B TOM, YTOOBI TPOCIEAUTH 3a TeEM, UTO B PykoBoaCTBe obecrieunBaeT-
cd 3awuTa, Koropyto MI'TI npenocrasisier xxepTBaM BOOPYKEHHBIX KOH(IIMKTOB.
MKKK B mieiom cornaceH ¢ (opMyampoBkoit HOpM jus in bello, comepxarieiicst
B yactu PyKoBOJICTBa, TOCBSILIEHHON <«IpaBy KHOEPHETUYECKUX BOOPYXKEHHBIX
KoHMKTOB». OnHako cyuiecTBytoT uckioueHusi, korna MKKK cuuraer, uyro
HopMbI aetictBytoiiero MITTI cuibHee WM NPeIOCTaBISIOT OOJbIIE 3aLUThI, YeM
HOPMBI, KOTOpbIe comepxarcs B PykoBojactee. bosee noapooHo cm.: ICRC, ‘What
limits does the law of war impose on cyber attacks? Questions and Answers’, 28
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neHue» B kuoepmupe. Llenblii psa akcmeproB B obsactu MITI
COMIaCHBI C TeM, YTO yTpaTa (DYHKIMOHAJIbHOCTU OOBEKTa MO-
JKET TaKXKe SIBJISITbCSI TTOBPEXIEHUEM, XOTs IPYTMe YTBEPXKIAloT,
YTO TOJBKO (PU3NUYECKOE MOBPEXKIACHUE UMEET OTHOIIEHUE K JIeNTy.
MKKK npumepxuBaeTcsi TOro MHEHUSI, YTO €CJIU OOBEKT BBIBE-
JIEH U3 CTPOsi, He UMEeT 3HAYEHMSI, MPOU30LIO OTO B pe3yjabTare
YHUYTOXEHUS WIM KaKUM-JT100 NHBIM criocobom'®. DToT Bompoc
OYeHb BaxK€H Ha MpaKTHUKe, MOCKOJbKY 00jee OrpaHUYUTEIbHOE
ofpeesieHrue HaraJeHUs] MOXeT O3HayaTb, UTO MEHbIllee 4uc-
JI0 U MeHee 4yeTkue Hopmbl MITI OymyT peryaupoBaTh u, Clie-
JIOBaTeIbHO, HajaraTb OrpaHUYEHUSI Ha OMepalMd TaKOro THIIA.
B yacTHOCTH, Ha omepaluyu B KUOEPIPOCTPAHCTBE, 1IEdb KOTOPbIX
3aKJII0YAeTCs B TOM, YTOObI BBIBECTU M3 CTPOS IpakAaHCKUE CH-
CTeMbl, MOT ObI He pacnpocTpaHsThes 3anpetr MI'TI, kacaromuiicst
HamaJeHWi Ha TpakAaHCKUX JIMI[ U TpaXkIaHCKUE OOBEKTHI, €CIN
«HarmnajeHue» OyleT MOHUMAThCSl U3JIUILIHE OTPaHUUYUTEIbHO.

B ueTBepTHIX: MPOOIEMBI, KOTOPBIE CO3IAeT SIBJICHHE B3aMOC-
BSI3aHHOCTU KMOepripocTpaHcTBa mist Hopm MI'TI, npenocrasis-
IOLIMX 3alIUTY TPaxkKJIaHCKOMY HACEJIEHMIO U TpaxIaHCKUM OO0b-
ektaM. CyllIecTByeT TOJbKO OZHO KUOEPIpPOCTPAHCTBO, U TE Ke
caMble CETH, MaplLIpyThl U KaOeau MCIOJb3YIOTCS KaK TpaxkaaH-
CKHMMHU, TaK M BOEHHBIMHU TOJIb30BaTeIsIMU. Kak ObLIO OTMEYeHO
BenukobputaHnueii B mpouwiomM roay «BzauMocBsi3aHHBIN Xapak-
Tep KMOepIpoCTpaHCTBA 03HAYAET, UTO COBEPIIEHUE JTeCTPYKTHUB-
HOI AeSITeJIbHOCTU B OTHOIICHUM OAHON CUCTEMbl MOXKET IpH-
BECTU K HEeTIpeAHAMEPEHHbBIM U HEeMPeACKa3yeMbIM MMOCIEICTBUSIM
B Ipyrux cucteMax»'’. B3aMMOCBA3aHHOCTb KUOEPIPOCTPaHCTBA
MOXeT JIaXe clejaTb HEBO3MOXHBIM MPOBEACHUE PA3TUUMST MEXK-
Iy BOCHHBIMU Y TPaXkKIaHCKUMHM KOMIIBIOTEPHBIMU CETIMU TIpU
OCYIIECTBJACHUN KMOepHaNaaeHus; eCIMi OHO BCe-Taku UMeeT Me-
CTO, TaKOe HamajeHue OyaeT HapylliaTb 3alpeT Ha HeUu30upareib-
Hble HamaneHus. Mcmonb3oBaHMEe BPEAOHOCHBIX IPOTrpaMMHBIX
CpEeJCTB, KOTOpble OECKOHTPOJBbHO BOCIIPOU3BOMSITCS U TOBPEX-
Jal0T TpaxkJaHCKue KubepceTu, TakxKe 3arpelneHo. Hampumep,
CTOpPOHA B KOH(MJIMKTE HAPYLIUT 3alpeT Ha Heu3oupaTebHbIe Ha-

June 2013, moctymHo mo azapecy: http://www.icrc.org/eng/resources/documents/
faq/130628-cyber-warfare-q-and-a-eng.htm.

16 ICRC, ‘Report on International Humanitarian Law and the challenges of
contemporary armed conflicts’, mpumeuanue 13 Bbile, ¢. 37, mocjaeaHuit ab3ail.

17 NoctuxeHnst B cdepe MHPOPMATU3ALMM U TEJIEKOMMYHHUKALMIA B KOH-
TeKCTe MeXmyHapomHoit 0e3omacHocTH. Jlokiman ['eHepanbHoro cekperapst OOH,
A/68/156, c. 20, nepsbiii a63al (otBer CoennHeHHoro Koposnescrsa Benukoopu-
tanuu u CeBepHoil Mpnanoun).
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naneHusi B coorBerctBuu ¢ MI'TI, eciim oHa 3anyctur yepe3 MH-
TepHET BPEIOHOCHOE MPOrpaMMHOE CPEeACTBO, MpeaHa3HauYeHHOe
JIJISL TOTO, YTOOBI 3a0JI0KMPOBATh BOCHHBIE paaapbl NMPOTHBHUKA,
npenanoiarasi Mpyd 3TOM, YTO KOJ 3TOr0 BPEIOHOCHOTO CpeICTBa
pacrpoCcTpaHUTCS W MOBJIMSET Ha paboTy paauoJIOKAIIMOHHBIX
CTaHIIMI YIIpaBAeHUs T'paxkIaHCKUM BO3AYIIHBIM ABUXKeHHeM. Co-
IJIACHO MPUHILIMIY COPAa3MEPHOCTU, CTOPOHA B KOH(MJIMKTE JOJIKHA
cleaTh BCe MPAKTUYECKU BO3MOXKHOE ISl TOTO, YTOOBI MOHSTb,
MOXET JIM HaraJeHue MPUUYUHUTHL CIAyYalHbIN yliepO, KOTOpbIi
OyZeT Ype3MepHBIM 0 CPAaBHEHUIO C HEMOCPEICTBEHHbIM U KOH-
KPETHBIM BOEHHBIM ITPEUMYIIIECTBOM, KOTOPOE OXUIAETCS TOJIy-
YUTh, U €CJU ITO TaK, HE OCYLIECTBISATh HarnaaeHus. bosee Toro,
MpU HaIMageHUU CTOPOHbI B KOHMJIMKTE MOJLKHBI MPUHSTH BCE
MPaKTUIECKU BOZMOXHbBIE MEPbI MPEIOCTOPOKHOCTU C TEM, YTOObI
u30exaTh WK, 10 KpaliHeil Mepe, CBECTU K MUHUMYMY CIy4YailHbIe
MOTePU CPely I'PaKIAHCKOIO HACEJIeHMSI U YLIepO rpaxkJaaHCKUM
00BbeKTaM, BKJIIOYAs TpaxKIaHCKue KUOepruHGpaCcTPyKTypy U CETU.
B3anmocBs3aHHOCTh KMOEPIIPOCTPAHCTBA BJIEYET 3a COOOM omac-
HOCTb TOTO, YTO KMOepHamajeHUs MPUUYUHSAT CAy4YaliHbIl yiiepo
KOCBEHHBIM 00pa3oM. Takoil KOCBeHHBII ITOOOUYHEBIN yilepo, Kak
Obl OH HU ObUI OTAAJeH, JOJKEH ObITb MPUHSIT BO BHUMaHUE B
TOU CTENEHU, B KAKOW €ro MOXHO OXUIATh — U CTOPOHBI B KOH-
(vkTe, KOTOpble MJIAHUPYIOT WIM OCYIIECTBISIOT KubepHarnaie-
HUS, JOJDKHBI TTPeycMaTpUBaTh OMTACHOCTb TOTO, YTO MOXET ObITh
MPUYMHEH KOCBEHHBIM MOOOYHBIN yiiepO. Borpoc, kpome Toro,
COCTOUT B TOM, BCErJa JIM BO3MOXHO JOJIKHBIM 00pa3oM OLIEHUTh
TaKMe KOCBEHHbIE MOCJIEICTBUS.

OTO BCero Jullb KpaTKuili 0030p IMpoOJeMbl, CYILIECTBYET U
MHOXECTBO JpYruX BbI30BOB. HeKOTOpbIE M3 HUX OTpaxKaloT Mpo-
0JieMbl, KOTOpbIE MMEIOTCS B OTHOUIEHWUW KWHETUYECKUX OIle-
pauuii, TakMe Kak OIpeleSieHue TOHSATUS HEeNOoCPeICTBEHHOIO
y4yacTus B BOEHHBIX JIEUCTBUSIX. EcCiM KTO-TO NMpPUHUMAET He-
MOCPEICTBEHHOE y4acTUEe B BOEHHbBIX JIEUCTBUSIX MyTeM KHOep-
HarajaeHus B MOAJIEPKKY OIHOW CTOPOHBI B BOOPYXXEHHOM KOH-
(bvkTe, OH He MOXET 0XUAaTh 0e31eCTBUS OT MPOTUBHUKA. DTO
JIUTIO JIMIIIAETCST CBOEU MPABOBOU 3aIUTHI OT MPSMbBIX HATIAJICHUMA,
BKJIIOYAasl KMHETUYECKWE HAaIaleHUsI, BO BPEMS OCYILIECTBJICHMUS
KubepHanajaeHus] U MOATOTOBUTEbHBIX Mep, KOTOpbIE SIBJISIIOT-
Cd ero HeoTbeMJIEMOI 4YacTblo. JIpyrue BbI3OBbI, BO3BMOXHO, SIB-
JISIIOTCSl OoJiee crielU(PUUeCKUMU 11 KMOEPBOWMHBI, HaIllpuMmep,
reorpadust KubepKoH(MIMKTOB, IPUMEHEHUE IIpaBa HEUTpaauTeTa
U TIOHATUS CYBEPEHWUTETA WJIU OIPEJEJIEHUE U MPABOBOW aHAIN3
KMOEPOpYKUsI — 3TO BCEro JIMIIb HEKOTOPbIE U3 HUX.
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HecmoTpst Ha 3TU TpyaHbIe AJs1 pelleHus] mpoOeMbl, OCHOB-
HOI BOMPOC 3aKJI0UaeTCsl HE B TOM, SIBJISIFOTCSI JIM HOBbIE TEXHOJIO-
MU TI0 CBOEH CYTH XOPOILLIMMU WM TIOXUMU. HoBBIe TeXHOJI0TUHI
MOTYT MMETh W MO3UTUBHOE BO3JAEUCTBUE, €CJIM WX MPUMEHSITh,
cobJirogast HopMbI IIpaBa. YTo KacaeTcsl BO3BMOXKXHOCTU M30eXaTb
clyyailHoro yiepba rpaxaaHCKOMY HaceJeHUI0 WU TpaxkaaH-
CKMM OOBEKTaM WJM CBECTU UX K MUHUMYMY, TO Ooempumachl
C TOYHBIM HaBeACHMEM, KOHEUHO, SBJISIOTCS YCOBEPIIECHCTBOBA-
HUEM TI0 CPaBHEHMUIO C apTWLJIepUell WU BO3AYLIHbIMU OoMOap-
JIUPOBKAMM, KOTOPbIE MCITOJIb30BAIUCh BO BpeMsi BTopoit Mupo-
BOI1 BOWHBI. Hesb3sl HEAOOLEHUTh CYIIECTBYIOLIME MPOOJEMbI U
BBI3OBBI, HO HEJIb3sI MCKJIIOUATh M BO3MOXKXHOCTU TOTO, YTO TEX-
HOJIOTMYECKasl BOJIIOLMSI MOXET MPUBECTU B OyAylleM K paspa-
00TKe KMOepopyxXusi, B pe3yjbTare MPpUMEHEHUs KOTOPOTo Mpu
OIpeie/ICHHBIX 00CTOSTENLCTBAX OyIeT MEHbIIIE TTOTEPh U MEHbIIIE
ciyyaiiHoro yiep6a, yeM Mpu UCMOJIb30BAaHUM TPAIULIMOHHOIO
OpYKUSI, JJISI JOCTMIKEHUS TOTO K€ BOCHHOIO IIPEUMYIIECTBA.
Hanpumep, BmojHe BeposSiTHO, YTO KuOeporepauusi MPUYUHUT
MEHbIIIE yiiepOa, yeM OoMOapAMpoOBKa, €CIM LieJb U IIePBOM, U
BTOPOM 3aK/II04YaeTcsl B HapylleHUU (DYHKIIMOHUPOBAHUSI HEKO-
TOPBIX CETeli KOMMYHAJIbHBIX CIYX0, KOTOpPbIE UCMOJIb3YKOTCS KakK
JIJIT BOGHHBIX, TAK U IPAXKIAHCKUX LieJieil. B Takux ciydasix mpuH-
LIUIT OPUHATUS MepP TPeAOCTOPOXKHOCTU HajaraeT oOsI3aHHOCTb
Ha CTOPOHBI B BOOPY:KEHHOM KOH(MJIUKTE BBLIOMpATh, €CJIM 3TO
BO3MOXHO, HaMMEHee OMacHbIe ISl IPaKIAHCKUX JIUL CPEACTBa
IIJIST MOCTVDKEHMSI CBOel BoeHHOI meau. [1pu aToM TpebyeTcs 1ie-
JIOCTHBIN MOJIXOJ, IJISI TOTO, YTOObI BHUMATEJIBHO PACCMOTPETh CO
BCEX TOYEK 3pEHHUSI BCE PUCKM U BO3MOXHBIE MOCJEACTBUS MPU-
MeHeHus HoBbIX TexHosoruii, 1 MKKK mnpusbsiBaeT rocymapcrsa
caeaaTh 3TO A0 MPUHSITUSI PElIeHUs] O pa3paboTKe TaKUX TeXHO-
noruii. Xots 3HaumMocTb MI'TI kak OCHOBHOro Kopiryca mpana,
KOTOpPOE HaJlaraeT OrpaHUYEeHMST Ha KUOSPBOMHY U MPeIoCTaBIsIeT
3alUTY TpaxkKAaHCKOMY HaceJeHUIO, JOJKHA ObITh MOATBEPKAeHA,
MKKK He McKII04aeT U BO3MOXHOCTH TOIO, YTO MOTpeOyeTcs:
pa3BuUTh TpaBoO Jajee, YToObl rapaHTUPOBaTh, UTO 3alllUTa, KO-
TOPYIO OHO TIPEAOCTABJISICT IPAXKIAHCKOMY HACEIEHUIO, SIBJISETCS
JIOCTaTOYHOU. DTO MNOJKHBI ONMPEASIUTh TOCYAapCTBa.

B cBsI3M ¢ 3TUM B MeXIyHapOAHOM COOOILIECTBE BEIETCS AUC-
KyCCHsI OTHOCUTEIBHO TOro, KakKuM o0pa3oM pellaTh IpoOJIeMBbl,
MOCTaBJeHHbIe KUOEPBOIHON 1, Oojiee IIMPOKO, MPOOIEMbl, CBSI-
3aHHbIE C MHGpOpMaLMOHHOI Oe3omacHocThbio. B 2011 r. Kuraii,
Poccus, TamxkukucrtaH M Y30eKuCTaH TpeacTtaBuian ['eHepasib-
HoMy cekperapio Opranmszanum OObeAMHEHHBIX Hanmii mpoekT
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IIpaBun moBeneHus1 B 00JACTU OOECHEUYEHUST MEXAYHAPOIHOI
MHQPOPMALIMOHHON Ge3omacHocTh'®, K 4mciy aBTOPOB KOTOPO-
ro BIOCJIEACTBUM NpucoenuHminchk Kazaxcran nu Koipreiscran'.
Kpome toro, Poccus npemnoxuna [Tpoekt KoHBeHUMU MO MeX-
JyHapoIHOi MHpopMauuoHHOI 6e3omacHocty (Konuemnmms)?,
u aaa Poccum ogHO# M3 MPUOPUTETHBIX 3aJa4y B OOJACTU MEX-
JyHApPOIHOM MH(MOPMAIIMOHHOM O€30IMaCHOCTU SIBIISIETCSI COMAEH-
ctBUue (OPMYJIMPOBAHUIO M MPUHSTUIO TOCYydapCTBaMU — uJjie-
HamMu OpraHuzauuu OObeAMHEHHbIX Hauuii MeXxayHapomHbIX
MPaBOBBIX aKTOB, PEerIaMEHTUPYIOLINX MPUMEHEHUE MPUHIIUIIOB
¥ HOPM MEXAYHApOJHOTO TYMaHUTApPHOIO IMpaBa IIPpU MCHOJIb-
30BaHUM MH(MOPMALMOHHBIX M KOMMYHMKALIMOHHBIX TEXHOJO-
ruit?!. Co cpoeii ctoponsl CoeauHeHHoe KoposeBcTBO cumTaert,
YTO MHOTOCTOPOHHUI MHCTPYMEHT, OrpaHUYMBAIOLIMN HCIIOb-
30BaHUe MH(GOPMAIIMOHHBIX TEXHOJIOTUI BO BpeMsl BOOPYKEHHBIX
KOH(MJIUKTOB, HE SIBJISIETCSI HEOOXOAUMBIM MMEHHO TOTOMY, YTO
MIPaBO BOOPY:KEHHBIX KOH(MIMKTOB YXE peryjaupyeT TaKoe HC-
nosnb3oBaHue’?. HecKolbKO ApYruxX rocyiapcTB BBICKA3ald CBOE
MHEHHE IO HEKOTOPbIM W3 Tpo0JieM, IMOCTaBJICHHBIX MpPUMEHEe-
HUEeM U TOJKOBaHMEM MEXIYHAPOJAHOIO IIpaBa B OTHOIICHUU
kubepBoitHb>. B nexabpe 2013 r., naBast nopydyeHue [eHepasb-
HOMY CEKpeTapio co3IaTh HOBYIO [pyImy IpaBUTEIbCTBEHHBIX
aKkcnepToB, ['eHepanbHast Accam0bjiess nobaBujiaa K TeM BOIPO-
caM, KOTOpBIE TIPEACTOSIO PACCMOTPETH, BOIIPOCHI «HCITOIb30-
BaHUS MH(GOPMALMOHHO-KOMMYHUKALMOHHBIX TEXHOJOTUIl B
KOH(MJIMKTAX M TOro, Kak MEXIyHapoIHOE MpaBO IPUMEHSET-
¢ K HCIIOJb30BaHUIO WH(MOPMALMOHHO-KOMMYHMKALIMOHHBIX
TeXHOJIOTU rocymapctBamu”?*.  XoTS HEKOTOpble M3 3TUX
JOKYMEHTOB U 3asiBJICHUI 1IMpe I10 cBoeMy oxBaTy, yeM MITI,
MKKK npuBeTcTByeT MHTEpEC, MPOSIBIICHHBIN K 3TUM BOIIPOCAM.

18 NoctynHo 1o aapecy: http://nz.chineseembassy.org/eng/zgyw/t858978.htm.

9" Cm. A/68/98, c. 10, u. 18.

2 NocrymHo 1o aapecy: http://www.mid.ru/bdomp/ns-osndoc.nsf/1e5f0de28fe
77fdcc32575d900298676/7b17ead7244¢2064¢3257925003bcbec!OpenDocument.

2 OcHOBHI rocyaapcTBeHHON monutuku Poccuiickoit ®Denepauyun B 061acTH
MeXIyHapoaHOU MH(GOPMALIMOHHOM Oe3omacHocTy Ha nepuon a0 2020 roma. [do-
cTynHo 1o axpecy: http://www.scrf.gov.ru/documents/6/114.html (4. 12(r.)).

22 JloctuxeHns: B chepe MHGOPMATU3ALUU U TeJeKOMMYHUKALIMIA B KOHTEK-
cTe MeXmyHapomHoit Oe3omacHoctu. Jlokman [enepambHoro cekperapst OOH,
A/59/116, c. 13, 4. 3 (otBer CoenmHeHHoro KoposeBcTBa BenukoGputaHuu u
CesepHoii Upnanaun)

23 CM. CCBUIKU B TIPHMEYAHUN 6 BBIIIE.

2% [locTuzkeHus B chepe MHGOPMATU3ALMY U TeJeKOMMYHUKALIUI B KOHTEKCTe
MexayHapoaHoi 6e3omacHoct. A/RES/68/243, 27 nexadpst 2013 r., 1. 4.
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MexayHaponHblii KoMUTeT roTOB U BIpenb MPEeaOCTaBIsITb CBOU
9KCIIepTHBIE 3HAHHUS MO BOIPOCY O TOM, Kakum obpazom MITI
HaJlaraeT OrpaHUYeHUs] Ha KUOEpBOIHY, C TeM UYTOOBbI CHU3UTh
YPOBEHb TMOTEHLIMAIbHON OMAaCHOCTU IJIs1 JIIOAeH W HaWIydllUuM
00pa3oM 3aHUMAaThCS TTIOMCKAMU PEeLIeHMs IIpo0JieM, KOTOPhIe OHA
MocTaBuIa.

OaHako 93T Mpo0JeMbl TMOJYEPKUBAIOT HEOOXOIUMOCTD
TOr0, YTOObI CTOPOHBI B BOOPYKEHHBIX KOHMIMUKTAX MPOSBISLIN
MOBBILIEHHYID OCTOPOXHOCTb, €CJIM U B TO BpeMsl KOrja OHU
npuberaioT K KuOepHamaaeHUsIM, [Jisi TOro 4ToObl M30exXaTb
yiiepba, MPUYMHSIIEMOTO TPaXIAHCKUM JIMIAMU Y TPaXIaHCKUM
ceTsiM. OTU MpobJjieMbl MOAYEPKUBAIOT U BaKHOCTb TOTO, YTOObI
rocyaapcTBa, CHOCOOHBIE CO3[aTh WM TPUOOPECTU CPEACTBa
IUI BeleHUs] KUOEepBOWHBI — KakK JJIsl HACTyMaTeJbHbIX, TaK U
O0OpPOHMTENbHBIX 1Ieei, — MPOBEJU OLICHKY MX 3aKOHHOCTU B
cootBercTBUM ¢ MI'TI, Kak 5TO HEOOXOAMMO C/IeJIaTh B Cllydae J00bIX
JIPYTUX BUIOB OPYXHSI WU CPEIACTB M METOMOB BEICHMSI BOMHBI.
D10 TpebyeTcs corinacHo cTatbe 36 JIOMOTHUTEIPHOTO TIPOTOKOJIA
11977 r.%, u aBnsgeTcs eIMHCTBEHHBIM CITIOCOOOM TAPaHTUPOBATb,
YTO BOOPYKEHHBIE CWIIbL U APYTUe rOCy1apCTBEHHbIE YUpPEXKIEeHU ],
KOTOpPbIE MOTYT BO BpeMSI BOOPYKEHHOTO KOH(JIUKTA MPUOETHYThH
K MeToJaM K1UOepBOMHbBI, CYMEIOT cOOJII0AaTh CBOM 00513aTe/IbCTBa
B COOTBETCTBUU C MEXIYHAPOIHBIM IMpaBoM. TOT (hakT, 4TO BCE
BO3pacTamllee YUCIO ToCcydapcTB paboTaloT Hala CO3laHUEM
BO3MOXHOCTEH 17151 BeAeHUsSI KUOEPBOMHBI, TOJbKO MOIYEPKUBACT
HACTOSITeJIbHYIO HEOOXOAMMOCTb HAMTH pelleHus] 9TUX 3a1auy.

25 Crarbs 36 11 1 — Hosble Buabl opyxust: [pu usyvenuu, pazpabomxe, npu-
obpemenuu uau NPUHAMUU HA B00PYICEHUE HOBbIX GUA0G OPYICUS, CPEOCME UAU Me-
modog eedenus eounbl Boicokasa Jlocosapusarowascs Cmopona doadxcna onpedeaums,
noonadaem Au ux NpUMeHeHue, NPU HeKOMOPLIX UAU NPU 6CeX 00CMOAMenbCcmeax,
nod 3anpeuwjenus, cooepicaujuecst 8 Hacmosuem I[lpomokone uau 6 kakux-au6o opy-
2UX HOpMAX MedCcOYHapoOH020 npasa, npumeHnsemvix Kk Boicokoi /loeosapusarowetics
Cmopone.
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Laurent Gisel!

International Committee of the Red Cross

How does international humanitarian law constrain cyber
warfare and protect civilians?

Scientists, businesses and governments continuously endeavour
to invent and develop new technologies, which have the potential
to bring about huge benefits for humankind in the economic and
social realm. Technological developments in the information and
communication field — and in particular the creation and expan-
sion of cyber space which is one of the last decades’ defining tech-
nological developments — are no exception in that regard. But new
technologies also bring about new risks and potential concerns in
various realms, in particular if used during armed conflict.

The first time that States placed limits on the choice of means
of warfare by way of an international treaty was in the 1868 St
Petersburg Declaration, by which they agreed upon ‘technical limits
at which the necessities of war ought to yield to the requirements of
humanity’ and envisaged the possibility to come to subsequent un-
derstandings ‘in view of future improvements which science may effect
in the armament of troops, in order (...) to conciliate the necessities of
war with the laws of humanity.” In the spirit of the important prin-
ciples embodied by the Declaration and in keeping with its own
mandate, the ICRC monitors the development of new technologies
and their use or potential use in armed conflicts, such as armed
drones, autonomous weapons systems or, precisely, cyber warfare.
It aims at assessing their actual or potential human cost and analy-
ses how the rules of IHL govern their use. Applying pre-existing
legal rules to a new technology also raises the question of whether
the rules are sufficiently clear in light of the technology’s specific
characteristics and foreseeable humanitarian impact.

Businesses, media and governments regularly report that their
web-sites or networks have been subject to cyber attacks. However,
there is no authoritative definition of the notions of “cyber attack”
or “cyber warfare”, and they have been used by different people to
mean different things. A large proportion of operations referred to
as “cyber attacks” constitute illicit information gathering — such as

'The views expressed in this article are those of the author alone and do not

necessarily reflect the views of the ICRC.
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industrial espionage — or other cyber crimes and occur outside the
context of armed conflicts. They are not governed by international
humanitarian law (IHL). “Cyber warfare” is used in this article to
refer to means and methods of warfare that consist of operations
against or via a computer or a computer network through a data
stream, when such cyber operations are conducted in the context
of an armed conflict within the meaning of IHL?. Media and
commentators also often refer to “information war”. Information
war is defined notably in the Agreement between the Governments of
the Member States of the Shanghai Cooperation Organization on Co-
operation in the Field of International information Security’, while
the U.S. provides a definition of information operations*. Though
definitions vary and may reflect substantive differences in the un-
derstanding of these notions, it seems that information war and
information operations are broader notions than cyber warfare as
defined here, and often encompass at least part thereof.

The ICRC is particularly concerned by cyber warfare because
of the vulnerability of cyber networks and the potential human cost
of cyber attacks. If the networks of a State are attacked, civilians
risk being deprived of basic essentials such as drinking water, medi-
cal care and electricity. If GPS systems are paralysed, there may

2 See ICRC ‘How is the Term «Armed Conflict> Defined in International Hu-
manitarian Law?’, Opinion paper, March 2008, available at http://www.icrc.org/
eng/assets/files/other/opinion-paper-armed-conflict.pdf.

3 Annex 1 List of basic terms in the field of international information security:
“Information War — confrontation between two or more states in the information space
aimed at damaging information systems, processes and resources, critical and other
structures, undermining political, economic and social systems, mass psychologic brain-
washing to destabilize society and states, as well as to force the state to taking decisions
in the interest of an opposing party”. Unofficial translation available at http://media.
npr.org/assets/news/2010/09/23/cyber_treaty.pdf (all web-sites last accessed on 16
June 2014).

4 ‘Department of Defense Dictionary of Military and Associated Terms, Joint
Publication 1-02’ (As Amended Through 15 March 2014): “information opera-
tions — The integrated employment, during military operations, of information-related
capabilities in concert with other lines of operation to influence, disrupt, corrupt, or
usurp the decision-making of adversaries and potential adversaries while protecting
our own.” Available at http://www.dtic.mil/doctrine/new_pubs/jpl_02.pdf (p. 127).
The 2006 version of the DoD ‘Joint Publication 3-13, Information Operations’
(superseded by the 2012 version) provided a more detailed definition: “information
operations. The integrated employment of the core capabilities of electronic warfare,
computer network operations, psychological operations, military deception, and opera-
tions security, in concert with specified supporting and related capabilities, to influence,
disrupt, corrupt or usurp adversarial human and automated decision making while pro-
tecting our own.” Available at: http://www.globalsecurity.org/intell/library/policy/
dod/joint/jp3_13_2006.pdf (p. GL-9).
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be a risk of civilian casualties occurring — for example, through
disruption to the flight operations of rescue helicopters that save
lives. While the military potential of cyber space is not yet fully
understood, experts seem to agree that attacks against transpor-
tation systems and electricity networks, or even against dams or
nuclear plants are technically possible. Such attacks could have
wide-reaching consequences for the well-being, health and lives of
hundreds of thousands of people.

It is the role of the ICRC to recall that in an armed conflict,
constant care must be taken to spare civilians and civilian objects.
Indeed, cyber warfare is subject to IHL in the same way that any
new weapons, means and methods of warfare are. There is no
legal vacuum in cyber space. This is unambiguously stated in the
2013 report of the United Nations Group of Governmental Experts
(GGE) on Developments in the Field of Information and Tel-
ecommunications in the Context of International Security which
asserted that “International law, and in particular the Charter of the
United Nations, is applicable and is essential to maintaining peace
and stability and promoting an open, secure, peaceful and acces-
sible ICT environment”. The Russian Ministry of Defence 2011
Conceptual views on the activities of the Armed Forces of the Russian
Federation in the information space more specifically stated that the
Armed Forces of the Russian Federation have to follow the regula-
tions of IHL during their operations in the information space®. An
increasing number of States, such as Australia, Canada, Japan, the
Netherlands, the U.K and the U.S., or international organisations,
such as the European Union, have similarly recognised that IHL
applies to cyber warfare’. The cardinal principle of the conduct of
hostilities under IHL is the obligation to direct attacks against com-

3 ‘Group of Governmental Experts on Developments in the Field of Informa-
tion and Telecommunications in the Context of International Security, Note by the
Secretary-General’, 24 June 2013, A/68/98, p. 8, para 19.

® Available at: http://ens.mil.ru/science/publications/more.htm?id=10845074@
cmsArticle; (unofficial translation available at http://www.ccdcoe.org/strategies/
Russian_Federation_unofficial translation.pdf).

7 Australia: A/66/152, p. 6, last para.; see also: http://foreignminister.gov.
au/speeches/2013/jb_sp_131017.html. Canada: A/68/156/Add.1, p. 4, pt. 2. Ja-
pan: A/68/156/Add.1, p. 15, first para. The Netherlands: http://cms.webbeat.net/
ContentSuite/upload/cav/doc/advies_22 reg_reactiec EN.pdf, p. 5. The U.K.:
A/59/116, p. 11, para. 3 and A/65/154, p. 15, para. 7. The U.S.: A/59/116/Add.1
p. 4, para. 5 and A/66/152 pp. 18-19; see also http://www.state.gov/s/l/releases/
remarks/197924.htm. The European Union: E.U. Council Conclusions, General
Affairs Council meeting, 25 June 2013, 12109/13, p. 4 para. 6 (available at http://
register.consilium.europa.eu/doc/srv?2I=EN&f=ST%2012109%202013%20INIT).
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batants and military objectives only. Attacks against civilians and
civilian objects are prohibited, and this prohibition also governs cy-
ber attacks. In recent years, there has been increasing concern for
the protection of critical infrastructures against cyber attacks. Dur-
ing armed conflict, such attacks would most often constitute viola-
tions of IHL. Indeed, drinking water and electricity networks that
serve the civilian population, banks, railway networks and public
health infrastructure are civilian objects in the first place (at least
as long as they have not become so-called “dual-use” objects). As
such, they are protected against direct attack. Water systems, in
particular, enjoy special protection for being objects indispensable
to the survival of the population®. Similarly, dams and civilian
nuclear plants usually do not fall within the definition of what
constitutes a military objective’, and are thus protected against
direct attacks. Even if they become military objectives in particular
circumstances, IHL might nevertheless prohibit their attack!® or at
least require that the party to the conflict which would attack them
takes particular care to avoid the release of dangerous forces and
consequent severe losses among the civilian population'’.

However, to reaffirm the relevance of IHL for cyber warfare
and recall such fundamental rules is only the first step. Indeed,
cyber warfare raises a number of challenges for the interpretation
and application of IHL'2.

First: anonymity. Anonymity in cyberspace is easy to achieve,
and this complicates the ability of States to attribute aggressive

8 Art. 54 of the 1977 Protocol Additional to the Geneva Conventions of 12
August 1949, and relating to the Protection of Victims of International Armed
Conflicts (Protocols I) of 8 June 1977 (hereinafter AP I), and ICRC, ‘Custom-
ary International Humanitarian Law, Vol. I: Rules’, Jean-Marie Henckaerts and
Louise Doswald-Beck (eds), Cambridge University Press, Cambridge, 2005 (here-
inafter [CRC Customary Law Study), Rule 54 (available at: http://www.icrc.org/
customary-ihl/eng/docs/v1_rul).

9 Art. 52 AP I and Rule 8, ICRC Customary Law Study, “/n so far as objects are
concerned, military objectives are limited to those objects which by their nature, loca-
tion, purpose or use make an effective contribution to military action and whose partial
or total destruction, capture or neutralization, in the circumstances ruling at the time,
offers a definite military advantage”.

10 By virtue of the principle of proportionality, or because of Art. 56(1 and 2)
AP 1.

' Art. 56(3) AP I and Rule 42, ICRC Customary Law Study.

12" A detailed examination of these challenges can be found in Cordula Droege,
Get off my cloud: cyber warfare, international humanitarian law, and the protection
of civilians in The International Review of the Red Cross, Volume 94, nb 886,
summer 2012, pp. 533 — 578 (available at: http://www.icrc.org/eng/assets/files/
review/2012/irrc-886-droege.pdf)
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activities to the perpetrators, and especially to do so in a timely
manner. Since IHL relies on the attribution of responsibility to
States and other parties to armed conflict, anonymity creates ma-
jor challenges. If the perpetrator of a given cyber operation cannot
be identified, it is extremely difficult to determine whether THL
is even applicable to the operation. The answer to this challenge
might, however, not lie in the legal field alone, but first in the
technical field.

Second: do cyber operations amount to a resort to armed
force triggering the applicability of IHL? There is no doubt that
an armed conflict exists when cyber operations are resorted to in
combination with traditional kinetic weapons. However, when the
first — and possibly the only — hostile act is a cyber operation,
can this amount to an armed conflict? This question is closely
related but nevertheless distinct from whether a cyber operation
alone could amount to a use of force or an armed attack under the
United Nations Charter. Such jus ad bellum issues are of crucial
importance and thus widely debated. However, issues pertaining to
jus ad bellum and the question of the scope of application of ITHL
(jus in bello) should not be confused. IHL applies in situations of
armed conflicts, whether international or non-international, as de-
fined in the 1949 Geneva Conventions and their 1977 Additional
Protocols'®. In that regard, there seems to be no reason to treat
cyber operations that would cause effects similar to those caused
by kinetic operations differently than the latter. Beyond such kind
of operations, the disruption of critical infrastructure lasting long
enough to create severe hardship for the population might also be
considered as a resort to armed force triggering the applicability
of IHL, in view of IHL’s purpose to protect the civilian popula-
tion against such consequences. The ICRC, however, believes that
defining the type of cyber operations that triggers the applicability
of IHL in the absence of any kinetic operation will be determined
only through future State practice'.

Third: in situations where IHL applies, such as when an armed
conflict is already being waged through traditional kinetic means,

13 See ICRC ‘How is the Term «Armed Conflict> Defined in International
Humanitarian Law?’, note 1 above.

4 ICRC, ‘International Humanitarian Law and the challenges of contemporary
armed conflicts’, 31st International Conference of the Red Cross and Red Crescent,
Geneva, 28 November—1 December 2011, Report prepared by the ICRC, October
2011, 31IC/11/5.1.2, p. 37, para. 4, available at http://www.icrc.org/eng/assets/
files/red-cross-crescent-movement/3 1st-international-conference/31-int-confer-
ence-ihl-challenges-report-11-5-1-2-en.pdf
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the question arises as to the definition of “cyber attack”. The no-
tion of “attack” is cardinal for the rules on the conduct of hostili-
ties in particular for the principles of distinction, proportionality
and precautions in attack. Indeed, while parties to a conflict have
to take constant care to spare civilians in all military operations
and to protect them against the effect of hostilities, most specific
obligations governing the conduct of hostilities apply to “attacks”.
The 1977 First Additional Protocol defines attacks as “acts of vio-
lence against the adversary, whether in offence of in defence” (Art.
49(1)). The group of experts which drafted the Tallinn Manual on
the International Law Applicable to Cyber Warfare defined a “cyber
attack” under IHL as “a cyber operation, whether offensive or de-
fensive, that is reasonably expected to cause injury or death to persons
or damage or destruction to objects.”'> The crux of the matter,
however, lies in the detail, namely what is “damage” in the cyber
world. A number of IHL experts agree that the loss of functionality
of an object may also constitute damage, while others argue that
only physical damage is relevant. The ICRC considers that if an
object is disabled, it is immaterial whether this occurred through
destruction or in any other way'®. This issue is very important in
practice, as a more restrictive view of the notion of attack might
imply that fewer and less precise IHL rules would govern and thus
restrict such types of operations. In particular, a cyber operation
aimed at making a civilian network dysfunctional might not be
covered by the IHL prohibition of directing attacks against civilian

15 Tallinn Manual, Rule 30, p. 106, Available at http://ccdcoe.org/tallinn-man-
ual.html. The Tallinn Manual was drafted at the invitation of the NATO Coopera-
tive Cyber Defense Centre of Excellence. However, the Tallinn Manual is not a
NATO doctrine but a non-binding document prepared by a group of experts in their
personal capacity. Some have expressed a negative opinion of the Tallinn Manual
because it was a regional endeavour and because it would legitimize cyber warfare
or promote the militarization of cyber space. This is certainly not the reason for
which the ICRC took part as an observer in the group of experts that drafted it. The
aim of the ICRC’s participation was to ensure that the Manual would uphold the
protection that IHL gives to victims of armed conflicts. The ICRC generally agrees
with the formulation of the jus in bello rules stated in the part of the Manual on
“the law of cyber armed conflicts”. However, there are exceptions, where the ICRC
considers that the norms under existing IHL are actually stronger or more protec-
tive than the rules as drafted in the Manual. For more details, see ICRC, ‘What
limits does the law of war impose on cyber attacks? Questions and Answers’, 28
June 2013, available at http://www.icrc.org/eng/resources/documents/faq/130628-
cyber-warfare-q-and-a-eng.htm.

1© ICRC, ‘Report on International Humanitarian Law and the challenges of
contemporary armed conflicts’, note 13 above, p. 37, last para.
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persons and objects under an overly restrictive understanding of the
notion of attack.

Fourth: the challenges that the interconnectedness of cyber
space creates for the rules of IHL aiming at the protection of civil-
ians and civilian objects. There is only one cyber space, and the
same networks, routes and cables are shared by civilian and mili-
tary users. As the U.K. noted last year, “[tJhe interconnected nature
of cyberspace means that disruptive activities against one system may
cause unintended and unpredictable effects in other systems”'. The
interconnectedness of cyber space might even make it impossi-
ble to distinguish between military and civilian computer networks
when launching a cyber attack; if carried out nevertheless, such an
attack would violate the prohibition of indiscriminate attacks. The
use of malware which replicates itself without control and damages
civilian cyber networks is similarly forbidden. For example, a party
to a conflict would violate the prohibition of indiscriminate attacks
under IHL if it releases via the internet a malware tailored to block
enemy military radars, while expecting that the malware’s code
will spread to and affect civilian air traffic control radars. Under
the principle of proportionality, a party to a conflict must also do
everything feasible to assess whether an attack may be expected to
cause incidental harm which would be excessive in relation to the
direct and concrete military advantage anticipated, and if that is
the case, not conduct the attack. Furthermore, when launching an
attack, parties to the conflict have to take all feasible precautions
to avoid or at least minimize incidental civilian casualties and dam-
age to civilian objects, including civilian cyber infrastructure and
networks. The interconnectedness of cyber space entails the risk
that cyber attacks cause incidental damage indirectly. Such indirect
incidental damage, however remote it is, has to be considered to
the extent that it can be expected — and parties to the conflict that
plan or launch cyber attacks have to expect that they risk causing
incidental damage indirectly. One could even question whether it is
always possible to appropriately assess such indirect effects.

This is just a brief overview of the issue, and there are many
other challenges. Some of them reflect challenges that exist for
kinetic operations, such as for the definition of the notion of direct
participation in hostilities. If someone takes a direct part in hostili-
ties by way of a cyber attack in support of one party to an armed

17 ‘Development in the field of information and telecommunications in the
context of international security, Report of the Secretary General’, A/68/156 p. 16,
para. 1 (response from the U.K).
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conflict, he cannot expect the enemy to remain idle. This person
would lose his or her legal protection against direct attack, includ-
ing kinetic attacks, during the execution of the cyber attack and
the preparatory measures forming an integral part thereof. Other
challenges are possibly more specific to cyber warfare, such as the
geography of cyber conflicts, the application of the law of neu-
trality and the concept of sovereignty, or the definition and legal
review of cyber weapons, just to name a few.

Despite these challenges, the key question is not whether new
technologies are inherently good or bad. New technologies might
also have positive effects if used in a law-abiding manner. In terms
of the ability to avoid or minimize incidental civilian harm, preci-
sion guided munitions constitute an improvement over artillery or
aerial bombardment weapons used during World War II. Without
underestimating the challenges, one cannot rule out the possibility
that technological evolution might lead in the future to the devel-
opment of cyber weapons that would, in specific circumstances,
cause fewer casualties and less incidental damage than traditional
weapons, to achieve the same military advantage. For instance, it
might be less damaging to disrupt through a cyber operation certain
public services simultaneously used for military and civilian pur-
poses than to destroy such infrastructure through bombardment. In
such cases, the principle of precaution arguably imposes an obli-
gation on parties to armed conflicts to choose, whenever feasible,
the means least harmful to civilians to achieve their military aim.
This being said, a holistic reflection is warranted to fully consider
the risks and implications of the use of new technologies from all
perspectives and the ICRC is urging States to consider them well
before they develop such technologies. While the relevance of IHL
as the main body of law that constrains cyber warfare and protects
civilians needs to be reaffirmed, the ICRC does not want to rule
out that there might be a need to develop the law further to ensure
that the protection it provides to the civilian population is suffi-
cient. That will have to be determined by States.

In that regard, there is some debate within the international
community on the manner to address the challenges raised by cy-
ber warfare and more broadly those related to information security.
In 2011, China, Russia, Tajikistan and Uzbekistan submitted to the
United Nations Secretary General an Infernational Code of Conduct
for Information Security'®, co-sponsored by Kazakhstan and Kyr-

18 Available at http://nz.chineseembassy.org/eng/zgyw/t858978.htm.
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gyzstan in 2013". Russia also put forward a Draft Convention on
International Information Security (Concept)®®, and one of Russia’s
current priorities in the field of international information security
is to promote the formulation and adoption by Member States of
the United Nations of international regulations concerning the use
of principles and standards of international humanitarian law in
the use of information and communications technologies?!. For its
part, the U.K. considers that a multilateral instrument to restrict
the use of information technologies in armed conflict is unneces-
sary, notably because the law of armed conflict already govern such
use??. Several other States expressed themselves on some of the
challenges raised by the application and interpretation of interna-
tional law to cyber warfare?®. In December 2013, when requesting
the Secretary General to establish a new Group of Governmental
Experts, the United Nations General Assembly added to the scope
of matters to study “the issues of the use of information and commu-
nications technologies in conflicts and how international law applies to
the use of information and communications technologies by States™**.
While some of these documents and statements are broader in
scope than IHL, the ICRC welcomes the interest given to these is-
sues and will continue to offer its expertise on how IHL constrains
cyber warfare with a view to limit its potential human cost, and on
how to best address the challenges it raises.

These challenges however underline the necessity for parties
to armed conflicts to be extremely cautious, if and when resorting
to cyber attacks, to avoid harm to civilians and civilian networks.
These challenges also underscore the importance that States which
may develop or acquire cyber warfare capacities — whether for of-
fensive or defensive purposes — assess their lawfulness under IHL,
as is necessary for any new weapons or methods of warfare. This

19 See A/68/98, p. 8, para 18.

20 Available at http://www.mid.ru/bdomp/ns-osndoc.nsf/1e5f0de28fe77fdcc325
75d900298676/7b17¢ad7244¢2064¢3257925003bcbec!OpenDocument.

21 “Basic principles for State Policy of the Russian Federation in the field of In-
ternational Information Security to 2020°, September 2013 available at http://www.
scrf.gov.ru/documents/6/114.html, unofficial translation available at http://www.
veleposlanistvorusije.mid.ru/doc/pr 20130916 _en.pdf (p. 5, para. 12(d)).

22 ‘Development in the field of information and telecommunications in the
context of international security, Report of the Secretary General’, A/59/116, p. 11,
para. 3 (response from the U.K)

23 See references in note 6 above.

2% ‘Developments in the field of information and telecommunications in the
context of international security’, A/RES/68/243, 27 December 2013, OP 4.
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is required by Art. 36 of the 1977 First Additional Protocol®, and
is the only way to ensure that armed forces and other government
agencies potentially resorting to cyber capabilities during an armed
conflict will be able to abide by their obligations under interna-
tional law. The fact that a growing number of States are develop-
ing cyber warfare capabilities only reinforces the urgency of these
concerns.

2 Art. 36 AP I — New weapons: In the study, development, acquisition or adop-
tion of a new weapon, means or method of warfare, a High Contracting Party is under
an obligation to determine whether its employment would, in some or all circumstances,
be prohibited by this Protocol or by any other rule of international law applicable to the
High Contracting Party.
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ITan Bpanre

Cmokeonvmckuil yueHmp mexncoynapoonoeo npasa, Illeeyus

MexayHapoaHoe MpaBo W BMeHIATEIbCTBO
B HALIMOHAJIbHOE W YACTHOE KHOEpHpOCTPAHCTBO

1. BBenenue

B nacmosuem doxnade (0cCHOBAHHOM Ha cmambe, Komopas 6ydem
onyb6AUK08AHA 8 KOHUE MO0 200a) pACCMOMPEH BONPOC O MOM, MO
8MOpIICceHUe 00HO20 20CY0apCcmea 6 KUbepnpoCmpancmeo opy202o 20-
cydapcmea modcem Obimb 3anpeuyeHo, 0axce ecau OHO He NPUHAHO
npuUMeHeHuem CUuabl, A6A55Ch He MOAbKO HAPYUleHUeM cyeepeHumema,
HO U HapyuleHuem npas 4eaoseka. Dmom evieod coeaaH ¢ obduel
MOUKU 3peHUsi HA OCHO8e NPUMEHEHUs. CYUECMBYIOUUX HOPM MedHcOy-
HapooHo2o npasa.

2. KubeprnpocTpaHCTBO W MEKIYHAPOJAHOE MPABO

MexnyHapogHoe mpaBo, B TOM BHUAE, B KOTOPOM OHO CYIIe-
CTBYeT B HacToslIee BpeMs, IPUMEHUMO K KOMITbIOTEPHBIM Ce-
TaMm. Kak npaBuiio, rocygapcTBa TakKe MPUAECPKUBAIOTCS TaKOM
MO3ULUU. DTO OBLIO MOATBEPKACHO MPEACTABUTEILHON TPYITIIO
MpaBUTENbCTBEHHBIX 2KcniepToB OOH, KoTopas B cBoEM noKiiaae
OOH B utone 2013 roga npuiiuia K CAeAyIOLIMM BbIBOIAM:

e 19. MexnyHapogHoe TpaBo, U B yacTHOCTU YcTaB OpraHusa-
uuu O0beauHeHHBbIX Hauuit, mpuMeHuMoO...

e 20. I'ocymapcTBEeHHBIN CYBEPEHUTET U MEXKAYHAPOAHBIE HOPMbI
U MPUHLIMIIBI, BHITEKAIOLIME U3 MIPUHIMIMA TOCYAapPCTBEHHOIO CY-
BEPEHUTETA, PAaCIPOCTPAHSIIOTCSI Ha MOBEJIEHUE TOCYIapCTB B paM-
Kax JesITeIbHOCTHU, CBI3aHHOM ¢ ucnoiab3oBanueM MKT, a Takxke
Ha opucaukiuo rocynapctB Haa MKT-undpacTtpykTypoii Ha ux
TEPPUTOPUH.

o 21. IlpeanpuHrMaeMble roCyIapCcTBOM YCWIMSI MO obecreye-
Huto 6e3onacHocT MKT no/KHBI TapMOHUYHO COYETaThCs C yBa-
JKEHUEM TIpaB 4eJioBeKa M OCHOBHBIX CBOOOJ, 3aKPETUIEHHBIX BO
BceoOlieit nexyapaiiyu rnpas yejoBeKa U IPyrux MeXayHapOIHbIX
MHCTPYMEHTAX.

OpmHako 10 pa3peuieHus BOMpoca elle AajIeKo. 3a UCKII0UeHUEeM
BynamneimTckoit KOHBEHIIMM MO KUOEPIPECTYITHOCTH U, BO3MOXK-
HO, HeKOTophIX nojioxkeHuil KonseHunu MCD (pa3zpaboTaHHBIX
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3210170 10 TosiBiaeHusT MHTepHeTa), Mo 3TOil TeMe HET MeXIy-
HapoJIHOM KOHBEHLMU. M3 CyllecTBYIOIIMX JOKYMEHTOB BBILIEY-
noMsaHyThI gokiaan OOH Oauke BceX MOAXOAUT K BBIPaXKEHUIO
aBTOPUTETHOTO MEXIPABUTEJILCTBEHHOT0 MHeHusl. CyllecTByeT
MaJio IPUMEPOB opinio juris’, oueHb Majlo, eClId eCTb, IPUMEPOB
MPUMEHSIEMON rocynapcTBaMy TMPAKTUKW, W HUKAKUX PEIICHUIN
WJIM OTYETOB MEXIYHAPOIHBIX CYAEOHBIX WU KOHTPOJUPYIOLIMX
opraHos. [laxxe MpUHIIMIIOB HE OY€Hb MHOTO; OOJIBILIMHCTBO aBTO-
POB, KOTOpbIE€ 3aHMMAIOTCSI acleKTaMy MEXIyHapOJHOro IMpaBa B
Kubepchepe, MUILYT 0O MEXIYHAPOAHOM I'yMaHMTAapHOM IIpaBe U
0 NMpUMeHEHMU Ccujibl. OJHUM BaXHBbIM MCKIIOUEHUEM SIBJISIETCS
TanaMHHCKOE PYKOBOJACTBO, MOJATOTOBJIEHHOE TPYMIION 3KCIep-
TOB, MpPUIJIAlIEHHbIX L[eHTpOoM MepesoBOro ombiTa MO COBMECT-
Ho#t 3amuTe or Kubepyrpod3 HATO, u onybaukoBaHHoe B 2013
romy. B aToM nokymeHTe IpodeccuoHaabHO, HO HE IIOJIHO U He
yOeaIUTeIbHO pacCMaTpUBAIOTCSI aCMEeKThl UCTOIb30BaHust MHTep-
HeTa B MUPHOE BpPEMSI.

3. CyBepeHUTET M MHTEPBEHIUS B KNOEPIPOCTPAHCTBE

Kax npennaraetcss BbIlle, OTIPaBHOW TOUKOW JOJKEH
OBbITb CYBEPEHUTET, KOTOPbIM TrocydapcTBa 00JlaJaloT B CBOEM
KUOEPIIPOCTPaHCTBe, mutatis mutandis’. OIHAKO y TOCYIapCTB
MOXEeT ObITb MHOXECTBO TMPUYUH BECTU [JESITEJIbHOCTh U B
KHUOEPIIPOCTPAHCTBE APYIUX CTpaH. HeKoTopble U3 3TUX NPUYMH
KaK TaKOBbI€ SIBJISIIOTCS 3aKOHHBIMU, HampuMep, paccieioBaHue
U TIPOTUBOACHCTBUE TEPPOPU3MY M TIPECTYITHOCTU. 3aKOHHOCTh
IpYrux JeWCTBUI, Kak pasBeaka WiIM caboTax, sBIsIeTCs
coMHUTeNbHOU. HekoTopble Takue neilicTBUSI MOTYT MPeACTaBIsITh
c0o00i1 BOOpY)keHHOE HamaaeHue, He3aKOHHOE BMeIaTeIbCTBO
WIM OPpUANYECKOe MPOTUBOJAEKUCTBUE, B TO BpeMsl KakK Jpyrue
JIEeNCTBUSI He MPEACTaB/ISIIOT CO0O0M IpobJieMy ¢ IIPaBOBOI TOUKU
3peHus.

JI1si MHOTMX TOJIKOBATeJIei cUTyalusl, €C/i IesiHUe He SIBJISIeTCS
MPUMEHEHUEM CUJbl, B OOJbIICH WMJIM MEHbIICH CTENeHU He
SIBJISIETCSI TTPOo0aeMHOM. OgHaKo, OOJBIIMHCTBO TAKUX JIESTHUI KakK,
HampuMep, IIMHUOHAX, MOTYT MPEICTaBasATh CO00ON HE3aKOHHYIO
WHTEPBEHLIMIO WM BMEIIATEIbCTBO, U 3TOT BOIMPOC ropasnao pexe
ObUT MpeaMeTOM HayJYHBIX AUCKyccuil. Te HeMHOrue aBTOPHI,
KOTOpbIE TOJIKOBAJM KOHKPETHO MPUHLIMIT HEBMeEIIaTeJlbCTBa, B
1IEJIOM COTJIaCHBI, UTO OH MPUMEHSETCS B KMOEPIPOCTPAHCTRE.

1 V6exxnEHHOCTD B TPAaBOMEPHOCTH.
2C y4éToM HeOoOXOIUMBIX M3MEHEHMIA.
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B cooTBeTcTBMU C MPUHLIMITOM HEBMEIIATEILCTBA U CYyBEPEHHOTO
PaBEHCTBA TOCYJApCTB, MPUMEHEHUE 3aKOHOB ToCydapcTBa
MOXET, a OCYIIECTBJIEHME TOCYJAPCTBEHHOW BJIACTM HE MOXET
MPOUCXOJUTh Ha TEPPUTOPUU APYroro rocymapcrsa 6e3 coriaacus
3TOr0 rocymapcTBa. OTO OBLIO OYEHb YETKO IIOATBEPXKISCHO B
noctaHoBjieHuu BepxoBHoro cyna KaHanbr:

BiacTbBTOPrHYTHCS BUACTHYIO C(hepyTMUYHOCTU M COOCTBEHHOCTH
U HAJOXUTh apecT Ha JWYHbIe Belld U UHGOOpPMALUIO, SBISETCS
napajgurMaTUueckou sl TOCyJapCTBEHHOIO CyBepeHuTeTa. DT
JEUCTBUSI MOTYT OBITh CAHKLIIMOHMPOBAHBI TOJBKO IOCYAapCTBOM
TEPPUTOPUATIBHON IOPUCIUKIINU.

CyliecTByeT pasHomiacMe II0 BOMpPOCY, 3ampelleHbl Jiu
KUOEPBTOPXKEHUS, KOTOPbIE HE MPUYMHSIOT JIJMTEIBHOTIO Bpeaa.
CorjlacHO HeKOTOpPbIM aBTopam, yilepd He uMeeT 3HaueHus, B TO
BpeMsl KaK APYTMe CUMTAIOT, YTO HE3AKOHHBIM BMELIATEIbCTBOM
SIBJISIIOTCSI  TOJIBKO  T€  BTOPXKEHMSI, KOTOpbIE MPUUYMHSIOT
MaTepMajbHbIi yuiepo6. OOHAKO MOCAECOHIO TOYKY 3pEeHUs
TPYAHO MOHATh. B coorBeTcTBUM ¢ bBynamnemrTckoil KOHBEHUIMEN
0 KMOEpIpecTynmHOCTU, KPMMUHAINU30BaH PsiA AESHUN, OObIYHO
MPOBOJUMBIX B paMKax MPaBOOXPAHUTEIbHOU AEATENbHOCTUA WU
KkubepimnuoHaxa (cM. HUXe). B Tom 4uciie He3aKOHHbBIN AOCTYII
M He3aKOHHOU mepexBaT, U B KOHBEHLMM HET MCKJIIOUYECHUI
JUISE  MEPOIPUSITUI, TIPOBOJMMBIX areHTCTBAMM WHOCTPAHHBIX
rocynapctB. Ha camoMm nene, B paMkKax pabOThbl MO TMOATOTOBKE
KoHBeHLIMM ObUIO YETKO OroBOopeHO, 4TOo KOHBEHLMS He
MO3BOJISIET AUCTAHLIMOHHOE 9KCTEPPUTOPUATBHOE PACcCIieJOBAHUE.
Takum o0Opa3om, JIOTMYHO ciAedaTh BBIBOJ, YTO OOIIMIA 3arpeT
Ha BMEIIATeJbCTBO, B TOM YHUCJAE 3amnpeT Ha HapylleHue
TePPUTOPUATILHOTO CYBEPEHUTETa, TIPUMEHSIETCS TakKXke U B
KUOEepIpOCTPAHCTRBE.

OnHako B HEKOTOPBIX OOCTOSITEbCTBAX TaKue AeHMCTBUS
MOTYT OBITh OIpaBAaHbl, JaXE €CJIM OHU HE CAaHKIIMOHWPOBAHBI.
TocynapcTBO MOXeT MPOTUBOAEHCTBOBATH arakam, WCXOISIIIUM
U3 JPYroro rocygapcrBa, M [Jaxe B TOM Cllyyae, KOIJa araka
HE JIOCTUTaeT TOpOora BOOPYXKEHHOTO HAIlaJeHUs WA Jaxe
WUCIOJb30BaHUS cujbl. Tak, Harpumep, €ciau IJisg Bupyca Stux-
net MOXHO ObLIO Obl MPOMU3BECTH aTPUOYLMIO K KaKOMY-I10O
rocyaapctsy, To MpaH Mor Obl MPUHSTH KOHTPMEpPbl MPOTUB
aTOro rocynapcrsa. Kpome KOHTpMep, rocyiapcTBa MOTYT TaKXkKe
CChLIATbCSl Ha HEOOXOAMMOCTH 3alllMThl CBOUX BaKHEHILIMX
MHTEPECOB OT 3HAYUTEJIbHOM U HEMUHYEMOUW OMNAaCHOCTH.

HekoTtopsie n3 Haubosee U3BECTHBIX WHIMIECHTOB, TaKUX
Kak araku 1npotuB DctoHuu B 2007 romy u mnpotuB ['py3uu B
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2008 romy, ObUIO TPYAHO MPUIIMCATb HEMOCPEACTBEHHO KaKOMY-
b0 rocymapcTBy. B TpuHIIMIIE, TOCYIapcTBO MOXET HECTH
OTBETCTBEHHOCTb 3a JCMCTBUSI OTHCJIBHBIX JIMI, €CJIM OHM
HaxOmITCSl II0A PYKOBOACTBOM WJIM KOHTPOJEM TIOCYAapCcTBa.
Kpome Toro, rocyaapctBo 00s13aHO «HE TOIYCTUTh CO3HATEJIBHO,
YTOOBI €r0 TEPPUTOPMS UCIIOJB30BAJIACH [UISI  COBEPIICHUS
NIeSTHUIM, TIPOTMBOPEYAIIMX IIpaBaM IPYIMX TrocymaapcTB» ([eno
MexnyHapogHoro cyma OOH o mnpomuBe Kopdy). B 310
00513aTeJILCTBO BXOIUTOCYIIECTBICHUE IS CTBUIA IO pacC/ie IOBaHUIO
U TIPEC/IC/IOBAHUIO B CyICOHOM IIOPSIIKE OTBETCTBCHHBIX JIMII,
Kak B COTPYIHMYECTBE C rOCyIapCTBOM-IIC/IbIO aTaku, TaK U B
KavyeCcTBe aKTMBHBIX IIPEBEHTUBHBIX Mep. YTBEPXKIAeTCsI, YTO
€CIM TOCyIapCTBO, Ubs TEPPUTOPUSI MCIIOJB3YyeTCs I aTak,
OyIyyu yBEIOMJICHO O HUX, HE MPMHUMAET B Iyxe H00poil BOIM
Mephbl 10 MX IPECeUYEHUIO, TO, MO0 KpaillHell Mepe, B HEKOTOPOii
CTEIICHM, OHO HECeT 3a HUX OTBETCTBEHHOCTh. B J11000M ciyyae,
€CJIM TOCYIapCTBO HE B COCTOSIHMU TOIEPXKMBATh ITPaBOIIOPSIOK
B CBOEH YacTu KMOEPIPOCTPAHCTBA, 3TO MOXET MOOYIUTh APYIHe
roCyIapcTBa MPUHSITh MEPHI CAMOIIOMOIIIH.

4. ITnnonax

OnHuM U3 Haubosiee CIIOPHBIX — M, KOHEYHO, Ipeobiiamgaro-
UM — BUIOM MHTEepHET-aKTUBHOCTU SIBJISICTCSI KUOEPIITOHAK.
Cawm 110 cebe coop MHGPOPMAIIMU HE SIBISIETCSI HE3aKOHHBIM B CO-
OTBETCTBUM C MEXIYHAapOIHBIM IpaBoM. Ceifuac OH B 3HAYUTEIIb-
HOI1 cTeneHu ocylecTBisieTcs yepe3 MHTepHeT U He 00s13aTeIbHO
TpeOyeT corjacusl IpaBUTEIbCTBA, SIBJISIOIIETOCS IIEJIbIO.

OnHako, IIMMOHAX MOXKET TaKXKe BKJIOYaTh B ceOsl HECAaHKIIM-
OHHUPOBAaHHOE ITPOHUKHOBEHUE B CEPBEPHI, COMEPKAIIUE JIUIHYIO
MH(GOPMAIIUIO U CEKPeTHBIE NaHHbIe. HeKOTophie aBTOPHI YTBEPK-
JIAIOT, YTO IIIMOHAX SIBJIIETCS 3aKOHHBIM B paMKaxX MEXIyHa-
POIHOTO IIpaBa, M YTO TAKUM 00pa3oM HET HMKAKUX MPEISITCTBUI
JUTSL OCYILECTBJIICHUS IITMMOHaXxa depe3 MHTepHET. YTBepxmaro-
1€ 9TO MPUBOAAIT IO CYTU IBa apryMeHTa. OHM yKa3blBaloOT, YTO,
BO-MEPBbIX, HET IOrOBOpA, 3alpeliatoliero mmnuoHax. Ciaenosa-
TEJIbHO, €CJIM 3TO JCHCTBUE HE 3aIlpelieHo, TO OHO MPaBOMEPHO.
OnHaKO 3TOT apryMEHT He YYUTBIBAET, UTO JaxKe eCIM HEeT BCeoO-
1IEro 3ampeTa IIMMOHAaXa, 3aMnpelleHbl MHOrUe 0ojiee KOHKPET-
Hble (hOPMBI IITTMOHAXa. B YacTHOCTH, B COOTBETCTBUU CO CTaThei
41(1) BeHcKkoli KOHBEHUIMU O AUTJIOMATUUYECKUX CHOILIEHUSIX, IO-
CylapcTBa B3sUIM Ha cebsl 00513aTeIbCTBO, YTO COTPYIHUKU JIUILIO-
MaTUYECKMX MUCCHUII — MHOTHME U3 KOTOPBIX B ICMCTBUTEILHOCTH
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SBJISIIOTCS] 1IITMOHAMU — JIOJDKHBI COOJIIONATh HALIMOHAJIBHOE 3a-
KOHOJIaTeJIbCTBO rocyaapcTBa MpedbiBaHus. JesdTeIbHOCTb APYTUX
TOCYAapCTBEHHBIX areHTOB OXBATbIBAETCS OOIIMM 3alpeToM Ha
BMEIIATEJILCTBO, B TOM YMCJIE 3aIIPEeT Ha MPUHYXKICHUE.

Btopoit aprymMeHT, NPUBOAMMBINA 3TUMU aBTOpaMU, 3aKjioya-
€TCHd B TOM, YTO CYIIIECTBYET COOTBETCTBYIOIIAsi HOpMa OOBIYHOTO
npaBa, MOCKOJIbKY BCE rocydapcTBa 3aHMMAIOTCS MOJOO0HOM Aesi-
TeabHOCThI0. OMHAKO 3TOT apryMeHT OCHOBaH Ha MOJHOM HeEIo-
HUMaHUU TOTOo, KakK (OPMUPYIOTCS TOJOXEHUS OOBIYHOIO MEX-
JyHapoaHoro mpasa. (BaxHo He 3a0bIBaTbh, YTO IO YMOJIYAHUIO
MHOTHE KaTeropuu AEWCTBUM, OCYIIECTBJISIEMBIX B XOAE IIIHNO-
Haxa, SIBJISIIOTCSI HE3aKOHHBIMU, TaK 4TO OpeMsl JoKa3aTesbCTBa
JIEXXUT Ha TeX, KTO YTBEPKAAET, YTO JUISl IIMMUOHAXa €CTh UCKIIIO-
yeHue). HeobxonuMbIM ycioBueM (pOpMUPOBaHUSI HOPMbI OObIY-
HOTO MpaBa SIBJISIETCS HE TOJIbKO TOCYIapCTBEHHAS MpPaKTUKa, HO
W opinio juris’, 10pUANYECKOe YOexkIeHUe, YTO 3Ta MPAKTUKA CO-
OTBETCTBYET 3aKOHY. I He 3HAIO0 HU OJIHOTO TOCYIapCTBa, KOTOPOE
Obl MYOJMYHO YTBEPXKIAJ0, YTO IIMMOHAX BO BceX ero dopmax
saBJisieTcsl 3aKkOHHbIM. HamnpoTuB, rocymapcrBa Kak IpaBUIO OT-
puuaoT (UM Mo KpaiiHel Mepe He XOTIT IMpu3HaBaTh) MPUYACT-
HOCTh K HE3aKOHHOMY IITTAOHAXY.

TTosToMy 1 jenato BBIBOI, YTO IUIMOHAX, KOTOPBINA BKJIIOYa-
€T B ce0s1 HeCAaHKIIMOHUPOBAHHBIN JAOCTYN K cepBepaM U APYTUM
KOMIIbIOTEPAM B MHOCTPAHHOM TOCYIapCTBE, B LIEJOM IpEJACTaB-
JISET coOOM HE3aKOHHOE HapylLIEHWE CYBEepPEHUTETa 3TOr0 TroCy-
JlapCTBa.

5. IlpaBa yenoBeka

HTtak, nmonyyeHue HeCAaHKLUMOHWPOBAHHOIO AOCTyNa K KOM-
MblOTepaM B MHOCTPAHHbBIX FOCYAapCTBax, KaK MpaBUJIO, SBJSIETCS
HE3aKOHHBIM COIJIACHO MEXIYHapOIHOMY IPaBy, HO B HEKOTOPBIX
clyJyasix MOXeT ObITh ompaBaaHo. OJHAKO BaXHO OTMETUTh, UTO
MnpaBa 4yeJoBeKa HE MOTYT ObITbh OTUYXKJEHbI TOCYIapCTBOM, I'pax-
JAHUHOM KOTOpOTro sBjsiercs juio. CieaoBaTebHO, €CIM Tocy-
JApCTBO A OCYUIECTBJISIET OOBICK Ha KOMIIblOTepe (hU3UYECKOTO
Juia B rocyaapctBe b, To He uMeeT 3HAYEHMSI, 3aMpalluBaeT Ju
A cornacue b unu siBasietcs v JeicTBUE ONpaBIaHHBIM KakK KOH-
TpMepa.

Haubosnee pesieBaHTHBIM U3 TpaB 4yesjoBeKa SIBsIETCS cBOOOAA
uHbOopMalMK, KOTopas BKJIOUeHa B CBOOOJY CaMOBBIpaXKeHMUS,
MpeayCMOTPEeHHYIO B cTaThe 19 BceoOuieit aeknapauuu npas ye-

3 Y6eXIeHHOCTb B TIPABOMEPHOCTH.
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noeka (BAITY) u MexnyHapogHOro IakTa O IpaXIaHCKUX U
noautndyeckux npasax (MIIITIIT). B To Bpems1 Kak rocyaapcTBo
“MeeT TMPaBO 3aKPbITh CBOM TPaHUIILI — B TOM YHUCJI€ TPaHULIbI
B KUOEPIIPOCTPAaHCTBE — OHO BCE PABHO JOJKHO yBaxkaTb MpPaBo
«ITOJIy4aTh M PacIpOCTPaHATh MH(POPMAIIUIO W Pa3IUIHbIC UICH
HE3aBUCUMO OT IpaHull». TakuM oOpa3oM, 3TO MpaBO IPUAETCS
MPUHUMATh BO BHUMaHME MPU OCYIIECTBICHUM rOCYIapCTBOM JIIO-
ObIX MEPOIIPUSITHUIA TTO TPOTUBOAEUCTBUIO TEPPOPUZMY WIM APYTUM
MPECTYIJIEHUSIM, HalpuMep, Mpu MpecedyeHU pacipoCTpaHEeHUS
YaCTHBIX MM OOLIEAOCTYITHBIX COOOIIEHUI ¢ KOMIbIOTEpA.

Hanee, cyliecTByeT IpaBO Ha JMYHYIO KM3Hb, KOTOpPOE 3a-
kperuieHo B ctatbe 12 BJITY u cratbe 17 MIITTIIL. Cratbst 17
MIII'TIIT opegycmaTpuBaeT:

1. HukTo He MOXeT MmoaBeprarbcsi MPOM3BOJIBHOMY WJIM He-
3aKOHHOMY BMEUIATEJIbCTBY B €r0 JUYHYIO U CEMEHHYI0 XXU3Hb,
MPOU3BOJIbLHBIM WM HE3aKOHHBIM MOCSTaTebCTBAM Ha HEIpu-
KOCHOBEHHOCTDb €r0 KWJIMIIA WM TallHy €ro KOpPPEeCIOHIEHIINHN
WM He3aKOHHBIM MOCSTAaTebCTBAM Ha €ro YeCTh M PeryTaluio.

DTO OTHOCUTCS M K KUOEpmpocTpaHCTBY. BTopxeHue rocy-
JlapcTBa B CepBep B JAPYroil CTpaHe MOXET IMPEeAcCTaBsIThb cOOOM
HE TOJbKO HapyllIEHUE CYyBepEeHUTEeTa IPYroro rocyaapcrsa, HO U
HapylLIeHNe TIPaB YeJloBeKa APYruM vesosekoM. Crated 17 He 3a-
IpelaeT Jiro0oe BMeIIaTeIbcTBO — OHO HE JIOJIKHO OBITh ITPOU3-
BOJIbHBIM MJIM HE3aKOHHBIM — YTO TPeArosaraeT Heo0X0IMMOCTh
HaXOXIeHUs OaaHca.

MoxHo yrBepxnath, uro MIITTITT He 3amumiaer Jul, KOTO-
pble HaXOMASITCS 3a MpejaesiaMyu TEPPUTOPUM TOCYIapCTBa, KOTOPOE
BTOpraetcs B ux yactHble chepbl. CtaTbs 2(1) MIITTIIT rnacurt:

1. Kaxnoe yuactByioiiee B HactostiueM Ilakre I'ocymapctBo
00s13yeTcsl yBaxKaTb U obOecreyrMBaTh BCEM HaXOISIIMMCS B Ipe-
JleJjax ero TeppUTOPUM W TMOJ €ro IOPUCAMKIMEH JWuaM mpasa,
npusHaBaeMble B HacTosiieM [lakTe, 6e3 Kakoro 661 TO HU ObLIO
pa3auyusl...

Komuter o nmpaBam uejioBeka moatrBepaws, uto ITakT umeer
9KCTeppuTOpUaibHOe MpuMeHeHue. B nene Jlonec byproc npotusn
YpyrBas oH MOCTaHOBWJI, YTO:

Cratbs 2(1) ITakTa HakJagbIBaeT Ha TOCYJAapCTBO 00s3aTelib-
CTBO yBaXaTbh M oOecreynBaTh MpaBa «BCEM HaxXOJISIIMMCS B Mpe-
JieJlax ero TEPPUTOPUU U TOJ €ro PUCIUKIKUEH JTullaM», HO 3TO
HE O03HAYaeT, YTO COOTBETCTBYIOLIEE FOCYAAPCTBO HE MOXET ObITh
TIPUBJIEYEHO K OTBETCTBEHHOCTH 3a HapyILIEHUs TpaB, 3aKpeTIcH-
HbIX B [lakTe, KOTOpbIe €ro areHThl COBEpIIAOT Ha TEPPUTOPUU
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JIPYroro rocyaapcTsa, Oyab TO C MOJYAJIMBOIO COIJIacHsl MpaBM-
TeJIbCTBA 3TOT0 TOCyAapCTBa WX MPOTUBOACHCTBYS eMy.

Takum obOpazoM, maxe Te OEUCTBUS Ha YYyKOM TEPPUTOPUHU,
KOTOpbIE HE HapylIAlT CYyBEPEHUTET UHOCTPAHHOTO TOCY1apCTBa,
MOTYT OBITh 3aIlpeIlieHbl, TIOCKOJIBKY HapyIIaloT MpaBa yeJoBeKa.

6. 3axkiouenne

ITpu obOcyxaeHUM KubepaTtak ¢ TOUYKU 3peHUs] MEXIYHApOAHO-
ro TpaBa MHOTO BHUMaHUS ObLIO yAEJEHO MOPOTY UCIOJb30BaAHMS
cunbl. Kubepataku WM BTOpPXEHHUS, KOTOpble HE MPU3HAIOTCS
WUCIIOJb30BAHUEM CHJIbI, YacTO MPU3HAIOTCI OecrpobieMHBIMU.
OpnHako, Kak ObUTIO MOKa3aHO B HACTOSIIEM J0KJIaae, TaKue BTOP-
JKEHUsI 4acTo MPEACTABJSIOT CO00l HE3aKOHHOE HapylLIEHUE CYy-
BEPEHUTETA JIPYrOro rocyaapcTBa WM TMPeACTaBIsSOT coOOil Ha-
pylIEeHUE MpaB yeJoBeKa.

OnHako He COBCEM SICHO, KakK MPUMEHUTEIbHO K 3TOMY IpO-
CTPAHCTBY CJIefyeT MOHUMAaTh OOBIYHBIE HOPMbI MEXKIYHAPOIHOTO
npaBa. Kak yxe ObLJIO CKa3aHO, roCylapcTBa HE CIOCOOCTBYIOT
YTOUHEHUIO 3TUX BOIPOCOB.

KoHeuHo, cTapble TPUHLMITBI 1 HOPMbI MEXIYHAPOAHOTO Tpa-
Ba IIPUMMEHSIOTCS U K KMOepnpocTpaHCTBY. Takum oOpa3om, OT-
CYTCTBME HOBOI KOHBEHLIMH, HE MOXET CJIYXUTb OMNpaBIaHUEeM
TOTO, YTOObI HE MBITAThCS CJieA0BaTh 3TUM MpaBuiam. OmgHaKo
CYILIECTBYET HACyIIHasl MOTPEOHOCTb B YTOUYHEHUU ITUX MPaBUI
MEXIyHapOAHBIMU OpraHaMMu B BUJE HOBBIX KOHBEHLIMM WU Me-
Hee (OpMaNbHBIX TOKYMEHTOB. MBI MOJIKHBI 3HATh, YTO B KH-
OeprnpoCTPaHCTBE O3HAYAIOT TaKWe TEPMUHbI KaK <«[IPUMEHEHME
CWIbl», <«IOPUCIUKIMS» WA <«BMEILIATeJbCTBO». M Mbl HOJIXK-
Hbl 3HaTbh, UMEIOT JIM TPaBUTEJbCTBA MPABO BTOPraThCcsl B HaIy
YaCTHYIO XXM3Hb. ToJKOBaTeIM MEXIYHAPOAHOIO IpaBa IO0JKHbI
UrpaTh BAXXKHYIO POJib B 3TOM Ipoliecce.
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Pal Wrange

Stockholm Center for Intrernational Law and Justice, Sweden

Intervention in national and private cyberspace
and international law

1. Introduction

This presentation (which is based on an article to be published
later this year) will argue that an intrusion by a state in foreign
national cyberspace may be prohibited even if it does not amount to
the use of force, both as a violation of sovereignty and as a violation of
human rights. That conclusion is arrived at from the point of view of a
generalist through the application of existing international law.

2. Cyberspace and international law

International law, as it currently exists, applies to computer
networks. This is also a position generally taken by states. This
was confirmed in a report from a broadly representative group of
governmental experts, which concluded i.a. the following in a UN
report in June 2013:

‘19. International law, and in particular the Charter of the
United Nations, is applicable ...

20. State sovereignty and international norms and principles
that flow from sovereignty apply to State conduct of ICT-related
activities, and to their jurisdiction over ICT infrastructure within
their territory.

21. State efforts to address the security of ICTs must go hand-
in-hand with respect for human rights and fundamental freedoms
set forth in the Universal Declaration of Human Rights and other
international instruments.

Still, the situation is far from clear. With the exception of the
Budapest Convention against Cybercrime, and possibly some pro-
visions in the ITU Convention (drafted long before Internet), there
is no international convention on the topic. The aforementioned
UN report is the closest thing we have to an authoritative inter-
governmental opinion. There are very few instances of opinio juris,
very little, if any, confirmed state practice, and no judgments or
reports from international adjudicative or monitoring bodies. There
is not even very much doctrine; most writers who have engaged in
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international law aspects of cyber sphere have written about in-

ternational humanitarian law and the use of force. One important

exception is the Tallinn Manual, drafted by a group of experts at

the invitation of the NATO Cooperative Cyber Defence Centre of

Excellence and published in 2013, which deals expertly but briefly

and not conclusively with some peacetime uses of Internet.
3.Sovereignty and intervention in cyberspace

As implied above, the starting point must be that states exer-
cise sovereignty over their respective cyberspaces, mutatis mutandis.
However, states may have many reasons to take measures also in
foreign cyberspace. Some of these reasons are legitimate as such,
like investigations of and responses to terrorism and other crimes.
Others may be more dubious, like intelligence or sabotage. Some
such acts may constitute armed attacks, illegal intervention, or le-
gal countermeasures, while other acts are legally unproblematic.

For many commentators, if an act does not constitute use of
force, it appears to be more or less unproblematic. However, many
of these acts, like espionage, may constitute illegal intervention or
interference, and that issue has been subject to much less academic
debate. Those few writers who have commented specifically on the
principle of non-intervention generally agree that the principle ap-
plies in cyberspace.

Under the principle of non-intervention and the sovereign
equality of states, enforcement of a state’s laws may and the exer-
cise of public authority may not take place on another state’s terri-
tory without that state’s consent. This was confirmed in very clear
terms in a judgment from Canada’s Supreme Court:

The power to invade the private sphere of persons and property,
and seize personal items and information, is paradigmatic of state
sovereignty. These actions can be authorized only by the territo-
rial state.

There is controversy as to if cyber intrusions that do not create
any lasting harm are prohibited. According to some writers, dam-
age is irrelevant, whereas others find that only intrusions that cause
material harm constitute illegal interventions. The latter view is
difficult to understand, though. Under the Budapest Convention
on Cybercrime, a number of acts, commonly conducted as a part
of law enforcement or cyber espionage (see below), are criminal-
ized. This includes illegal access and illegal interception, and the
Convention contains no exceptions for measures taken by foreign
public agencies. In fact, the preparatory works of the Convention
clearly spell out that the Convention does not allow remote extra-
territorial search. Hence, the logical conclusion is that the general
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prohibition of intervention, including the prohibition of infringe-
ments on territorial sovereignty, applies also in cyberspace.

Nevertheless, even if unauthorized, under some circumstances
such measures may be justified. A state may take countermeasures
against attacks from another state, and that applies even if the at-
tack does not reach the threshold of an armed attack or even use
of force. So, for instance, if the Stuxnet virus could be attributed
to a particular state, then Iran could take countermeasures against
that state. In addition to countermeasures, states may also invoke
necessity, in order safeguard an essential interest against a grave
and imminent peril.

Several of the most famous incidents, like the attacks against
Estonia in 2007 and against Georgia in 2008, have been difficult to
impute directly to a state. In principle, a state may be responsible
for acts carried out by individuals, if these individuals are directed
or controlled by a state. Furthermore, a state has the duty ‘not to
allow knowingly its territory to be used for acts contrary to the
rights of other States’ (ICJ Corfu Channel Case). That obligation
includes the duty to investigate and to prosecute, in cooperation
with the target state, as well as a measure of active prevention. It
is submitted that if a state whose territory is being used for attacks
is being notified and still does not take action in good faith, there
is at least some degree of responsibility. At any rate, if a state is
unable to police its portion of cyberspace, that might invite other
states to take self-help measures.

4. Espionage

One particularly controversial — and surely prevalent -- type of
Internet activity is cyber espionage. To collect information is — in
and of itself — not illegal under international law. This is now to a
large extent carried out over the Internet and does not necessarily
need the consent of the target government.

However, espionage may also involve unauthorized intrusion
into servers that contain private and secret data. Some writers have
argued that espionage is legal under international law and that there
is therefore no obstacle to committing espionage over the Internet.
Those who make that claim essentially say two arguments. First,
they point out that there is no treaty prohibiting espionage. Hence,
if it is not prohibited, it must be legal. However, this argument
misses the point that even though there is no wholesale prohibition
of espionage, many more concrete forms of espionage are prohib-
ited. Under Article 41(1) the Vienna Convention on Diplomatic
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Relations, for instance, states have undertaken the obligation that
staff of diplomatic missions — many of which are in reality spies —
must comply with domestic law in the state where they are being
stationed. Other state agents are covered by the general prohibition
of intervention, including the prohibition of enforcement.

The second argument provided by these writers is that there is
a customary norm to that effect, since all nations engage in such
activities. However, this is based on a complete misunderstanding
of how customary international law is formed. (Remember that the
default position is that a number of types of acts conducted in the
course of espionage are illegal, so the burden of proof is on those
who claim that there is an exception for espionage.) In order for
a customary norm to be formed, there needs to be not only state
practice, but also opinio juris, a legal conviction that this practice
corresponds to the law. I know of no state that has publicly claimed
that espionage in all its forms is legal. On the contrary, states gen-
erally deny (or at least refuse to admit) being involved in illegal
espionage.

I therefore conclude that espionage that involves unauthorized
access to servers and other computers in a foreign state generally
constitute illegal interventions into the sovereignty of that state.

5. Human rights

So, unauthorized access into computers in foreign states is gen-
erally illegal under international law, but may sometimes be justi-
fied. However, it is important to note that human rights cannot be
disposed of by the state of nationality of the person in question.
Hence, if state A conducts a search on the computer of an indi-
vidual in state B, it is immaterial whether A invokes the consent of
B or whether the measure is justified as a countermeasure.

One highly relevant human right is the freedom of informa-
tion, which is included under the freedom of expression, covered
by Article 19 in both the Universal Declaration of Human Rights
(UDHR) and the International Covenant on Civil and Political
Rights (ICCPR). While a state has the right to close its borders —
including borders in cyberspace — it must still respect the right to
‘receive and impart information and ideas of all kinds, regardless of
frontiers’. This means that any efforts that a state may take in order
to counter terrorism or other crimes, for instance by stopping the
dissemination of private or public messages from a computer, will
have to take this right into account.
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Further, there is the right to privacy, protected under Article
12 of the UDHR and Article 17 of the ICCPR. Article 17 of the
ICCPR provides:

1. No one shall be subjected to arbitrary or unlawful interfer-
ence with his privacy, family, home or correspondence, nor to
unlawful attacks on his honour and reputation.

This applies in cyberspace, too. An intrusion by a state into a
server in another state may constitute not only a violation of that
other state’s sovereignty, but also a violation of the human rights of
another person. Article 17 does not prohibit all interference — in-
terference shall not be arbitrary or unlawful -- which suggests that
a balance needs to be struck.

It may be argued that the ICCPR does not protect individuals
who are situated beyond the territory of a state which invades their
private spheres. Article 2(1) of the ICCPR reads:

Each State Party to the present Covenant undertakes to respect
and to ensure to all individuals within its territory and subject to its
jurisdiction the rights recognized in the present Covenant, without
distinction of any kind...

The Human Rights Committee has confirmed that the conven-
tion has extraterritorial application. In the case L pez Burgos v
Uruguay, it held that

Article 2 (1) of the Covenant places an obligation upon a State
party to respect and to ensure rights ‘to all individuals within its
territory and subject to its jurisdiction’, but it does not imply that
the State party concerned cannot be held accountable for viola-
tions of rights under the Covenant which its agents commit upon
the territory of another State, whether with the acquiescence of the
Government of that State or in opposition to it.

Therefore, even measures on foreign soil which do not violate
the sovereignty of a foreign state may be prohibited because they
violate the human rights of an individual.

6. Conclusion

In international law discourse on cyber attacks, there has been
much focus on the threshold for the use of force. Cyber attacks
or intrusions which do not amount to the use of force, have often
been held to be unproblematic. As I have argued here, however,
such intrusions will often constitute illegal interventions into the
sovereignty of another state, or constitute violations of human
rights.
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Nevertheless, it is not completely clear how the usual rules of
international law should be understood in this space. As mentioned,
states have not been very helpful in clarifying these issues.

For sure, the old principles and rules of international law apply
to cyberspace, too. The lack of a new convention is therefore not
an excuse for not trying to comply with these rules. Nevertheless,
there is a pressing need for international bodies to clarify these
rules, in the form of new conventions or less formal documents.
We need to know of what terms like ‘use of force’, ‘jurisdiction’
or ‘intervention’ mean in cyberspace. And we need to know if
governments may invade our privacy. In that process, commentators
on international law should play an important role.
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Cannxait I'oen
Yuusepcumem Onbanu, SUNY, CIIA

Ananranyusi MeXXIyHAPOAHOTO NMpaBa K KOHGIMKTAM
B KHOEPNPOCTPAHCTBE

Hoopsiit nens! [Tpexxae Bcero, s1 xotes Obl Tobarogaputh MH-
CTUTYT mpobJieM MHOOPMALIMOHHOW 0€301acHOCTU 3a TMpUrJaliie-
HHUE Ha 9Ty KoHpepeHImo. C MOMEHTa e CO3IaHUs 51 eXKETOTHO
MPUHUMAIO B Hell yyacTue, U JUIsl MEHSI BCeraa 4ecTb U YAOBOJIb-
cTBME ObITh 3mech. Ilpexkne yeM s HauHYy CBOE BBICTYIUICHUE, S
XoTeJ1 Obl TOAUYEPKHYTh, UTO 51 BbIpaXkar He TOYKY 3pEeHUs MpaBU-
tenbcTBa CIIIA, a cBOIO COOCTBEHHYIO TOUKY 3pEHHUST KaK yUeHOTO.
Oco0eHHO B 3TO BpeMsl MOTPSICEHMIA, KOrma OTHOIUCHUS MEXIY
CIIA u Poccueii HaxogaTcsl HA HU3KOM YPOBHE, MbI, KaK yye-
Hble, JOJKHBI paboTaTh Oosiee ycepaHO, YTOObl TapaHTUPOBATD,
YTO TPOrpecc, KOTOPOro Mbl ITOCTUIJIM B COBMECTHOI paboTe B
obsacti KUOEpKOH(MIUKTOB U KrUOepOEe30MacHOCTU, MPOAOIKUT
nBukeHue Brepén. CeroaHsi s1 XoTea Obl CMIaJAUThb HEraTUBHBINM
obpa3 CIIIA — kak y4yeHbId, 1 UICKpeHHe Bepio, yTo mist Coenu-
HeHHbIX LLITaToB BaxXHO cO3AaTh KOHCEHCYC IO BOIPOCY MEXIY-
HapoaHo# KubepbdeszonacHOcTH. HecMoTpst Ha KpaTKOBPEMEHHbIE
Heynayu, JOJTOCPOYHBIA MPOTHO3 BBINISIAUT MHOTOO0OCIIAIOIIMM.

Mo¢€ BbICTYIUIEHME CErojiHsI OyneT MOCBSILEeHO BOMPOCY ajarl-
TallMM MEXIYHApPOJHOIo IMpaBa K WHIMAEHTaM B KHOeprpo-
cTpaHCTBe. Sl He ABISIOCH HM aaIBOKATOM, HU TTOJUTONIOrOM. Mon
HaOJIONEHMS SBJISIIOTCS TOMBITKONM MOHSTh, KaK BO3MOXHO OCY-
IIECTBUTh aJaNTallli0 CYLIECTBYIOLIMX MEXIyHAPOAHBIX 3aKOHOB
K KOH(IUMKTaM B KUOEPNPOCTPAHCTBE C TEXHUUECKOW U CTpaTeru-
YeCKOU TOYKU 3pEeHUSI.

bbL10 peAnpruHATO HECKOJBKO TOIMBITOK BbIpabOTaTh MEXIYy-
HapoJIHbIE COTJIallleHNs 110 60pbde ¢ KUOEPIpecTyITHOCThIO U IS
periaaMeHTaluu KubepKoHpIuKToB. HecMOTpss Ha 3TO, IIPpUNATHU K
KOHCEHCYCY IO BOIIPOCY CO3AaHUS MEXIYHAPOAHbBIX 3aKOHOB IS
KMOEpIIPOCTPAHCTBA OKAa3aJ0Ch TPYAHO. B KaxmoM rocynapcrse
MMeeTCsl CBOsI MPpaBOBasl CUCTEMa ¢ Pa3JIMUHbIMU 3aKOHAMMU, a 3a-
KOHBI KaXJ/I0ro rocyiapcrBa OCHOBaHbI Ha OOIIECTBEHHBIX ILIE€H-
HOCTSIX, TIOJUTUYECKOM MCTEOIUIIMEHTE M COLMAIBHBIX HOPMaX,
c(OpMUPOBAHHBIX B XOAE€ MHOIOBEKOBOM uctopuu. IloHamoOu-
JIOCh MHOTO JIET ISl AOCTHXKEeHUSI KOHCEHCYca MO BOIPOcaM MeX-
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IYHAapOIHOIO IIpaBa M 3TU 3aKOHBI, KaK MPaBWJIO, ObLIA IIPHHSI-
THI TTOCJIC Y>KACHBIX COOBITHI, KOTOpPHIC BBIBEJIU Ha II€PBBIA IUIaH
MMPOBYIO CO3HATEJIBHOCTh. MBI He BUACIN HUYETO IOJO0OHOrO B
KUOEPIIPOCTPAHCTBE, M B 3TOM M 3aKJII0YaeTCsl IMpUYMHa Oe3neii-
ctBus. [lomuTuyeckue JIuaepsl He XOTSAT OCO3HATh HOBBIC pealiu
[J100aIM3alui 1 U3MEHMTh IOJUTUKY M 3aKOHBI [UISI PEIICHUS
COOTBETCTBYIOIIUX ITPOOIIeM. DTO IIPOMCXOAUT INIABHBIM 00pa3oM
IIOTOMY, YTO 3(P(hEeKTUBHOE pelleHre 3TUX IMPoOJIeM Mpearoiara-
€T TapMOHM3AIIMIO 3aKOHOB BO BCEX CTpaHaX 3a CUeT COrpakiaH.
Jpyrast IpUYrMHA 3aKJII0YaeTCS B TOM, YTO, BMECTO CTPEMJICHUSI
K TIOJUIMHHOMY KOMIIPOMUCCY, CTPaHBI IIPOIOJIKAIOT JeMOHCTPH -
pOBaTh KECTKYIO IMO3UIIMIO, TBITASACh HaBS3aTh IPYTUM CTpaHaM
CBOM COOCTBEHHBIEC B3IJISIIBI.

HexoTopbie yyeHbIe yTBEpXKIAIOT, YTO KMOEPIIPOCTPAHCTBO HE
OTJIMYaeTcs OT (PU3MUYECKOro, M 4YTO CYIIECTBYIOIIME MEXIyHa-
POIHBIC 3aKOHBI JODKHBI IPUMEHSTBCS K KHOEPIPOCTPAHCTRBY.
JIefiCTBUTEIIBHO, MEXIY KUOSPKOHMIUKTOM U APYrUMU hopMaMu
OGOpBOBI MOXKHO HaTH MHOTO aHAJIOTUIA, U T€ XK€ MPUHIIUIIBI, KO-
TOpBIC MPUMEHSIIOTCSI K BOMHE B (DM3MIECKOM IIPOCTPAHCTBE, MO-
I'YT TakKe IPUMEHSIThCS I KnOepBoiiHBI. Clle1oBaTe/IbHO, IIpa-
BHJIa OOBIYHOI BOMHBI TaKKe MMPUMEHUMBI K KMOEPIIPOCTPAHCTBY.
OnHaKO KMOEpIpOCTPaHCTBO 00JIamaeT JOCTAaTOYHBIM YUCIOM OT-
JIMYUi, YTOOBI B HEKOTOPBIX CIyJasX IMIPUMEHEHHNE 3THX 3aKOHOB
OBLIIO HEBO3MOXHBIM. Sl yBepeH, UTO MbI JOJDKHBI B3SITh 32 OCHOBY
CYIIECTBYIOIIME 3aKOHBI, HO TIPM COCTaBJICHUM HOBBIX MEXIyHa-
POIHBIX 3aKOHOB OCHOBATEJIbHO IPOAYMAaTh BOIIPOCHI, CBSI3aHHEIC
C KHOEPIIPOCTPAHCTBOM.

Jaiee MpUBEAEH aHAIN3 CYIIECTBYIOIINX 3aKOHOB, KacaloIIX-
€SI MEXXIYHapOIHBIX KOH(MJIMKTOB, W BBIICICHBI KJIIOUEBBIE IIPO-
0JIeMbl, BOSHUKIIIME TIPU OLIEHKE BO3MOXHOCTHU afalTalliy CyIle-
CTBYIOIIUX 3aKOHOB K KMOEPIIPOCTPAHCTRBY.

IIpaBuna BenaeHus: BOIHbI

TTpaBuia BeaeHWS BOMHbBI pa3BUBAJIMChH Yepe3 Psil COMIallleHU I
U UMEIOT HECKOJIBKO TOJOXEHUIA:

1) BoiiHa noKHA OCYILECTBISITHCS 3aKOHHOW BJIACTbIO, MPO-
WUCTEKAIONIEN U3 TIPUHIIMIA TOCYIapCTBEHHOTO CyBEPEHUTETA.

Yto siBisieTcsl 3aKOHHOM BJACThbIO B OTHOILLIEHUU KUOEPBOIi-
Hb1? KubepBoiiHa sBJseTCS TallHOWM BOMHOI, M, KaK IIpaBUIIO,
OCYILIECTBJISIETCS. 4Yepe3 TMPOKCU-TOCYIapCcTBa — SBJSIOTCH JIU
OHM JIETUTUMHBLIMU TTOCPEIHUKAMU HallMOHAJIbHBIX TOCYIapCTB?
Cornacsarcs Ju Korga-HUOyIb HallMOHAJIbHbBIE TOCyIapcTBa, UTO
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CyOBEKTBhI, COBEPIIMBILINE HaMaAeHusl, SIBISIOTCS UX MTOCPEIHMKA-
mu? YTo ecim IpoKCcHU ACUCTBYIOT 3a IIpeaeiaMu CTpaHbI?

2) BoiiHa He JOJDKHA IIpeciiefoBaTh Y3KUE HallMOHAJIbHBIE
WHTEPEChl, HAIPOTUB, €€ IIEJbI0 JOJIKHO OBITh BOCCTAHOBJICHHE
CIIPaBEIJTUBOTO MUPA.

Yro sBasieTcss crpaBeIMBBIM MUPOM B KHOepIpocTpaHcTBe?
MoxeT a1 OBITH OIpaBAaH YIPEXIAIOIIMN yaap, OCYIIECTBICH-
HbIl B HAIMOHAJIBHBIX UHTEpecax?

3) HeobGxoaumo oOlieHMBaTh M3AEPXKKU M BBITOIbI YYacTUsSl B
BOIfHE (B TOM YMCJIe YEJIOBEUECKHE KU3HU U SKOHOMUYECKUE pe-
CYPCHI)

Bo Bpems1 kubepBOIHbBI, IIPU MPOBEACHUN KOHTpATaKu, Bax-
Ha 0e30T/IaraTeJIbHOCTh. 3a4acTyl0 OY€Hb CJOXHO NaThb TOYHYIO
OIICHKY TTOJIOXUTENBHBIX M OTPUIIATEIIBHBIX (DAKTOPOB Tepes OCy-
IIECTBJACHUEM KOHTpATaKu.

4) Heobxodumo obecneuums NpONOPUUOHAALHOCHb OMEEMHO20
yoapa

KoHuenuusi npornopuroHaibHOCTM OCHOBaHAa Ha OLIEHKE
yimepba, OCYIIECTBICHNE KOTOPOM B Ciydae ¢ KUOepIpoCTpaH-
CTBOM 3ayacTylo TpeOyeT MHOro BpeMeHM. B cBs3u ¢ HeoOXxoau-
MOCTBIO MTHOBEHHON peakIIMM, BO MHOTHX CIIydasiX IPOITOPIIAO-
HAJIbHOCTb TPYAHO OOECIICUUTD.

5) o npumernenus cunvt He0OX00UMO UCHOAB30BAMb ECe OUNAOMA-
muyeckue cpeocmea

[TpuHuMas Bo BHUMaHKe HEBO3MOXHOCTbh OJJHO3HAYHOI aTpU-
OyLMM, TUTUIOMATHYECKHUI CITOp MOXKET OBITh YTOMUTEIBHBIM W
3aTSKHBIM, B TO BpeMsl KaK MOTPEOHOCTb B OTBETHBIX IEHCTBUSIX
IO OTpaXkeHMWIO aTakh (M BO3MOXHOM HaHECEHWHU TIPU 3TOM IIO-
0ouHOrO yiepOa) HOCUT Oe30TIaraTe/IbHbII XapakTep.

IIpaBo HeiiTpasmTeTa

DTO MpaBo 3aKIOYaeTcs B TOM, YTO HEUTpaJIbHBIE CTPaHBI
HE JOJKHBI TO3BOJISATh, YTOOBI MX PECypChbl ObUIM KCITOJIB30Ba-
HBI OMHUM TOCYIapCTBOM JIJII HamaJeHWs Ha JAPyroe rocyaapcTBo.
OcHoBHas mpobjeMa 3[eCh 3aKJII04aeTcsl B CIa00CTH KMOEpUH-
dpacTpykTyphl TocyaapcTB. KoMITbIOTEpBI MOTYT OBITh B3JIOMaHBI
IS TIPOBEICHUS aTakKu, MPU 3TOM HEWTpajabHBbIE CTPAaHBLI MOTYT
OoCTaBaThbCd B HeBeAeHUU. MoOXEM JU MBI BO3JIOXUTL Ha 3TU
CTpaHbl OTBETCTBEHHOCTb 3a HAaIlaJeHUs, OCYIIECTBICHHLIE IpPYy-
TMMM TOCYIapCTBAaMM, OCOOEHHO B TOM CJIydae, e€CJIUd HeUTpalib-
Hasl CTpaHa He MMEET TeXHMYECKOM BO3MOXHOCTU MM PECYPCOB
IUTST oOecTieueHNs 0€30ITaCHOCTH CBOMX CETEH M 3aIlMTHI OT TaKO
EATETLHOCTH.
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I'ymanuTapHoe npaBo

Ocoboe BHUMaHUe yaeJsieTcsl IPUMEHUMOCTU MEXIyHapOaHO-
ro rymanutapHoro mpaa (MITI) kK koHdauKTaM B KuOeprpo-
ctpaHcTtBe. MI'TI ompenensier Habop IpaBuJI, OrpaHUYMBAIOIINX
nociaeacTBUsl BoopyxeHHoro KoHduukra (I1BK), mocpeactBom
3allUTHI JIIOJEH, KOTOpbIE SIBJISIIOTCSI HEKOMOATaHTaMU WK 00JIb-
1lle He MPUHUMAIOT yJyacTusi B BOEHHBIX ACHCTBUSIX, U OrpaHUYe-
HUS CPEACTB U METOJOB BeleHMsl BoiHbI. HecMOTpsi Ha To, 4TO
C HEKOTOPBIMU apTyMEHTaMM MOXHO COTJIACUTBHCS, HEOOXOIMMO
MpPU3HaTh, YTO, B CPABHEHUM C (PU3UUYECKUM MPOCTPAHCTBOM, KH-
OeprnpoCTPaHCTBO 00JaAaeT OTIIMYUTEIbHBIMU OCOOEHHOCTSIMM.

BaxxHo Takke OTMETUTh, YTO MHTEPIIpETalvsl 3aKOHOB 3aBUCUT
OT TOUKM 3peHUs TojikoBaTessi. OHU MOTYT ObITh MPUMEHEHBI He-
MpaBWJIbHO, MCIIOJb30BaHbl B Y3KMX MHTEpEcaxX WM OTBEPTHYThI
110 HaayMaHHBIM OCHOBAaHUSIM. 3aKOHBI JOJDKHBI ObITh OMHO3HAY-
HBIMU ¥ MOAAAIOIIMMUCS UCTIOJHEHMIO. 1151 TOro, 4ToObl CKPHITh
CBOIO JIMYHOCTb, Hamagalollue MOTYT MCIO0Jb30BaThb AHOHMM-
HOCTb, KOTOpPY10 obecrneunBaeT MHTepHEeT. B aTOM 3akiiouaercs
TPYAHOCTb B o0ecreyeHur coooaeHus npaBul. EcTb HECKOJIBKO
SIBHBIX (DaKTOPOB, KOTOPbIE MELIAIOT PELIEHUIO TTPOOJIEMbI UCITON-
HUMOCTHU 3aKOHOB M MPOOJIeMbl HEOTHO3HAYHOCTH.

Heonno3nauynoctb

Hauano rapmoHu3zalvu 3aKOHOB MpearoaaraeT co3naHue o6-
IIMX OJIHO3HAYHBIX OMpeEAeIeHUN MCIONIb3yeMbIX ToCyaapcTBamMu
TepMuHOB. Hanmpumep, yacto oOCyXIaauch pa3auuust MeXIy Ku-
OepIpecTyIHOCThIO, KUOEPBOMHOI U KMOEPTEeppOpU3MOM. MBI MO-
>KeM 100aBUTh Clofa ellle OAWH TEPMHUH, TO €CThb KNOEPaAKTUBU3M.
7151 BceX HUX MHCTPYMEHTBHI M TeXHUKA SIBJISIOTCS OOLIMMU, pas-
HUIIA 3aKJI0YAeTCsl B aKTOopax U MOTHBax 3Tux arak. KubepBoiitHa
TIOIXOINUT JUTSI OTMMCAHUS CUTyalluM, KOTJa yJacThe TPUHUMAIOT
rocyaapCTBeHHbIE CyObEKTbI, a MX MOTUBALMEN SIBJISIETCSI TOCTU-
JKeHUe IMOJIMTUYEeCKUX Leyieit. Takum oOpa3om, CpelcTBa BeAeHUS
KUOEpBOWHBI CTAHOBITCS B apceHalleé CTpaH ellle OIHUM BUIOM
OPYKMSI, KOTOPOE MOXET ObITh UCIIOJIb30BaHO B KOH(IMKTax. Ha-
npuMep, aTaKu TUIIA «0TKa3 B oociayxkuBaHun» (DDoS) B mocnen-
Hee BpeMsl IIHMPOKO MCMOJb3YIOTCS B KMHETUUYECKUX OMepalusix,
B OCHOBHOM J1JIsI TICUXOJIOTMYECKOTO BO3AEHCTBUS U TTpOIaraHjibl.
Korma HerocymapcTBeHHBIE CYOBEKTHI TPEATPUHUMAIOT ITOIBIT-
KM BbI3BaTh IOJUTUYECKME W3MEHEHUs, MCIIOJb3yeTCs TEPMUH
«kubepreppopusMoM» — Hampumep, Korma Anb-Kauga mnbitaer-
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csl OBJUSITh Ha MoJioAbix mycyibMmaH B CoeauHeHHbix LllTarax,
YTOOBI OHU MPUCOCAMHMIMCH K kuxany. KubepakTUBU3M MpoO-
WCXOIUT, KOTAA COIMAbHBIC TPYMITEI COBEPIIAIOT aTaKM C IIEJIbIO
MPUBJIeYb BHUMAHUE K COLUAIIBHBIM U TOJUTUYECKUM BOIIPOCAM
KaK BHYTPM OIHOI CTpaHbI, TaK U psiga rocymapctB. Hampumep,
aKTUBUCTHI B cTpaHax bimkHero BocToka BemayT KaMIlaHUIO B CO-
LIMAJIBHBIX CETSIX JJIs1 MOJUTUYSCKUX TIEPEMEH, a TPYIIbl XaKepoB
aTakyloT OpraHu3aluu, MoAAepXaBllIne cylaeOHoe mpecieaoBaHue
Jxynuana AccaHxa.

DyHpaMeHTalIbHAS TIpo0JieMa TaKMX OIPEACICHUI KpOeTcsl B
pasauuumu BoCcHpUsTUs. Bo-TiepBhIX, pasIuuust MeXIy rocymap-
CTBEHHBIMM U HETrOCYJAPCTBEHHBIMU CTPYKTYpaMM YacTO pa3Mbl-
Thl, TaK KaK HETOCYJAapCTBEHHbIC CYOBEKTHI 3a4acTylo oO0JafaroT
HerjacHoi (pMHAHCOBOW TIOAJNEPKKOM, a TakKXKe MOKPOBUTEb-
CTBOM TOCYIApCTBEHHBIX oOpraHuzauuii. JlesaTeJIbHOCTh Herpa-
BUTEJILCTBEHHBIX TPYIII CBSI3bIBAIM C MpaBUTebcTBaMu MpaHa,
Poccun u Kuras. I1o npuunHe HeonpeaeIeHHOCTU, 3Ty B3aUMOC-
BSI3b OUEHb TPYIHO yOEOUTENbHO J0Ka3aTh. Bo-BTOpHIX, ompene-
JIeHUE Teppopr3Ma, OCHOBAaHHOE Ha BOCIPHUSTUM pPa3HBIX CTpaH,
OTJIMYAETCS] B OTUX CTpaHaX — OOILECTBEHHBIN AesATeNIb B OMHOM
CTpaHe MOXET OBITh TEPPOPUCTOM B IPYTOi, TAKUM O0Opa3oM, pas-
rpaHUYCHME CTAHOBUTCS €IE 00JIee CIOXKHBIM.

Motus

ITo mMepe Toro, Kak crneuciayk0bl 1 BOOPYKEHHbIE CUJIbI TOCY-
JIAapCTB BCE Yalle BeAYT B KMOEPHPOCTPAHCTBE LIMUOHAX U TOA-
PBIBHYIO [JEATENBHOCTh MPOTUB OPYTUX TOCYNApCTB, Pa3iInYvs
MEXIy HeATeIbHOCTbI0 B KHOEPIIPOCTPAHCTBE MW KUOEPBOMHOM
pa3MbIBalOTCSI. PyKOBOACTBY ToCymapcTB CJIOXHO OIPEICIUTD,
SIBJISTIOTCSL HaIaleHus] Ha BeO-CaillThl WM XMIICHHWE MaHHBIX B
HHTepHeTe AEHCTBUSIMA OTAEALHBIX JIML B APYTOM TOCYIapCTBE
(PYKOBOACTBYIOIIMXCSI MOTUBaMU (DMHAHCOBOM BBITO/Ibl, MOJUTU-
YeCKOM WIJIM PETUTHO3HOM UIACOJIOTUEHT) WIIN JCHCTBUSIMU pa3BeI-
KW WM BOOPYXXEHHBIX CHJI Ipyroro rocypapcrsa. IIpuHumas sto
BO BHUMaHMHE, O TIPUYMHE HEOIPeAeIeHHOCTH MOTHUBOB, CTaHO-
BUTCSl OYEHDb TPYIHO OTIMYUTH MOTCHLMANIbHbBIE aKThl KHUOEPBOIi-
HbI OT KUOEPIPECTYITHOCTH.

Atpulynus

OpHOI M3 caMbIX OOJIBIINX IIpoOJIeM oOecredeHusT COOome-
HUS TIpaBUJ KWOEPBOUHBI SIBJISIETCS aTpUOyLMs. MoxeM JIU Mbl
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JUIST TIPUMEHEHMSI HOPM MEXIYHApOAHOIO IpaBa OJHO3HAYHO
UIeHTU(ULIMPOBATh JIMI, COBEPIUIMBIIMUX TIpecTyruieHus1. EcTb
TpU KaTeropuu mpobsiem atpubyuuu. IlepBas cBsizaHa ¢ aTaka-
MU yepe3 MHTEepHET, KOTOpble TMevYaabHO M3BECTHbI OTCYTCTBUEM
arpuodyuuu. biaaromapst apxurexkrype MHTepHeTa, 3TU aTaKd MO-
TYT OBbITh 3aMacCKMpPOBAHBI, YTO IO3BOJISIET 3JI0YMbIILIEHHUKAM,
HUCTIONB3Yys Opeld B 6€30MaCHOCTM MHOTIMX XOCT-KOMITbIOTEPOB,
coBeplllaTh aTakKd Ha KOMITbIOTEPbl TPETbUX CTpaH JAUCTAHLIMOH-
HO. BbICOKUiI1 ypoBeHb YBEepeHHOCTU B aTpuUOyLMM eliBa JIM BO3-
MOXeH 0e3 Haljiexallero TpaHCTPAaHWYHOTO COTPYJAHUYECTBA
win HaOmoaeHusi. Bropass mpobieMa 3akiiroyaercsl B HanaaeHUU
Ha 3allMIIEHHbIE CUCTEMBbl C MOMOIIBIO APYTUX HOCUTEJEH, Ta-
KUX KakK (a31I-HAKOMUTEIM, KOMOaKT-aucku u DVD-aucku —
Ha UpaHCKUE siIepHble OOBEKThl TaKMM 00pa3oM MPOHUK 4YepBb
Stuxnet. B ciiyyae ¢ 3TUMU 3allUMIIEHHBIMA CUCTEMaMU UCTOYHUK
HarajaeHusl J0JKeH ObIThb YCTAHOBJIEH CyneOHOU 3KCHepTu3oi u
pa3Benkoii. TpeTbeil mpoOeMoit aTpUOYLIMU SIBJISIFOTCS TIpeaycTa-
HOBJICHHBIC B amIiapaTHOE W MporpaMMHOe oOecrieyeHue Bpeao-
HOCHbBIE MPOrPaMMBI.

IMoauTnyeckas Bojs (0030p MpeANPUHATHIX JAEWCTBHIA)

Bbruto nmBe TpaHIMO3HBIX TOMBITKA BBEIPAOOTaTh MEXIyHa-
poaHble 3aKOHBI mis1 kubepripoctpaHcTBa. B 2001 romy Coser
Esponsl (CE) npunsan KonBeHuuioo o kubeprpecTynmHocTH!
(bynmanewrckuit gorosop). OHa Bctynuiaa B cuiy B 2004 rony,
OJIHAKO He ObUla MOoAMNMCcaHa U paTUdULIMPOBAHA PSIAOM KiItoYe-
BbIX cTpaH-ueHoB CE, Takux kak Poccus u Typiuusi. XoTs KOH-
BEHIIMSI M OTKPBITA IJIST TOCYAAPCTB, HE SIBISIOINXCS YIeHAMM
Cogera EBporIibl, 1 HECKOJILKO TOCYIAapCTB €€ paTUUIINPOBAIU
(ABctpanus, Anonust u CoenuHenHble [lTaTel AMepuku), B 00-
1Ieil CJIOXHOCTH K KOHBEHLMH MPUCOEIMHUINCH TOILKO 382 13
192 rocynapctB-wieHoB OpraHuzauuu OObeanHeHHbIX Hariuii.
OCHOBHBIM TIPEIMETOM Pa3HOTJIACHH SIBIISIETCS HeXeJlaHWe CTpaH
00€eCITeunTh OECTIPEISITCTBEHHBIN MOCTYN Ha CBOIO TEPPUTOPHUIO
MPAaBOOXPAHUTEIbHBIM OpraHaM [pyrux crTpaH. WHTepHET He
WMeeT TpaHull, U ISl TOTO, YTOOBI MPaBOOXpPaHUTEIbHBIE Opra-
Hbl YCIICIIHO 3aJePXUBaIU, CYAMIM U HaKa3blBald BUHOBHBIX B
TpaHCHALMOHAJbHBIX KUOEPIPECTYIIJICHUSIX, JIsI OTCACKUBAHUS

'Convention on Cybercrime, CETS No.: 185 at: http://conventions.coe.int/
Treaty/Commun/QueVoulezVous.asp?NT=185& CL=ENG
2See “chart of signatures and ratifications” at convention webpage above.
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MPEeCTYNHON AesTeIbHOCTH BO Bceil ceTn MHTEpHET OHU JOJIKHBI
UMeTh OECIPEeNnSITCTBEHHBIN AJOCTYN U He ObITh CKOBAHHBIMU TO-
CyIapCTBEHHBIMU HOPUCAUKIIMOHHBIMU rpaHulilamMmu. OCHOBaHU-
eM JJisd OecIpernsITCTBEHHOTO J0CTyMa SIBJAsSETCS BOJATWUJIbHOCTD
JMAHHBIX W 3a7epXKHU MPHU Tepenade paccieloBaHMs TTPaBoOXpa-
HUTEJIbHBIM OpraHam Apyrux cTpaH. IIpoTuBHUKM Oecripernsit-
CTBEHHOT'O JOCTYIIa YTBEPXKAAIOT, YTO 3TO SIBJISIETCS HApYyLIEHUEM
cyBepeHuTeTa. TpylHO B KOPOTKME CPOKM MPEOJ0JeTh HEI0Be-
pue Mexay HapoaaMu, c(POPMUPOBAHHOE MHOTUMM CTOJETUSIMU
KOH(MIMKTOB U ILIUPOKUM pa3HOOOpa3ueM OOIEeCTBEHHbBIX HOPM.
Ha cerogusiinuii MoMeHT bymamemTckuii 1oroBop HaXOauTCs B
CTarHalMu U MOYTU HE pa3BUBAETCS.

B 2011 romy Poccusi mpencraBuiia mapajiebHbIA JOTOBOP
(koHuenuus KoHBeHUMU 00 obOecrneyeHUN MEXIYHApPOIHOW WH-
¢dopMaLIMOHHOM 6€30ITacCHOCTH ), B KOTOPOM aKILIEHT CAeIaH Ha K1-
OepBoifHe. XOTS B HEM paccMaTpUBalOTCsl BOMPOCHl KUOEPBOWHHBI,
OH HE CTaJl OOILENPUHSTHIM M3-3a T€ONOJUTUKHA KMOEPIIPOCTPaH-
ctBa. OH npeBpaTuics B Aekaapauuto [llanxaiickoii opraHuzauuu
COTPYIHUYECTBA, KOTOpasi onpenessieT OCHOBHbIE TPUHLIUIIBI OT-
BETCTBEHHOTO MOBEJEHUsI B KUOEPIIPOCTPAHCTBE.

Ectb n1Ba MOMeHTa, Ha KOTOpbIe HEOOXOAMMO OOpaTUTb BHU-
MaHMUe:

1. 3axouyer 1 rocyaapCcTBO MOCTABUTH ce0s1 B HEBBITOJHOE MO0~
JIOKeHWe, IPUHSB CorjlallieHre 00 0TKa3e OT KUbepopyxXus?

2. C UMHUYHON TOYKHU 3PEHUSI MOXHO 3asIBUTh JaxXe TO, YTO
3aKOHbI CO3[AIOTCS ISl CJA0BIX CTpaH U HEe MPUMEHUMBI K CUJIb-
HeIM. He Oymyr nm Ojmarogmapsi HeOIIpeneIeHHOCTH aTpUOYLIMU
CWIbHbIE B BOEHHOM OTHOILIEHUM CTPaHbl UCIOJb30BaTh 3TO OpY-
JKMe W OTpUIIaTh BUHOBHOCTD, B TO XK€ BpeMsI BBIIBUTasi OOBUHE-
HUS TIPOTUB 0oJjiee cnadbIX rocygapcts?

Mepbl yKpeIieHHs J0Bepus

Lenbo MeXTyHAPOIHOTO COOOLIECTBA MOXKET CTaTh COLJIACO-
BaHue, MojAnucaHue U paTudukanus MoAIaloIIErocss KOHTPOIIIO
COIJIAIICHMSI, KOTOPOE OTPaHUYMIIO OBl MCITOJb30BaHUE U Pa3BU-
THE BOCHHBIX BO3MOXHOCTEl B KMOEPIIPOCTPAHCTBE — MOJ00HO
JIOrOBOPaM, KOTOPbIE OTPAaHUYMIN Pa3BUTHE U paCpOCTpaHEeHUe
SIIGPHOTO, XMMUYECKOro M OMOoJoTHuYyecKoro opyxwus. OaHako,
YUUTBHIBAsE OTCYTCTBUE HaJleXKHBIX MPABOBbIX UHCTPYMEHTOB 3a-
LIMUTHI OT KMOEPBOUHBI, U CYLIECTBOBAHUE TPYAHOCTEN MpPOBEp-
KU COOJIIONEHUST TOTOBOPOB, MEXIyHAPOMAHbIE OpraHM3alluM aK-
TUBHO paboTalOT Haa CO3JAaHMEM Mep YKpeIUIeHUsl JOBepus B
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KubeprnpocTpaHcTBe. Mepbl YKpeIieHUs: J0BepUsT HEOOXOIUMbI
JUIST IPeNOTBpAllleHUST HeXeaaTeabHOM acKalallii WHUIMIEHTOB
B pe3yJibTaTe MPOCYETa, HENMPaBWJILHOTO BOCHPUSITUSI, WU He-
BepHOI aTpuOyuMy WHLUAeHTa. Takue Mepbl JJis KMOepIpo-
CTPaHCTBA MO3BOJISIT M30€XaTh IOJHOMACIITAOHON KUOEPBOMHBI
MEXIy TocyaapcTBaMM, M 0ojiee TOTro, MPeaOTBPATUTh Pa3BUTHE
0e300MIHOT0 MHIMIACHTA B BOWHY C NMPUMEHEHUEM KUHEeTuYe-
CKOT'O OpYXHUS.

CylecTByeT HECKOIbKO Pa3MUYHbIX MHULIMATUB 1O pa3paborT-
Ke Mep moBepust B KubepripoctpaHcTBe. B 2012 roay a1 oueHKM
poJIM, KOTOPYIO UIPAIOT MEphbl IOBEpPUSI B 00ECIIEYCHUU CTaOMJIb-
HOCTH KMOepIIpocTpaHCTBa Obljia MpoBeaeHa KoHpepenust OOH.
B 2013 roay mepBble MHOTOCTOPOHHUE MEpPbl YKPETUIEHUS TOBE-
pus B obnactu knoepoesormacHoct n 6e3ormacHoct MKT Obumm
npuHsaATel OBCE. HecmoTpst Ha TO, YTO OHM HE MMEIOT 00s13a-
TeJIbHOW CUJIbI, OHU JEMOHCTPUPYIOT Pa3BUTHE JAUILIOMATUYECKO-
ro Arajora Io JOCTHKEHHUIO0 KOHCEHCYca B BOIIPOCE CO3MaHUS Mep
JOBEpHsl. DTO UPE3BbIYAHO CIIOXKHAsS 3amayva.

Mepbl 1oBepus padoTaIOT C YYETOM TpeX acleKToB, a UMEHHO,
MPO3PaYHOCTH, MPEACKA3yeMOCTH U MpoBepsieMOCTU. B To Bpems
KakK B cllyyae sIepHOTrO, OOBIYHOTO M XMMMUYECKOTO OPYXKUSI 3TU
MeXaHu3Mbl paboTaau, HEOOXOAMMO OLIEHUTb UX C TOUKU 3PEHMUS
K1OepBOMHBI. PaccMOTpUM TUITMYHBIE MEPHI TOBEPUS, TIPUMEHSIC-
MbI€ B IPYTUX Cpeaax:

1. IlepenBrxkeHUSI BOMCK M YYCHUS

2. OomeH mHpopMaeil 0 criax U CpeacTBax

3. OOMeH crielMaayMcTaMu U MpoBeleHNe COBMECTHbBIX YUEHUH

4. MexaHu3Mbl KCTPEHHON CBSI3U JUISI Ae3CKaTalUU CUTyalluu

5. 3ampelleHue MpUMEHEHUSI OpYyxXusl (Harpumep — IIPOTUB
KPUTHUUYECKON MHGMPACTPYKTYPHI)

6. ObyueHue u obpa3oBaHUe

CypoBasi paBia 3aKJIloyaeTcs B TOM, UTO Kax/asi CTpaHa CTpe-
MUTCSI 3aHSTh CTpaTeTuuyecKue Mo3uiuu ajst kKuobepBoiiHbl. CTpa-
HbI IEpECMaTPUBAIOT CBOM BOEHHbIE TOKTPUHBI U BKJIIOUAIOT B HUX
KMOEpBOMHY KaK BaxKHeIy1o chepy npoTuBodopcTBa. CTOUMOCTh
npuoOpeTeHUsT KNOepopyKusl Topa3ao HUXKE OOBIUHBIX BOOPYXKe-
Huii. CTpaHbl paccMaTpyBaIOT KMOEPBOMHY KaK CIocod cbanaH-
CHUpOBaTh aCUMMETPHIO OOBIYHBIX BOOpYXeHUil. B To ke Bpems
cTpaHbl, obJafarollMe 3HaYuTeIbHOM BOGHHOM MOIIbIO, /Il MO -
JepXXKaHusl aCUMMETPUMM BKJIaJbIBAIOT 3HAUYUTEbHBIE CpPEJCTBA B
co3fgaHue CPeACTB HaIlaleHUsI 1 0O0OPOHBI B KHOEPIIPOCTPAHCTBE.

186

Forum_1.indd 186 @ 22.10.2014 13:40:31



DTO NMPUBOAUT K TOHKE KubGepopyxus. CTpaHbl OOBUHSIOT APYT
Jpyra B J€SITeJIbHOCTU, KOTOPO OHU CaMU 3aHUMAIOTCSI.

TpyaHO MOCTPOUTDH JOBEPUE B TO BPpEMSI KaK rocyaapcTBa CTpe-
MSITCSl OOOTHATh JAPYT ApyTa B pazpaborke Kubepopyxus. Henose-
pue, KOTOpOoe OCTaJIOCh CO BPEMEH XOJIOAHOI BOMHEI, 1 HEAAaBHUE
COOBITHSI B YKparHe HE CIOCOOCTBYIOT COTPYIHUYECTBY.

bruto Ob1 MevyanbHO YBUACTH, KaK MPOMNaaaloT 1apoM chopMu-
pOBaHHbIE 3a MocaeAHue 7 JeT 100pble oTHOLIeHUs. Sl MCKpeHHE
HaJIeI0Ch, UTO MbI BCE€ CyMeeM HAWTHU OOIIWi SI3bIK U MYTh BIEPEN
B TEKYLIEH T€ONOIUTUYECKON OOCTAHOBKE.
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Sanjay Goel
SUNY, USA

Adaptation of International Law to Cyber Conflict

Good Afternoon! I would first like to thank IISI for inviting me
to this conference. I have been here each year since its inception
and it is always a privilege and a delight to be here. Before I start
my remarks, I would like to emphasize that I do not represent
the views of the U.S. government, but rather my own views as an
academic. Especially at this time of turmoil when U.S. — Russia
relations are at a low, we as academics need to work even harder to
ensure that the progress that we have made in working together in
the areas of cyber conflict and cyber security continues on a path
forward. I would like to correct the negative portrayal of United
States by this morning — I do sincerely believe from my vantage
point as an academic that it is important for the United States to
build consensus on the issue of international cyber security and
despite short-term setbacks, the long term prognosis is promising.

My remarks today are focused on the adaptation of the interna-
tional law to cyber incidents. I am neither a lawyer nor a political
scientist. My remarks are an attempt at understanding the adapt-
ability of existing international laws to cyber conflicts based on
technical and strategic considerations.

There have been several efforts to draw international treaties
to address cyber crime and to regulate cyber conflict. However,
reaching consensus on creating international laws in cyberspace
has been difficult. Each state has a different legal system with di-
verse laws and each state’s laws are based on the societal values,
political establishment, and social norms developed through cen-
turies of history. It has taken many years to build consensus on
international law and these laws were typically enacted following
horrific incidents that brought global consciousness to the fore.
We have not seen anything of those proportions in cyberspace and
therein lies the reason for the inertia. Political leaders are reluctant
to face new realities of globalization by changing policies and laws
to address the problems that come with it. This is often because ef-
fectively addressing these problems entails harmonizing laws across
all countries at the expense of the domestic audience. Another rea-
son is that countries, instead of striving for genuine compromise,
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continue to reiterate their intransigent positions while attempting
to foist their own views on other countries.

Several scholars have argued that the cyber domain is not dis-
tinct from the physical domain and that current international laws
should apply to the cyber domain. It is true that there are a lot of
analogies between cyber conflict and other forms of warfare and
the same principles that apply to physical warfare can apply to cy-
ber warfare. Consequently, the rules of conventional warfare also
apply to cyberspace. However there are enough differences in the
cyber domain so as to make their enforcement untenable in several
cases. I do believe that we need to learn from the existing laws but
seriously think through the unique issues of the cyber domain as we
build new international laws.

I examine existing laws dealing with international conflicts and
raise the key issues while evaluating their adaptation to the cyber
domain.

Right to Armed Conflict

The right to armed conflict has evolved through a series of
agreements and has several clauses:

1) War should be waged by a legitimate authority rooted in the
notion of state sovereignty.

What is a legitimate authority in cyber warfare? Cyber warfare is
a covert warfare typically conducted by proxies of countries — are
the proxies of nation states legitimate? Would nation states ever
agree that the entities committing the attacks are their proxies?
What if the proxies are operating outside of the country?

2) The aim of war must not be to pursue narrowly defined na-
tional interests, but rather to re-establish a just peace.

What is just peace in cyber space? Can a pre-emptive strike for
national interest be justified?

3) Need to weigh costs and benefits of involved in waging war
(including human life and economic resources)

There is need for immediacy in cyber warfare during counter
attack. It is often difficult to make accurate assessment of the pros
and cons prior to launching a counter attack.

4) Ensure that counter attack be proportional to the violence
being encountered

The concept of proportionality is based on assessment of dam-
age, which often takes a long time to do in the cyber world. Due
to the need of immediacy of reaction it is often difficult to ensure
proportionality.
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5) We must exhaust diplomatic options prior to violence.

With ambiguity in attribution diplomatic wrangling can often
be tedious and long drawn while need for response has urgency to
repulse the attack (and cause collateral damage).

Law of neutrality

This law asserts that neutral countries should not allow their
resource to be used by one country to attack another country. The
fundamental problem with this is the weakness of cyber infrastruc-
ture of countries. Computers can be infiltrated without cognizance
of neutral country to launch attack. Can we hold these countries
responsible for the attacks launched by other countries especially if
the neutral country does not have technical ability or resources to
secure their networks to protect from such activities.

Humanitarian Law

There has been particular emphasis on application of the Inter-
national Humanitarian Law (IHL) to cyber conflict. IHL defines
a set of rules that limit the effects of armed conflict (LOAC) by
protecting individuals who are not or are no longer participating
in the hostilities and restricts the means and methods of warfare.
While one may agree with the arguments being made, one should
recognize the unique difference between the cyber and physical
domains. In several instances the citizens of a country are involved
in launching.

It is also important to note that laws are subject to interpretation
based on ones own point of view. They can be applied erroneously,
misused for parochial reasons, or flouted by reasons of reciproc-
ity on flimsy grounds. The laws need to be made such that they
are unambiguous and enforceable. The attackers can use the cloak
of anonymity that the Internet provides to camouflage their true
identities. Therein lies the difficulty in enforcing the rules. There
are several explicit factors that make enforceability and ambiguity
issues hard to overcome.

Ambiguity

There has to be a common unambiguous definition of terms
across the nations as we start harmonizing laws. For instance, there
has often been a debate on the distinction between cyber crime, cy-
ber warfare, and cyber terrorism. We can add one more term to this
i.e. cyber activism. The tools and techniques are common across
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all of these the difference lies in the actors and motivations behind
these attacks. Cyber warfare is appropriate when state actors are
involved and the motivation is achieve political objectives. Cyber
warfare then becomes another weapon in the arsenal of countries
that can be used in conflicts. For instance denial of service attacks
have been used extensively during recent kinetic warfare incidents
mainly for psychological impact and propaganda. When non-state
actors are involved in attempting to influence political changes it
is termed as cyber terrorism such as Al Qaeda attempting to influ-
ence young Muslims in the United States to join the jihad. Cy-
ber activism occurs when social groups launch attacks in order to
bring attention to social and political issues both within a country
and across multiple countries. For instance activists in middle-
east countries campaigning on social media for political change or
hacking groups attacking organizations that supported the prosecu-
tion of Julian Assange.

The fundamental problem in such definitions is in the differ-
ing perceptions. First the distinction between state and non-state
actors is often blurred since the non-state actors often have tacit
and financial support as well as patronage of government organiza-
tions. Non-governmental groups have been linked to governments
in Iran, Russia, and China. It is very difficult to prove this nexus
conclusively hence this ambiguity. Second the definition of terror-
ism differs based on perception — a social activist for one country
could be a terrorist for another country making the distinctions
even fuzzier.

Motive

As the intelligence agencies and militaries of states are increas-
ingly engaging in espionage and subversive activities against other
nations in cyber space, distinction between cyber and cyber war-
fare is blurring. Given that it is difficult for the leadership of one
state to distinguish whether attacks on a website or online theft of
data are actions of individuals in another state who are motived
by financial gain, political or religious ideology or actions taken
by that state’s intelligence agency or military, it is very difficult to
differentiate potential acts of cyberwar from cybercrime — hence
motive is unclear.

Attribution

One of the largest challenges in enforcement of cyber warfare
rules is attribution. Can we unambiguously identify the perpetra-
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tors of a crime to be able to apply an international law. There are
three categories of attribution problems. The first deals with attacks
through the Internet which are the most notorious for lack of at-
tribution. These attacks can be camouflaged due to the underlying
architecture of the Internet that allows attackers to attack remotely
by exploiting lack of security on many hosts allowing them to use
machines in a third country for launching attacks. Without proper
cooperation across borders or surveillance across borders, it is hard
to have high confidence in attribution. The second problem deals
with delivering attacks on secure systems through other media such
as thumb drives, CDs and DVDs such as the Stuxnet worm in-
troduced into Iranian nuclear facilities. For these secure systems
forensics and intelligence should identify the source of the weapon.
The third attribution issue is the malware in the hardware and soft-
ware that is preloaded.

Political will (Prior Efforts)

There have been two mega efforts in order to create interna-
tional laws for cyber space. The 2001 Council of Europe (CoE)
Convention on Cybercrime! (Budapest Treaty) entered into force
in 2004, however, it has not been signed and ratified by several key
CoE member states such as Russia and Turkey. Although the con-
vention is open to non-CoE member states and several have rati-
fied it (Australia, Japan and the United States), a total of only 38>
of the 192 member states of the United Nations have acceded to
the convention. The main point of contention is the reluctance of
countries to provide unfettered access to law enforcement agencies
of other countries. The Internet has no borders and in order for
law enforcement authorities to successfully apprehend, prosecute
and punish perpetrators of transnational cybercrimes, authorities
must get unfettered access to track criminal activities across the
entire Internet unfettered by states’ jurisdictional boundaries. The
justification for unfettered access is the volatility of data and delays
in handing over investigations to law enforcement authorities of
other countries. Opponents of unfettered access argue that it is a
violation of sovereignty. The distrust among nations built through
centuries of conflict and the wide diversity in societal norms is
hard to bridge in a short time. At this point the Budapest Treaty
has stagnated with minimal traction. In 2011, Russia released a

'Convention on Cybercrime, CETS No.: 185 at: http://conventions.coe.int/
Treaty/Commun/QueVoulezVous.asp?NT=185& CL=ENG
2See “chart of signatures and ratifications” at convention webpage above.
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parallel treaty (eKaterinburg Treaty) that focuses on cyber warfare.
Though it addresses the issues of cyber warfare, it did not have the
traction to become universally acceptable because of geopolitics of
cyber space. It has been morphed into the Shanghai Cooperative
Organization declaration that defines fundamental principles for
responsible behaviour in cyber space.

There are two points to note:

1) Would a country like to be handicapped by agreeing to a
treaty to not be able to deliver cyber weapons?

2) A cynical view would go so far as to state that the laws are
for the weak countries they don’t apply to the strong. Would the
militarily stronger countries use these weapons and deny culpa-
bility while prosecuting the weaker ones based on ambiguity in
attribution?

Confidence building measures

the goal of the international community may be to negotiate,
sign and ratify a verifiable treaty that would limit the use and
development of cyber warfare capabilities, similar to treaties that
have limited the development and spread of nuclear, chemical and
biological weapons. However, given the absence of credible legal
instruments to protect against cyber warfare and difficulty in verify-
ing compliance with treaties, international bodies are working ar-
duously to create Confidence Building Measures (CBMs) in cyber
space. The role of CBMs is to prevent unintended escalation of an
incident by miscalculation, misperception, or misattribution of an
incidence. Such measures for cyberspace would avoid a full-scale
cyber war among nations and worse yes prevent precipitation of an
innocuous incident into kinetic war.

There are several different efforts underway to develop CBMs
in the cyber arena. United Nations held a conference in 2012 to
assess the role of Confidence Building Measures to assure stabil-
ity in cyber space in 2012. OSCE adopted the first ever cyber/
ICT security related multilateral confidence-building measure in
2013. While non-binding and innocuous this shows a diplomatic
momentum building towards a consensus in creating CBMs. This
is going to be an extremely challenging task.

CBMs are aligned along three primary dimensions, i.e., trans-
parency, predictability, and verifiability. While this has worked in
other avenues, i.e. nuclear, convention, and chemical warfare it
needs to be evaluated for cyber warfare. Let us examine the typical
CBMs from other domains.
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1) Troop movements and exercises

2) Exchange of Information about assets

3) Exchange of personnel and joint exercises

4) Communication mechanisms to deescalate situations

5) Prohibited Weapons (For instance — critical infrastructure)

6) Training and Education

The hard truth is that each country is engaged in strategically
positioning themselves for cyber warfare. Countries are redefining
their military doctrines to include cyber warfare as a critical arena
of conflict. The cost to acquire cyber weaponry is much lower than
that for conventional weapons acquisition. Countries are consider-
ing cyber warfare as a way of balancing asymmetry in conventional
weaponry. At the same time countries with favourable military
strengths are investing heavily in both cyber offense and defence to
ensure the continuation of asymmetry — leading to the cyber arms
race. Countries are blaming each other for activities that they are
themselves engaged in.

It is hard to build confidence at the same time as countries race
forward to overtake each other in developing cyber weapons. Dis-
trust lingering on from the cold war and the new developments in
Ukraine do not help the cause of cooperation.

It would be such a waste to see all the goodwill that we have
built over the last 7 years to go to waste. I sincerely do hope we are
all able to find common ground and a way move forward through
the current geopolitics.
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Canapo bononbs

Hmanvanckasn accoyuayus 3Kcnepmos no Kpumu4ecku 8aicHou
uHppacmpykmype

Ku6ep6e3onacHOCTb M yCTOWYMBOCTD MPOMBIIILIEHHBIX
CHCTEM YNpaBJICHHUS

HpOMbl]]IJle}lele CHUCTEMBI YNIPABJICHUA U NOCJICACTBUA
JiJ1s1 0€30MaCHOCTH

CpencTBa aBTOMaTU3aLMU SIBJISIIOTCS BasKHOM YacThIO siIpa JIto-
00li TEXHOJIOTUUYECKON MHMPPACTPYKTYphl (2JEKTPUUECKUX CETei,
HedTe- U ra3onpoBOAOB, TEJEKOMMYHUKAIIMOHHBIX ceTeid, (pu-
HAHCOBBIX CUCTEM, M T.1.), U TaKUM 00pa3oMm, IJis CTaOWUJIbHOM
paboThl 0e3 MOCJeACTBUI B cllyyae HamajieHUd M UHLUMIECHTOB
JIOJIKHA TIOCTOSTHHO obecreunBaThbesl UX 6e30macHocTb. ITpomblii-
JICHHBbIE CUCTEMbI YIpPaBIEHUS U UX KOMITIOHEHTBl TTPUMEHSIIOTCS
JUJIS YIIpaBJIEHUSI B pa3MUHBIX UHPACTPYKTypax, OT S9HEPreTUKU
JI0 TIPOM3BOJICTBA U CUCTEM OYMCTKU BOJbl, U KOHEYHO OHM He-
00xoauMbl i1 (DYyHKIIMOHUPOBAHUSI MHMPACTPYKTYp, CUCTEMBbI
KOTOPBIX, KaK IMpaBUJIO, TECHO B3aMMOCBSI3aHbl M B3aMMO3aBU-
cuMbl. MOXHO MpSIMO CKa3aTb, YTO OyAyuyu B COCTOSIHUM KOH-
TPOJMPOBATh KaKyl0-JI10O0 YacTh MPOMBIILIEHHBIX CUCTEM YIIpaB-
JIGHUSI, MOXKHO YIPaBIsITh MEXaHU3MaMU Bceil UH(PPACTPYKTYPHI.
Her HuKakux COMHEHUU, 4TOo KubOepaTaku Ha TMPOMBIIUIEHHbIE
CUCTEMBI SIBJISIIOTCS HauboJjiee pacnpocTpaHEHHbIM U HauboJjee
pa3opuTebHBIM BUIOM aTak [1].

CocraBlieHHe MCYEPIbIBAIOIIMX CIUCKOB KuOepaTak SIBJsIeT-
Cd TPYOHOM 3aaayeid, MOTOMY YTO TOCYIAPCTBEHHBIE YYPEXKIE-
HUSI, HallMOHaJbHbIe KPUTHUYECKUE WMH(PPACTPYKTYpbl, KPYITHbIE
JlabopaTopuM U IpyTrhe MoJoOHBbIe CTPYKTYpPhl, Kak IpaBujIo, He
CTPEMSITCSl pacKpbiBaTh (PaKThl COBEPIIEHUS M OOCTOSTEIbCTBA
kubeparak. Cpeliu cambIX M3BECTHBIX M MPOU3OLIEAIINX HeAaB-
HO artak BbiaensitoTcst Stuxnet, Flame u Duqu. M3 HUX TOJbKO
Stuxnet ObL1a HampaBjieHa Ha MPUYMHEHUE yilepoda 1LeaeBoil UH-
dpacTpykType, a OCTallbHble HCIOJb30BaJIMCh ISl ILMHMOHAXKA.
HeiictBuTenbHO, Stuxnet, Kak I10JIaraioT, SIBJISIETCS IIEPBOI BPemI0O-
HOCHOM MporpaMmMoit, 11eJibl0 KOTOPOUl ObLIM KOHKPETHO CUCTEMBbI
KPUTUYECKU BaXXHOW MHGPAcTpyKTypbl. CuMTaeTcsi, 4TOObI OHAa
Obuta pa3paboTaHa JISl BBIKIIOUEHUS] LIEHTpUMYr Ha 3aBoje IO
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oborallleHUIO ypaHa B upaHckoil HataHn3ze, rae, Kak coobuiaeTcs,
B TOT MEPUOJ BpeMEHU HaOJ0JaliCh OCTAaHOBKM U APYTME MpPo-
OJIeMbl. DTOT TEXHMUECKM CJIOXHBIN YepBb PaCIpOCTPAHSIETCS ye-
pe3 USB-HakonuTtenu U yeThlpe paHee HEM3BECTHbIC YSI3BUMOCTHU
B orepalMoHHo# cucteMe Windows, U3BEeCTHbIE KaK «ySI3BUMOCTU
HYJIEBOTO JTHS» .

ITepBoouepenHble MEpOINPUSATUS MNPOTUBOAECUCTBUSI KUOEpy-
rpo3aM COCPEeIOTOYEHBbl Ha TEXHUUYECKON CTOPOHE MPOOJeMbI, U
MPEICTaBISIIOT CO0O0M BIOXEHUSI B TaKKe Mepbl 0€30MacCHOCTHU KakK
OpaHIMayspbl, aHTUBMPYCBI U [PYrve MpOrpaMMHO-arapaTHbie
peleHust st obHapyxXeHusi BTopxkeHuil. OaHaKo ecTh MOHUMa-
HHUe, YTO 3Ta MpobdyeMa HEe MOXET ObITh pellleHa TOJbKO Ha TeX-
HUYECKOM U OMepallMOHHOM YPOBHE, TaK KaK ceiiyac cTajo SICHO,
YTO MHOTHME U3 BBILIEYHOMSIHYTBIX TEXHUYECKUX PEelIeHU Head-
(beKTUBHBI MJIM MX HEAOCTAaTOYHO B TeX CiydyasX, KOrJa OHU He
WHTErpupOBaHbl C PELIEHUsSIMU pe3epBUpoBaHus. Maciutabd mpo-
OeMbl oOecrieueHust 0€30IaCHOCT MOXET BBECTU B CTYIOpP, HO
9TOr0 MOXHO M30exaTh. B NeHCTBUTENbHOCTH OTBETHI €CTh, U B
UX OCHOBE — TexHOJ0TUM. Ho TeXHOJIOTUM SIBJSIOTCS TOJbKO UH-
CTPYMEHTOM. YTpaBjieHWe B KOHEYHOM MUTOTre HaXOAUTCS B pyKax
JIroAeii. DTo o3HavaeT, uyTo It 3G GEeKTUBHON 3alIUThI OT K1Oe-
partak KyJabTypa 0€30MacHOCTH J0JKHA ObITh Ha OJHOM YPOBHE CO
cpencTBamu obecrieueHust 6€30MacHOCTH.

YcToiumBOCTh, OOBIYHO ITOHMMAaeMasi KaK CITIOCOOHOCTh WH-
(bpacTpykTyp WU yCIYyT OBICTPO “HMPUIATH B HOPMY™ MOC]IE aTaku
WIM HEWTpalu30BaTh €€ MOTEeHIMal, B HACTOsIIlIee BpeMs cuMTa-
eTCS PKOHOMUYECKN OOOCHOBAHHON ITOJUTUKOI, B JIOIIOJIHEHHUE
K CYLIECTBYIOIIMM MepaM MpeaylpexkAeHUsI U 3alllUThl, KOTOPbIe
SIBJITIOTCSI OCHOBOM CYIIIECTBYIOIIMX TTPOTPAMM 3allUThl KPUTUYE-
CKUX MHGPACTPYKTYp. DTOT HOBBII MOAXOMA CTAHOBUTCS Bce OoJiee
BaXKHbIM, OCOOEHHO Ha (hOHE YYaCTUBILIMXCS 3a MOCJIEIHUE TObl
KubepaTak, ¥ yCUJIEHUs] OMaceHUH TJ100aJIbHOTO BBIXOJA U3 CTPOSI,
HapyleHUs QYHKIIMOHUPOBAHUSI U OOLIETO HEIOBepHUsi KO MHO-
MM ycJIyraM, He0OXOAUMBIM COBPEMEHHOMY OOILLIECTBY. ¥YCTOMYM-
BOCTb SIBJISIETCSI CIIPOEKTUPOBAHHON CITIOCOOHOCTBIO, 3aJI0KEHHOMI
B 3alllUTY M KM3HEHHBIM LMKJ YIpaBIeHMS WH(OPACTPYKTYPOI,
YTO TO3BOJISIET CJOXHBIM CHCTEMaM MPOTUBOCTOSITh Pa3IMUYHOTO
poja atakaMm WJIM OCJIa0sITh UX BO3IEMCTBUE, U, COOTBETCTBEHHO,
YMEHbIIATh MOCJIEACTBUSI, KOTOpPbIE CYILIECTBYIOT, HECMOTpPS Ha
CO3/IaHHbIE B 3TUX CUCTEMax 3alllUTHbIe Oapbephl [2].

"http://news.cnet.com/8301-1009_3-57560799-83/stuxnet-attacks-iran-again-
reports-say/
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CeMb CIIOEB (DU3NYECKON apXUTEKTYPhl MPOMBIIICHHBIX CUCTEM YIPaBICHUs

ITo aToOil mpuuMHE HEOOXOAMMO pacIpocTpaHeHue MHdOopMa-
LIMM Y TIOBBILIEHWE OCBEIOMJICHHOCTU O TOM, UYTO MPEACTABISIET
€000 KnbepObe30MacHOCTb MPOMBIIIEHHBIX CUCTEM YITpaBIEHMUS,
B TOM YMCJI€ MTOHMMAaHWE BAXKHOCTU MOTEHUMATbHBIX MOCIEACTBUI
BHEIpEeHMs CJIa0BIX METOIOB Knbepoe3onacHoct. KoHeuHo, Tep-
MUH <«KHOepOe30IIaCHOCTh» OXBaThlBaeT KakK IpeaHaMepeHHbIE
HarajJeHusl U3BHE U M3HYTPHU, TaK U HeIpeJHaMEpeHHYIO Herpa-
BWIBHYIO SKCIUTyaTalluio CUCTEM.

3/1ech OYeHb BaxKHO MOAYEPKHYTh Pa3TUUYMe MEXKIY MPOMBIIII-
JICHHBIMU CHCTeMaMM yMpaBjeHUs U KOPHOpaTUBHBIMU MHGpOP-
MalMOHHBIMU cucTeMaMu. W Te, u npyrue MOryT ObITh OObEeKTa-
MU KuOepartak, HO 3TU CUCTEMbl pa3jM4yHbl MO CBOEW MpuUpoje, 1
IMO3TOMY aTakKu M MX TOCIAEACTBUS Takxke oTandatorcs. OaHo u3
[JIABHBIX OTJIMYMI 3aKJII04aeTCsl B TOM, YTO TaKue ornepalroHHbIE
cucteMbl, Kak Microsoft Windows miu Apple MacOS X o6uieno-
CTYITHBI, U UX OTHOCUTEJIbHO JIETKO U3YYUTh 1 MPOAHATU3UPOBATh
B CBSI3U C 0oJiee IIMPOKON aynuTOpuell MoTpeduTeneir U Mmoab30-
Baresieit. [IpoMblliIeHHBIE CUCTEMBI YIIPABAEHUSI COBCEM IpYTHeE.
Hx tpynHee nmpuoOpecTy, Tak Kak OHU OOCTY>XKMBaIOT OrpaHUYEH-
HBI KPYT MOTpeOuUTeNeil, B OCHOBHOM ITPOMBIIIUICHHBIE KOMIIA-
HUUW, U VIS TOTO, YTOOBI BBIMIOJHUTh Ha HUX aTaKy, HEOOXOIUMBI

2 S. Bologna, ICS and Smart Grids Security Standards, Guidelines and Recom-
mendations, presentation at ERNCIP conference, JRC Ispra, 2012
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IyOoOKMe TIpakKTUYeCKue 3HAHMSI amlapaTHOro0 W IPOrpaMMHOIO
obecrnieueHnss. Takke CTOMT OTMETHTh, YTO JUIST Pa3HBIX CHCTEM
CYILLIECTBYET MHOXECTBO pPa3HbIX IMPOU3BOAUTENICI U TOCTABIIM-
KoB. B ortnnume oT kmbepaTak Ha HOCTYIIHBIE B CBOOOTHON IpO-
Jaxke oIlepallMOHHbIE CHUCTeMbl, Hampumep, Windows wiau Mac
OSX, koropble (Kak U UX Ae(EKThI) IIMPOKO PacIpOCTPaHEHBI
(Tak KaK MHOTHE CUCTEMBI U CETH 3aBUCSIT OT HUX), HallaleHNue Ha
KOHKPETHYIO IMPOMBIIUIEHHYIO CUCTEMY YITpaBJIeHUSI OCHOBAHO Ha
1yOOKOM 3HaHUU 3TOM CUCTEMBbI U €€ OCOOEHHOCTEIA.

AHanu3 ceKTopoB, noaseprmmxcst kuoeparakam (2009—2013)

7151 BBISIBJICHMST IMHAMUKY KMOepaTak Ha CeKTOpa 9KOHOMUKU
TPYMITON pearnpoBaHUS Ha KOMITBIOTEpHBIC TTPOUCIIECTBUAS TIPO-
mbinieHHbIX cucteM yipasieHus: CIIIA (ICS-CERT) 6bu10 mpo-
BEIEHO COOTBETCTBYIOIIEE MCCICIOBAHUE, OXBATUBIIEE IEPUO]
2009—2013 .

B 2009 romy ObLIO 3aperucTpUpOBaHO AEBATh WHIMUIACHTOB.
HawnbGosee moaBep:keHbl atakaM ObLIM CEKTOpP BOAOCHAOXEHUS
(33,4%) n cexrop sHepretuku (33,3%)°.

B 2010 r. yncyio 3aperucTpupoOBaHHbBIX MHIMAESHTOB YBEJIUYU-
JIOCh 10 copoka omHoro. Hauboliee momBep:KeHHBIM aTakaM ObLIT
CEKTOp 2HepreTnkM ¢ 18 arakamu, 4To coctaBmiio 44% ot oOlie-
ro yucia. B 2010 r., B cBI3u ¢ oOHapyxeHueM Stuxnet, sinepHasi
MPOMBILIJIEHHOCTh BOIIJIA B YHUCJIO CEKTOPOB, MOIBEPTIINXCS Ha-
nageHusam (5,12% ot obiero yncia).

B koHue 2011 1. KoJIMYECTBO COODIIEHUIA O Cllydyasix aTak pe3-
KO Bo3pocio mo 198, u3 Hmx 81,41% mpuIIIoch Ha CEKTOp BO-
JMOCHAOXEHMS, OCTaJbHBIE — Ha CEKTOp SHEPTeTUKU, SIIePHYIO
MPOMBILIJIEHHOCTb, TOCYIAPCTBEHHbIE YUPEXKICHUSI U CEKTOP XH-
MUYECKOW MPOMBIILIEHHOCTH®.

YauButenbHO, HO corjacHo OmnepaunoHHoMy nokiaamy ICS-
CERT 3a 2012 cdunaHcoBblii roa (okTsiopb 2011r. — ceHTSI0pb
2012r.), 4umcio 3aperMCTPUPOBAHHBIX HamageHWI IOYTU TaKoe
xe, Kak 1 B 2011 roay, HO ¢ APYTUM JMIAUPYIOLIUM MO KOJTUYECTBY
HamageHWil CeKTOPOM — 3TO dHepreTuka ¢ 41% ot ob1iero yucia
3aperucTpUPOBAaHHbIX Cyyaes’.

3 ICS —CERT Incident Response Summary Report 2009-2011, available from:
https://ics-cert.us-cert.gov/sites/default/files/documents/ICS-CERT%20Inci-
dent%20Response%20Summary%20Report%20(2009-2011)_accessible.pdf

4 Ibidem.

5 Ibidem.

% JCS-CERT Monthly Monitor Oct-Dec 2012, available from: http://ics-cert.
us-cert.gov/pdf/ICS-CERT_Monthly Monitor Oct-Dec2012.pdf
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WHdbopm. BaHkn 1 duH.
TexHonornm, 1.1% MHCTUTYThI, 1.1%
3apaBooxpaHenue, 5.2%
[MnoTuHbI,
1.1%

Mpown3BoacTeo
npoa. NUTaHus u
cer. xo3sa1cTBo, 2. 1%

CBA3b 1 Tenekom., 4.2%
AnepHas npom., 6.3%
TpaHcnopT, 5.3%

locynapcTBeHHble
yupexaenusi, 7.4%

Xum.npom., 7.4%

KpuT. BaxHas
NPOMbILLNEHHOCTb, 8.4%

Toproensi, 19.10%

WHTepHeT-6m3Hec, 21.11%
OHepreTuka, 82.41%
BopocHabxerue, 29.15%

3aperucTprupoBaHHbIE MHITUAEHTHI 1O cekTtopam (2012 T.)

oKkTs6pb 2011 —
CceHTa6pb 2012
(82) 44%

OKT6pb 2012 —
mawn 2013
(111) 56%

CornacHo OnepauuonHoMy nokiany ICS-CERT 3a mepByto
noJyioBuHy 2013 rona (okTs16pb 2012 — mait 2013), yucio 3aperu-
CTPUPOBAaHHBIX HaMaACHUI TMO-TIpexXHeMy yBeauuuBaercs. Hau-
0oJiee aTaKyeMbIM CEKTOPOM IMO-TIPEKHEMY SIBJISICTCSI 9HEPIreTUKa,
Ha KOTOPYIO Npuxomurcst 53% oT o0lero yucia aTak.

DHepreTnka — HamboJiee YaCTO ATAKYEMbIil CEKTOP

I[IpyHuMasg BO BHUMAHME, YTO BBILIETIPUBEACHHBINA aHalN3
OXBaTBbIBAET TOJLKO OTUETHI O KMOeparakaXx Ha KPUTUUECKYIO MH-
dpactpyktypy CIIA, 3T0 He MO3BOSIET cAeNaTh KaKue-a11bo 00-
pe BbIBOALI. OJHAKO BAaXKHO OTMETUTh TO, KAaK 3HAUYMTEJIBHO C
2010 roga BO3pOC/IO KOJMYECTBO MHIUUIASCHTOB, CBSI3aHHBIX C KHOe-
patakaMHM, a TaKXKe YMCJIO CEKTOPOB, MOJBEPTIIMXCI KMOepaTaKaM.
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OO6ume ysI3BUMOCTH W METO/BI ATaK

Vaseumocmu

boicTpo 060CHOBaTh MPUUYUHBI, TI0 KOTOPBIM OlepaTopaM Ku-
oepuHdpacTpykTyp (MIu UHGPACTPYKTYp, 3aBucsiux or MKT-
CUCTEM) CJIEIyeT YAEJAUTh OOJibllle BHUMaHUs MpoOJieMe YCTOM-
YUBOCTU, MOKHO, €CJIM MPUHSITH BO BHUMAHME BCE «U3BECTHBIC»
YSI3BUMOCTM M METOJIbl HaraJeHusl, KOTOpble MOTYT HeraTHBHO
MOBJMSITh Ha XU3HEHHBIN LUK KubepcucteM (M paboTy 3aBUCS-
LIUX OT 3TUX CUCTEM YCIIYT).

Hawnbosiee yacto BO3HMKalOIIME YSI3BUMOCTHA U aTaku KpaTKo
000011IeHBI B TTOCIEAYIOIIMX crrcKax [3]:

Vaseumocmu

o Ilpucynime nmporpaMMHOMY/amnmnapaTHOMy OOECMEUEHUIO YsI3-
BUMOCTHU (HEIOCTAaTKU KOHCTPYKIIMU).

e OrcyrcrBUe ((PU3UMYECKUX U JIOTUYECKUX) MEP 3allUTHI.

e «YSI3BUMOCTHU HYJIEBOTO HHSI».

o HenpaBunabHasg KoHdurypauusi / HECOBMECTUMOCTb KOMIIO-
HEHTOB CUCTEMBI.

e OtcyTcTBUE OOHOBJICHUI WM HEHamIexkallee TeCTUPOBAHME
OOHOBJICHUI TIepe]] YCTAaHOBKOI/BHEIPEHUEM.

o HenocTtaroyHas moaroroBka CUCTEMHBIX aAMUHUCTPATOPOB.

« HenocrarouHoe o0y4yeHue MOJb30BATEIICH.

e YcrapeBaHue UH(PACTPYKTYpPbl WU YaCTE CUCTEM.

o Henoctarku KoprnopaTMBHOI MOJIUTUKU B 00JacTU UHGbOpMa-
LIMOHHBIX TEXHOJIOTUI (YIOCTOBEPEHUSI JUYHOCTU MPOAOKAIOT
OBITh NEMCTBUTEILHBIMM JaXKe TOCJe yXola Ha TMEHCUIO/TIepeBO-
J1a/yBOJIbHEHUSI PAOOTHUKOB).

o HenoolieHka pUCKOB, SBJSIOIMXCS CIEACTBUEM (PU3UUECKON
YSI3BUMOCTU OOBEKTOB, B KOTOPBIX pa3MelleHbl KUOEepCUCTEMBbI
(HampuMmep, TOJABEP>KEHHOCTb 3aTOIUIEHUIO, 3JI0YMBbIILIEHHBIM
JEUCTBUSIM, U T.I.).

Amaxku

o Pacmpenenennsnlii orka3 B oocnyxkuBanuu (DDoS);

o CeTeBble BTOPXKEHUS;

o BpenoHocHoe mporpamMmMHoOe oOecrieyeHUe, TPOSTHCKUE KOHM,
OBKIOpHI;

e ATaku Ha OMNpEeIeJeHHbIX I0Jb30BaTeeit (aAMUHUCTPATO-
pOB — OITepaTOPOB Ha KITIOUEBBIX TTO3UIIUSIX);

e ATaku Ha oIpejaesieHHOe o0OpynoBaHUe/yCTpOiicTBa (HAMpu-
Mep, TTporpaMMupyeMbie Jorndyeckrue KoHTposuiepsl — PLC);
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o [IlonHoe waM yacTUYHOE paspylleHue cucteM (1o MpuYuHe,
HarpumMmep, rnoxapa, B3pbiBa U T.I1.);

o CoumanpHasi UHXEHEPUS;

o WHcalinepsl.

BaxHocTh (M cmmOCOOHOCTHL HAHECTH Bpel KubepcucTeMam)
00eux BbILIEYTOMSIHYTBIX KaTeropuii Bo3pocia B CBSI3U C Macco-
BbIM BHEJPEHMEM TEXHOJIOTMI BO BCEX KOPMOPATUBHBIX U TOCY-
JAPCTBEHHBIX CEKTOPax, a Takxke Mo MPUUKMHE ObICTPOro pa3BUTHS
PBIHOUYHOI KOHKYPEHIIUU — OOCTOSITEJILCTBO, KOTOPOE B HEKOTO-
PBIX CTyJasix 3aCTaBJsIeT MOCTaBIIUKOB TEXHOJOTUI TIPOaaBaTh HE
MOJHOCTBIO MPOTECTUPOBAHHOE 00OPYAOBAHMUE.

MOXXHO yTBEpXKIaTh, UTO Pa3BUTHE YCTOMIMBOCTH, TaK XKe Kak
Y BHEIPEHUE 3alUThl, 00O0CHOBAHO JaBHO MU3BECTHLIMU MEPEMEH-
HBIMU U OCO3HAHMEM TOTO, YTO Oe3 3alUThl HET YCTOMUMBOCTH,
1 HaobopoT.

B T0 Xe BpeMsi BaXKHO MOAYEPKHYTh, UTO MPUHSITUE MEP YCTOM-
YUBOCTA HM B KOEM CJIydyae He MOJDKHO OTBJIEKATh WJIM CHUXKATh
BHUMAaHUE K 3alUTEe, TaK KaK 3TU MOAXObI TOTMOJIHSIOT APYT APY-
ra, U JOJXKHbI B paBHOM CTeMeHW MPUCYTCTBOBAaTb B >KM3HEHHOM
LIMKJIe YIIPaBJICHUST U 6e30MacHOCTH COBPEMEHHBIX MHMPACTPYKTYD.

I1o0x00, opueHmuposaHHwlii Ha YCMOUMUBOCMb

OnbIT OpolIeAIInX JET U HeJaBHUX COOBITUIA BbISIBUI BEPOSIT-
HOCTb, KOTJa MEpPhl 3alIUThl B KOHIIE KOHIIOB MOTIYT IaTh COOIA.
ITo aTOi MpUYUHE, U YYUTHIBASI, YTO MEPbI 3aLLIUTbl KPUTUUECKU
BaXXHbIX UH(PACTPYKTYp MOXHO JIETKO OOOWMTU, BCEM 3auHTEpe-
COBaHHBIM CTOPOHAM, Y4YacTBYIOIIMM B oOecrieueHUM Oe3ormac-
HOCTU TaKWX JEIMKATHBIX W XKU3HEHHO BaXXHBIX OOBEKTOB MH-
(bpacTpykTyphbl, KpaliHe HEOOXOAUMO YIEaITh 0OJble BHUMAHUS
YCTOMYMBOCTU KPUTUUECKON MHPPACTPYKTYPHI.

Kpurtnueckas nuHdpactpykrypa — 3TO He TOJbKO TEXHOJOTUH,
HO U B OOJIBIION CTEMEeHM JIFOAU, MPOLECChl U opraHu3auuu. s
TOr0 YTOOBI MPOLIECCHl aHAJIM3a PUCKOB U yIpPaBJIE€HUS pUCKaMU
ObUTM BCEOOBEMITIOIIMMU U YCTIEIIIHBIMU, HEOOXOAUMO TTPUHUMATD
BO BHMMaHHE BCE 3TM KOMIOHEHTHI, a TaKXe KYJbTYPHbIi (hOH.

ITonuTrKa ycTOMYMBOCTU KUOEPCUCTEM, CO3laBaeMas ¢ HyJs,
JIOJIKHA OCHOBBIBATLCS HA YEThIPEX JUHUSIX OOOPOHHBI.

IlepBas uHMS 000POHBI HAXOAUTCS HA TEXHUYECKOM U (PU3U-
yecKoM ypoBHe. Pu3myecKas M TeXHUUeCKast yCTOMIMBOCTD TIpeI-
CTaBJISIIOT COOOI CITOCOOHOCTh KPUTUYECKOU MH(PPACTPYKTYpPHI, C
YYETOM PEAUIM30BAHHBIX 3aALIUTHBIX MEXaHW3MOB, CAEPXKUBATh WU
3aMeJISITh TTPOTMBHUKA (3a00pbl, 3aMKU 1 T.I.), PETUCTPUPOBATH
ataku (OXpaHHUKHW, JaTYMKHW, DJIEKTPOHHBIE CUCTEMbI KOHTPOJIS
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OpraHnsauus

licnonb3oBaHme

jJoctyna v T.4.), W/WIA CHUXATh YSI3BUMOCTb (HEAOCTAaTKU WJIU
ciabble MecTa B cucTeMe 0e30ImacHOCTH). Takue TpaaullMOHHbIE
2JIEMEHTHI YIPaBJICHUsI CETeBOU 6€30MaCHOCTbIO, KAK MEXKCETEeBbIC
BKpaHbl, CUCTEMBI TIPEIOTBPAIIEHUST BTOPKEHUI M aHTUBUPYCHAsI
3allMTa IIMPOKO PACIpPOCTPAaHEHbl U JOCTATOUYHBI IJIsI MPOTUBO-
JNEMCTBUSI U3BECTHBIM YIrpo3aM, HO HEIOCTATOUYHbI JJIsI CHUXKe-
HUSI pUCKa OT HEM3BECTHBIX (HAIpUMep, «ysI3BUMOCTEH HYJIEBOTO
JIHST»), He3aMeTHbIX (HarpuMep, OTCYTCTBUE MOATOTOBKMU WU Ha-
JIUYYe WHCAWAEpPOB), WM YIpo3, KOTOPbIe HE MOTYT OBITh ameK-
BaTHO YYTEHbl (HANpUMep, OrpaHUYEHHUs] MPOrpaMMHOTro/armra-
patHoro obecrieyeHusi Wiu ycrapeBaHue UH(MPACTPYKTYphl). DTU
TPaAULIMOHHbIE DJIEMEHTBI YIPaBIEHMSI CETeBOUl 0Ee30MacHOCThIO
3a4acTyl0 SIBJISIIOTCSI OCHOBOW MPOTUBOACHCTBUSI MPOABUHYTHIM
yrpo3aM, MHOTME M3 KOTOPBIX MMEIOT JOCTYIl K COBPEMEHHBIM
HayyHBIM pa3paboTrkam. B To BpeMsi KaK NMPOTUBHUK TPUMEHSI-
€T HOBBIC UJIeH, B OCHOBE 3allIUThI OOJBIIMHCTBA MHDPACTPYKTYP
0€30IMaCHOCTH MPOAOIKAIOT UCIOAb30BAThCSl YCTAPEBILIUE TEXHO-
Joruu [4].

Bropas nuHus 060poHBI HAXOOUTCS HAa MEPCOHAIBLHOM YPOB-
He. IlepcoHanbHasi yCTOMYMBOCTh SIBJSIETCSI OMHUM M3 BaKHEM-
IIMX KOMIIOHEHTOB YCTOMYMBOCTUA CUCTEeM. [ JIaBHBIM YITyIlIeHUEM
B 9TOM BOITPOCE SBJISIETCS HE pacrnpeneicHue poJieid u 0bsi3aHHO-
creil (cneurduueckux sl Kaxaoro padoTomaresis) ciayxXalliux B
cyJae ype3BblUaiiHON CUTyallluU, a IepCOHaIbHAasl YCTOMYMBOCTD,
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YCTOM4YMBOCTb
napTHepCTB

an o on

OpraHn3aumnoHH

as
YCTOMYMUBOCTb J.

[MepcoHanbHasga
YCTOMHYMBOCTb

ol

TexHnyeckas Mepuepus Basbl AaHHbIX
n[cprsnyeckas
yYCTONYNBOCTb MnK JIBC

qCTLIpC JIMHUN OGOpOHBI COBpeMCHHOf/'I yCTOﬁ'—IHBOCTPI

KOTOpasl 3aKJII04aeTcsl B JUYHOU IMOATOTOBIEHHOCTU COTPYIHM-
koB. Takum 00pa3oM, B Upe3BbIYAMHBIX CUTYyalIUsSIX COTPYAHUKU
OBICTpee OPUEHTUPYIOTCSI U JIy4Yllle ITOATOTOBIEHbI K MCIIOIHEHHUIO
cneudpudecknux (QYHKLUUNA U 00SI3aHHOCTEH B KOHKPETHOM opra-
Huzauuu. CozgaHue KyJbTypbl YCTOMUMBOCTU YK€ SIBJISIETCSI Ha-
CYIIIHOI HEOOXOOMMOCTBIO, KOTOpasl IIOTpedyeT OT OpraHu3aluii
M3MEHEHMST BOCIIPUSTUS OCACTBUIA MM YPe3BbIYANHBLIX CUTYALIWIA.
B ycnoBusix, Korga Myup CTaHOBUTCS Bce 0oJiee M3MEHUMBBIM U HE-
CTaOMJIbHBIM, JUISI OpraHM3aluil OJHUM U3 HauboJsiee LIEHHBIX Ka-
YeCTB MOXET CTaTh CIIOCOOHOCTH OBICTPO MPUCHOCAOIMBATHLCS IJIsT
BbDKMBAHMSI B HENPEABUACHHBIX UYPE3BbIYAMHBIX CUTyalMsIX [S].

TpeTbst nuHKUSI OOOPOHBI HAXOAUTCS Ha OPraHU3aLMOHHOM
ypoBHe. IIpenmosaraercst, 4To OpraHM3alMOHHAs YCTOMYMBOCTD
JIy41I€ BCEro MOOCTUIAETCd ITyTEM CHCTEMaTHMYECKOro paselie-
HUS €€ 3JIEMEHTOB Ha OCHOBE YETKUX KPUTEPUEB. DTO MO3BOJISICT
M30JIMPOBAaTh KaXKIblii M3 KOMIIOHEHTOB W OOJIETYAET BBISIBJICHUE
MUX KJIIOYEBBIX aTpMOYTOB WM XapakTepucTuK. OpraHu3aluoH-
Hasl YCTOMYMBOCTb OIMMPAETCS Ha TEXHUYECKYIO0 YCTOMYMBOCTH U
MEePCOHAJIbHYIO YCTOMUYMBOCTh, O KOTOPBHIX TOBOPUJIOCH BhIlIE, a
¢GyHKIMOHAIbHAST YCTOMYMBOCTL JOJKHA IIPEACTAaBISITH COOOM
YeTKOE pachpeieieHue OTBETCTBEHHOCTH M OIIPEIENICHUE, KTO U
4YTO JOJDKEH IeaTh [6].

YeTBepToii JMHUE OOOPOHBI SABJSIETCSI Pa3BUTUE COTPYIHU-
YeCTBa M MapTHEPCTBA MEXIY PA3JIMYHBIMU 3aMHTEPECOBAHHBIMU
cropoHamu. B EBporie mist pa3BUTHUS MOJIUTUYECKON MHULIMATUBBI
10 3allUTe KPUTUYECKU BaxkHON MH(MOPMaLlMOHHON MH(ppacTpyK-
Typsbl, IpuHaTOM EBpomneiickoit komuccueii 30 mapta 2009 r., 6bU10
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coznaHo EBpormeiickoe rocyaapcTBEHHO-YaCTHOE MapTHEPCTBO
1751 noBbileHUst yerounBoctu (EP3R). Lenamu EP3R saBasior-
csI: TIofifiepkaHue Tiporiecca ooMeHa MH(opMalneil, HaKoTUIeHe
TepeOBOTO OIBITA B OOJACTH TIOJUTUKUA W TIPOMBIIUICHHOCTH,
pa3BUTHE OOILLETO IMMOHUMAaHUsI, 00CYyXIeHNe IIPUOPUTETOB, LieIeit
U MEPOTIPUSTUI TOCYAapCTBEHHOMN MOJUTUKH, MOBBIIIIEHUE COTJIa-
COBAaHHOCTM M KOOPpAMHAIMS MOJUTUKU B 00JaCTU 6€30MacHOCTH
U yCTOMUMBOCTU B EBporie, BbISIBICHHE XOPOIIMX 0a30BbIX MpaK-
THK ¥ COACHCTBHE UX TIPUHATHIO IJIT obecTieueHUs 6e30ITacHOCTH
U YCTOHUMBOCTH .

Medxcoynapodusie nooxodvt Kk obecneueHur) ycmouuusocmu

7 deBpans 2013 Obl1a npeacTtaBieHa «CTparerusi Kubepoes3o-
nacHoctu EBporeiickoro Colo3a: oTKpbITOe, Ge3omacHoe W 3a-
LIMIIEHHOEe KUOepIpocTpaHcTBO»>. CBOM KOMMEHTAPUM K Heii
namu Bepxosnblit npeacrasutens EC Katpun Dwron®, Buue-
npe3uaeHT EBporeiickoil KOMUCCUU MO UM(PPOBOI IMMOBECTKE ITHS
Hemu Kpyc*, u xomuccap EC no BHytpenHum neinam Cecuius
ManbMcTpem®. BbUIO OTMEYEHO, YTO HEOOXOAMMOCTD 3ALINUTHI OT
kubepaTak mpenorpeaesisieTcsl Halleil 3aBUCUMOCTBIO OT KuoOep-
MPOCTPAHCTBa IMOYTH B KaXIOM ceKTope Hamreil Xxw3Hu. Hemm
Kpyc momyepkHyma BaXHOCTh KMOEPYCTOMIMBOCTH, KaK OIHOTO
13 KimouyeBbIX MYHKTOB Ctparernu EC: «MBbl TOJDKHBI 3alIUTUTD
HaIlli CeTU U CUCTEMBI, U CleJaThb UX YCTOMYMBBIMU. DTO MOXKET
MPOU30MTH TOJIBKO KOTAa BCe YYaCTHUKM Ipolecca OyayT UrpaTh
CBOIO POJIb U BBIMOJHSATL CBOM 00s13aHHOCTU. Kubepyrposbl He

7 http://www.enisa.europa.eu/activities/Resilience-and-CIIP/public-private-
partnership/european-public-private-partnership-for-resilience-ep3r

8 European Commission (2013), Cybersecurity Strategy of the European Union: an
Open, Safe and Secure Cyberspace., available from: http://ec.europa.eu/dgs/home-
affairs/e-library/documents/policies/organized-crime-and-human-trafficking/
cybercrime/docs/join_2013_1_en.pdf

9 Remarks by EU high representative Catherine Ashton at the at press confer-
ence on the launch of the EU’s Cyber Security Strategy, February 7" 2013, avail-
able from: http://www.consilium.europa.eu/uedocs/cms_Data/docs/pressdata/EN/
foraff/135287.pdf

10 Neelie Kroes, “Using cybersecurity to promote European values”, speech at
the at press conference on the launch of the EU’s Cyber Security Strategy, Feb-
ruary 7" 2013, available from: http://europa.eu/rapid/press-release SPEECH-13-
104_en.htm

1" Cecilia Malmstrom, “Stepping up the fight against cybercriminals to secure a
free and open Internet”, speech at the at press conference on the launch of the EU’s
Cyber Security Strategy, February 7" 2013, available from: http://europa.eu/rapid/
press-release SPEECH-13-105_en.htm
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CACP>KUBAIOTCS HAlLIMOHAIbHBIMU I'PAHULIAMU — TaK JOJIKHO ObITh
u ¢ KkubepbesonacHocTbio. COOTBETCTBEHHO, K Halleil CtpaTeruu
TIpUIaraeTcs MpeiiokeHHasT JIMpeKTHBa 1Mo YKpeIuIleH!Io Knbepy-
CTOMUYMBOCTHU B TIpejiesiax Halero ooiiero ppiHka. OHa obecreuur
MIPUHATHE KOMITAHUSIMHU Mep, HEOOXOAUMBIX TSI 0€30ITaCHOCTH 1
CTaOMJIBHOCTU CeTel. [...] EBporne Hy>KHbI yCTOMUYMBBIE CUCTEMBI U
cetu. besaeiicTBue MpuBEIET K 3HAYMUTEIbLHBIM 3aTpaTaM y MoTpe-
ouTenei, mpeanpudaTii, odlecTBa. Yiuepd oT OJHOro KNOepuH-
UIeHTa MOXET U3MEPSATHCS JAeCATKAMU TBICSY €BPO IS MajioTo
On3Heca — M MIUIJTMOHAMU B ClTydae KpyITHOMACIITAOHOM yTeUKHN
naHHbIX. OMHAKO OOJBIIMHCTBO U3 ITUX UHIIMACHTOB MOIJIN OBl
MPeAOTBPATUTh CaMU TTOJIb30BaTe M, IPUMEHSISI IPOCThIE U He 3a-
TpaTHbIE MepbD»'.

12 deBpang 2013 roma npesugent CIIA Bapak O6ama nmoamnm-
caJjl TIpaBUTENIbCTBEHHOE pacIiopspkeHne o «CoBepIIeHCTBOBAHUM
KNOepOEe30MacCHOCTH KPUTUYECKM BAXHOI WHQPPACTPYKTYphI» .
ITo comepxaHWIO U MPEIIOKEHHBIM MepaM 3TOT TOKYMEHT TTOXO0XK
Ha Crtpareruto kubepoezonacHoct EBpomneiickoro Coro3za.

19 mapra 2013 B UTAJIbSIHCKOM TOCYIapCTBEHHOM W3IaHUU
ObUT OMyOJMKOBAH MOJTOXIAHHBIA 3aKOH O KuOepOe3omacHo-
cru® (Jexper Ipencenarens Coseta MuHUCTPOB OT 24 sgHBaps
2013). Yka3 ycraHaBJIMBaeT HOBYIO MPaBUTEJIbCTBEHHYIO CUCTEMY
MIPOTUBOACHCTBUS TTOTEHIIMATLHBIM yTrpo3aM KnOepOe30macHOCTH
B Utanuu.

Co31aHHYI0 YKa30M OpraHu3alMOHHYIO CTPYKTYPY BO3IJIaB-
et IIpembep-MUHUCTP, Hapsay ¢ «KoMmMuTeToM 6Ge30mMacHOCTH
UranbsiHackoit Pecryonukum», 3amadeil KOTOPOTO SIBJISIETCS OIIpe-
JleJIeHWe CTpaTernMy HaIlMOHAJbHOM 0e30TacHOCTH (TaK Ha3bIBae-
Mol «HaluoHanbHO# cTpaTerun Kubepoe30rmacHoCTU»). I1epBolil
YPOBEHb OPraHU3allMOHHOM CTPYKTYPBl TOAIEPXKHUBAET «OpraH
KOJIJIETMaJIbHON KoopauHauuu». Bo riiaBe opraHa KoJuieruaabHOi
KOOpAMHALMM CTOUT ['eHepabHbIi nupekTop demnapraMeHTa WH-
dopmarmonHol Ge3omacHoCcTH. B 3acemaHmsx opraHa KOJUIeTH-
aTbHOUW KOOPAWHALIMKM TaKKe TPUHUMAeT y4acThe BOCHHBIM CO-
BeTHUK IIpemMbep-mMuHUCTpA.

12 Neelie Kroes remarks, op. cit.

13 Barack Obama, “Improving Critical Infrastructure Cybersecurity” Executive
Order of February 12, 2013, available from: http://www.whitehouse.gov/the-press-
office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity

14 Available at: http://www.gazzettaufficiale.it/atto/serie_generale/caricaDet-
taglioAtto/originario?atto.dataPubblicazioneGazzetta=2013-03-19&atto.codice Red
azionale=13A02504&elenco30giorni=true
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B depane 2014 roga O6bun onyoiaukoBaHbl «HalmoHanbHbBIE
CTpaTermyeckue OCHOBBI GE30MaCHOCTM KMOEPIPOCTPaHCTBa»' u
«HalnmoHabHBIN TJ1aH 10 3aluTe KubepnpocTpaHCcTBa U obecrie-
yeHuto 6e3omnacHoct MKT»2.

B «HamuoHanbHBIX CTpaTerMyeckKux OCHOBaX O€30I1aCHOCTU
KUOEPIPOCTPAHCTBA» U3JIOKEHbBI CTPATETMYECKUE OPUSHTUPBI, KO-
TOpBIC TOKHBI ObITh PEaIN30BaHbI oA pyKoBoacTBoM Komurera
Oe3omacHocTu PecnyOarMKu COBMECTHBIMU CKOOPIMHUPOBAHHDI-
MW YCUJTUSIMA BCEX KITFOUEBBIX 3aMHTEPECOBAHHBIX OPTaHOB, BXO-
IOSIIUX B CUCTEMY HallMOHAJIbHOM KuOepOe30HacHOCTH, OIlpele-
JieHHy1o aekpeToM [Ipembep-MuHucTpa ot 24 sHBapst 2013 roaa.

DTO, HECOMHEHHO, SBJSETCS IPU3HAKOM TOTO, HACKOJIBKO
BAXXHOU 3amayeil CTaHOBUTCS obOecrieyeHUe KubOepOe30macHOCTH
KPUTUYECKUX WH(APACTPYKTYP M WX CHUCTEM YIpaBIeHUS B pas-
JIMYHBIX CUTYyaIUsIX.

Ncnosb30BanHas qurepaTypa
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Dr. Sandro Bologna

Italian Association of Critical Infrastructure Experts

Cyber Security and Resilience
of Industrial Control Systems

Industrial Control Systems and Implications for Security

Industrial Control Systems are an important part of the core
of any Technological Infrastructure (Electricity Grid, Oil and Gas
Transmission Grids, Telecommunication Networks, Financial Sys-
tems, etc..) and thus they need to be constantly secured in order
to work properly and without consequences in case of attacks and
incidents. Industrial Control Systems and their components con-
trol different kind of infrastructures, from energy production, to
manufacturing and water treatment, and they are obviously critical
to the operation of infrastructures that are often highly intercon-
nected and mutually dependent systems. It’s straightforward to say
that being able to control any part of an Industrial Control System
permits the manipulation of the mechanisms of an infrastructure.
There is no doubt that cyber attacks are the most common and
most costly attacks in Industrial Control Systems [1].

Producing comprehensive lists of cyber attacks is not an easy
task because, generally, government agencies, national critical in-
frastructures, large-scale laboratories and other critical actors do
not tend to disclose whether a cyber attack has taken place nei-
ther the details of it. Among the most popular and recent, are:
Stuxnet, Flame and Duqu. Among these attacks only Stuxnet was
aimed to causing damage to the target infrastructure, while the
others were used for espionage. Indeed, Stuxnet is believed to be
the first malware targeted specifically at critical infrastructure sys-
tems. It’s thought to have been designed to shut down centrifuges
at Iran’s Natanz uranium enrichment plant, where stoppages and
other problems reportedly occurred around that time. The sophis-
ticated worm spreads via USB drives and through four previously
unknown holes, known as zero-day vulnerabilities, in Windows.'

The first response against cyber threats has been focused on their
technical side, investing in security measures such as firewalls, an-

Thttp://news.cnet.com/8301-1009_3-57560799-83/stuxnet-attacks-iran-again-
reports-say/
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tivirus and other software/hardware intrusion-detection solutions.
However, there is a growing understanding that this problem can-
not be dealt on a technical and operational level only, as, nowa-
days, many of the aforementioned technical solutions have proven
to be ineffective or insufficient if not integrated with redundancy-
oriented solution. It is easy to get lost on the enormity of a security
solution, but it doesn’t have to be that way. Yes, there are answers
and it starts with technology. But technology ends up being a solid
tool. In the end, people wield the power. That means security cul-
ture must be on a par with safety effectively protect against cyber
attacks.
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Resilience, commonly intended as the capability of the infra-
structures or service to rapidly “bounce back” after an attack or to
absorb and frustrate its potential, is now deemed an economically
justified policy in complement of existing prevention and protection
policies that stand as the pillars of current Critical Infrastructure
Protection programs. Such new approach is increasingly important
especially since cyber attacks have multiplied in recent years in-
creasing the fear of global digital-breakdowns, deviation of use and
general distrust of many services essential to the modern society.

2 S. Bologna, ICS and Smart Grids Security Standards, Guidelines and Recom-
mendations, presentation at ERNCIP conference, JRC Ispra, 2012

208

Forum_1.indd 208 @ 22.10.2014 13:40:34



Resilience is an engineered aptitude, embedded in the infrastruc-
tures’ protection and management lifecycle, that allows complex
systems to survive to different kind of attacks or to diminish their
impacts, and consequently incidents that occur despite defence
barriers crafted into those systems [2].

For this reason, it is mandatory that awareness should be raised
in the knowledge of what the cyber security of Industrial Control
System is, and in this sense, understanding what the potential con-
sequences of adopting a loose cyber security methods could be is
pivotal. Of course, the term “cyber security” encompasses both de-
liberate attacks from the outside and inside, and the unintentional
misuse of the systems.

A point that is really important to stress is the difference between
an Industrial Control System and a Corporate Information System.
Both can be targets of cyber attacks, but they have different nature
and so the attacks and the consequences. One of the main differ-
ences is that Operating Systems such as Microsoft Windows or Ap-
ple Mac OSX are available to anyone and so relatively easy to study
and analyze, due to the wider audience of consumers and users.
ICS are a different thing. They are more difficult to acquire since
they serve a limited scope of consumers, mainly industrials, and in
order to perform an attack on those, a deep practical knowledge on
both hardware and software is needed; also it is worth mentioning
that there are multiple producers and vendors, differencing system
from system. In contrast to a cyber attack against retail operating
systems that is widespread because many systems and networks
depend on them — Windows or Mac OSX, for example — and
their flaws, an attack to a specific Industrial Control System is
based on a deep knowledge on that specific system, with its own
peculiarities.

Analysis of sectors targeted by cyberattacks (2009—2013)

The United States Industrial Control Systems Cyber Emergency
Response Team (ICS- CERT) performed a research on the 2009-
2013 period to see the trends in cyber attacks as regards the sectors
that have been attacked.

In 2009, the number of reported incidents was nine. The most
attacked sectors were Water (3,34%) and Energy (3,33%)°.

3 ICS —CERT Incident Response Summary Report 2009-2011, available from:
https://ics-cert.us-cert.gov/sites/default/files/documents/ICS-CERT%20Inci-
dent%20Response %20Summary%20Report%20(2009-2011) accessible.pdf

209

Forum_1.indd 209 @ 22.10.2014 13:40:34



In 2010 the number of reported incidents increased forty-one,
with Energy as the leading sector with the 18, 44% of the total at-
tacked. In 2010 the Nuclear sector was among those attacked with
5,12% due to the discovery of Stuxnet®.

At the end of 2011 the reported incidents skyrocketed to 198,
with 81,41% of them directed to the Water sector, followed by En-
ergy, Nuclear, Government Facilities and Chemical®.

Surprisingly, according to the ICS-CERT Operational Review
of the fiscal year 2012 (October 2011—September 2012) the number
of reported attacks is almost the same as in 2011, but with a com-
plete change in the most attacked sector, that’s to say energy, with
41% of the total reports®.

Banking and
Finance, 1.1%

IT, 1.1%
Health Care, 5.2%

Communications, 4.2%
Nuclear, 6.3%
Transportation, 5.3%
Government, 7.4%

Food & Ag, 2.1%

Chemical, 7.4%

Critical Manuf, 8.4%

Commercial, 19.10%

Internet-Facing, 21.11%
Energy, 82.41%

Water, 29.15%
Incident reports by sector (2012)

According to the ICS-CERT Operational Review of the first
half of fiscal year 2013 (October 2012 — May 2013) the number
of reported attacks is still increased with no change in the most at-
tacked sector, that’s to say energy, with 53%

Given the fact that the above analyses encompasses only the
incident reports of cyber attacks towards Critical Infrastructures
that took place in the United States, it’s not possible to draw any

4 Ibidem.

5 Ibidem.

% JCS-CERT Monthly Monitor Oct-Dec 2012, available from: http://ics-cert.
us-cert.gov/pdf/ICS-CERT_Monthly Monitor Oct-Dec2012.pdf
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general conclusion. However it’s interesting to point out how the
number of incidents related to cyber attacks, and also the sectors
involved, increased substantially from 2010 onwards.

Oct. 2011 —
Sep. 2012
(82) 44%

Oct. 2012 —
May 2013
(111) 56%

Energy is the most targeted sector

Common vulnerabilities and methods of attack

Vulnerabilities

the reason why the operators of cyber infrastructures — or in-
frastructures that rely on IT systems — should increase their focus
on resilience is quickly explained if considering all of the “known”
vulnerabilities and methods of attack that can negatively affect the
lifecycle of cyber systems (and services depending on those sys-
tems).

The most recurring vulnerabilities and attacks can be briefly
summarized in the following lists [3]:

Vulnerabilities

o Intrinsic software/hardware vulnerability (by design);

o Lack of (physical and logical) protection measures;

o (-day vulnerabilities;

« Misconfiguration/incompatibility of the components of a
system;

o Lack of software/hardware updates or updates not properly
tested before installation/implementation;

o Unpreparedness of the system administrators;

¢ Lack of training of the users of the system;

o Obsolescence of the infrastructure or of part of the systems;

« Flaws in the corporate IT policy (credentials still active even
after retiremet/resignement/dismissal of employees);
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o Underestimation of risks deriving from physical vulnerabilities
of facilities that hosts cyber systems (e.g. exposed to flooding, wilful
acts, etc.).

Attacks

o Distributed denial-of-service;

o Network intrusions;

o Malware, trojan horse, backdoors;

o Targeting of specific users (administrators — key position’s
operator);

o Targeting of specific equipment/devices (e.g. Programmable
logic controller — PLC);

o Total or partial destruction of the systems (e.g. fire, explosion,

etc.);
o Social engineering;
o Insiders.

Both the aforementioned categories have increased in importance
(and capability to harm cyber systems) due to the massive adoption
of technologies in all of the corporate and public sectors and due to
the light-speed evolution of the market competition — circumstance
that in some case is forcing the technology vendors to sell “not-
fully-tested” equipment.

It can be affirmed that the adoption of resilience measures
seems to be justified by the same variables that a long time ago
have suggested the adoption of protection measures and from the
awareness that there’s no resilience without protection and vice-
versa.

At the same time, it’s necessary to highlight that the adoption
of resilience measures shouldn’t in any case divert or reduce the
focus from protection, as these approaches are complementary
and cannot be equally missing from the management and security
lifecycle of modern infrastructures.

The resilience approach

past and recent experiences have shown how likely is that pro-
tection policies, sooner or later, may fail. For this reason, and be-
ing aware of the fact that the efforts put in place for protection of
CllIs can be easily bypassed, all of the stakeholders involved in the
security of such delicate and vital infrastructure are strongly sug-
gested to put more emphasis on critical infrastructure resilience.

A Critical Infrastructure is not only made of technologies but
especially of people, processes and organizations. The Risk Analysis
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and Risk Management must take in consideration all these compo-
nents, plus cultural background, to be complete and successful.

Organization

Technology

With the clear intention of proposing an embryonic approach
for establishing a cyber resilience policy, it can be said that such
policy should based on four lines of defence.

The first line of defence is at technical and physical level. Physi-
cal and technical resilience describe what the Critical Infrastruc-
ture has, in terms of implemented tangible safeguards to deter or
slow down an adversary (fences, locks, bars, etc.), detect an attack
(guards, sensors, electronic access control systems, etc.), and/or
to mitigate vulnerabilities (shortcomings or weaknesses in the se-
curity posture). Traditional network security controls like firewall,
intrusion prevention system, and anti-virus are widely deployed
and adequate to keep known threats at bay, but are insufficient to
mitigate the risk that is unknown (eg. 0-day vulnerabilities), unper-
ceived (eg. lack of training or the presence of insiders) or that can
be properly addressed (eg. software/hardware limits or the infra-
structure’s obsolescence). These legacy controls are often the key
line in defense against these evolved threat actors, many of whom
have access to sophisticated R&D resources. While the adversary
innovates, in fact, the majority of security infrastructures continue
to use dated technology as their primary defence [4].
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Four lines of defense for modern resilience

The second line of defence is at personal level. Personal resil-
ience is a critical component of systems’ resilience. The personal
resilience gap of greatest concern is not in defining employer-spe-
cific roles and responsibilities an employee has in an emergency. It
lies in the employees’ own personal preparedness so the employees
are available more quickly and with better focus to the organization
that relies on them to carry out their emergency roles and respon-
sibilities when emergencies occur. Creating a company’s culture of
resilience it’s already an urgent need that will require to change the
way companies perceive themselves in relation to a disaster or an
emergency. In an increasingly volatile and uncertain world, one of
the greatest assets an organization can have is the agility to survive
unexpected emergency situations [5].

The third line of defence is at organizational level. It is suggest-
ed that organizational resilience is best achieved through a system-
atic decomposition of its elements, based on discernible criteria.
This breakdown isolates each of the components and facilitates the
identification of key attributes or characteristics. The major pillars
of organizational resilience are technical resilience and personal
resilience, as described above, and functional resilience intended
as a clear responsibility and definition of what to do and who does
it [6].

A fourth line of defence is the establishment of collaboration
and partnership among different stakeholders. In Europe, the Eu-
ropean Public Private Partnership for Resilience (EP3R) was estab-
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lished as a follow-up to the policy initiative on Critical Information
Infrastructure Protection (CIIP) adopted by the European Com-
mission on 30 March 2009. The objectives of EP3R are to support
Information sharing and stock taking of good policy and industrial
practices, and foster common understanding, discuss public policy
priorities, objectives and measures, improve the coherence and co-
ordination of policies for security and resilience in Europe and
identify and promote the adoption of good baseline practices for
security and resilience’.

International approaches on resilience

On February 7th 2013, the “Cybersecurity Strategy of the
European Union: an Open, Safe, and Secure Cyberspace”® was
presented through a press conference with the important remarks
of Catherine Ashton?, EU high representative, Neelie Kroes!”,
Vice-President of the European Commission responsible for the
Digital Agenda and Cecilia Malmstrém'', EU Commissioner for
Home Affairs. The remarks revolve around the fact that we rely
on cyberspace in almost every sector of our lives, and thus the
importance of defending it from cyber attacks. Neelie Kroes un-
derlines one of the critical point of the EU Strategy, that’s to say
cyber resilience: “We need to protect our networks and systems,
and make them resilient. That can only happen when all actors
play their part and take up their responsibilities. Cyber threats are
not contained to national borders: nor should cyber security be. So
our strategy is accompanied by a proposed Directive to strengthen

7 http://www.enisa.europa.eu/activities/Resilience-and-CIIP/public-private-
partnership/european-public-private-partnership-for-resilience-ep3r

8 Buropean Commission (2013), Cybersecurity Strategy of the European Union: an
Open, Safe and Secure Cyberspace., available from: http://ec.europa.eu/dgs/home-
affairs/e-library/documents/policies/organized-crime-and-human-trafficking/
cybercrime/docs/join_2013_1_en.pdf

° Remarks by EU high representative Catherine Ashton at the at press confer-
ence on the launch of the EU’s Cyber Security Strategy, February 7" 2013, avail-
able from: http://www.consilium.europa.eu/uedocs/cms_Data/docs/pressdata/EN/
foraff/135287.pdf

10 Neelie Kroes, “Using cybersecurity to promote European values”, speech at
the at press conference on the launch of the EU’s Cyber Security Strategy, Feb-
ruary 7" 2013, available from: http://europa.eu/rapid/press-release SPEECH-13-
104_en.htm

1 Cecilia Malmstrom, “Stepping up the fight against cybercriminals to secure a
free and open Internet”, speech at the at press conference on the launch of the EU’s
Cyber Security Strategy, February 7™ 2013, available from: http://europa.eu/rapid/
press-release SPEECH-13-105_en.htm
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cyber-resilience within our single market. It will ensure companies
take the measures needed for safe, stable networks. [...] Europe
needs resilient systems and networks. Failing to act would impose
significant costs: on consumers, on businesses, on society. A single
cyber incident can cost from tens of thousands of euros for a small
business — to millions for a large-scale data breach. Yet the ma-
jority of them could be prevented just by users taking simple and
cheap measures.”!?

On 12th February 2013, the president of the United States Ba-
rack Obama issued an Executive Order entitled “Improving Criti-
cal Infrastructure Cyber security”'®, which has similar contents
and measures to those included in the Cyber security strategy of
the European Union.

On March 19th, 2013 the much awaited and coveted Cyber se-
curity Decree'* (DPCM January 24th, 2013) was published in the
Italian Official Gazzette. The Decree sets forth the new govern-
ment architecture that is entrusted with the task of facing potential
cyber security threats in Italy.

The Prime Minister is at the top of the organisational structure
established by the Decree along with the “Committee for the Secu-
rity of the Italian Republic” (CISR), which has the task of defining
national security strategy (the so-called “National Cyber Security
Strategy™). A “collegial co-ordination body” supports the first level
of such organizational structure. The collegial co-ordination body
is chaired by the Director General of the Department for Informa-
tion Security (DIS). The Military Adviser assisting the Prime Min-
ister also attends the meetings of the collegial co-ordination body.

On February 2014 the Italian Presidency of Council of Minis-
ters has publically released the “National Strategic Framework for
Cyberspace Security”!® and the “National Plan for Cyberspace
Protection and ICT Security”!®.

The National Cyber security Strategic Framework sets out the
strategic guidelines that must be pursued through a joint effort and

12 Neelie Kroes remarks, op. cit.

13 Barack Obama, “Improving Critical Infrastructure Cybersecurity” Executive
Order of February 12, 2013, available from: http://www.whitehouse.gov/the-press-
office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity

14 Available at: http://www.gazzettaufficiale.it/atto/serie_generale/caricaDetta-
glioAtto/originario?atto.dataPubblicazioneGazzetta=2013-03-19&atto.codiceRedaz
ionale=13A02504&elenco30giorni=true

15 Available  at:  http://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/
uploads/2014/02/italian-national-strategic-framework-for-cyberspace-security.pdf

16 Available  at:  http://www.sicurezzanazionale.gov.it/sisr.nsf/wp-content/
uploads/2014/02/italian-national-cyber-security-plan.pdf
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a coordinated approach of all key stakeholders of the national cy-
ber security architecture identified by the Prime Minister’s Decree
of the 24th January 2013, under the coordination and guidance of
the Committee for the Security of the Republic.

Undoubtedly, this is a sign of how an important challenge the
cyber security of Critical Infrastructures — and of their ICS — is
becoming in different contexts.
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A.H.Kypb6arukwnii

Benopycckuti eocyoapcmeeHmblil yHUSepcumem

JInynas nH(popManmoHHaa 6€30NMaCHOCTh M NMPaBUJIA
NnoBeJAeHNsI B BUPTYaJIbHOM NMPOCTPAHCTBE

TToxoxe, MUp CIMILIKOM YBJIEKCS TjIo0alu3alueil 1 ObICTPhIM
MOCTPOCHUEM I'PaxkIaHCKOTO OOIIECTBA C UCIIOJIb30BAHUEM HOBBIX
WHGOPMALMOHHO-KOMMYHUKAMOHHBIX TexHosioruit (MKT). Mol
MocTyrnaeM Kak Hepa3yMHbI aBaHTapa B O0€BbIX AEHCTBMSIX, KO-
TOPBIi, MbITAsICh MAKCUMAJIbHO OBICTPO JOCTUYb MOOE/Ibl, 3a0bIBa-
€T Tpo ThUIBL. MBI 3a0bIBa€M PO HAIIM ThLIbBI — HAllMOHAJIbHBIC
rocyaapcTba, HallMOHajJbHble OCOOGHHOCTU MEHTAJIUTEeTa, KYJb-
Typbl, 00pazoBaHusi. Ho Mbl JOJKHBI TOMHUTb, YeM OOBIYHO 3a-
KaHYMBAIOTCS TaKUMe HEMOArOTOBJICHHbIC HAcTyIieHus. KoHeuHo
rpaxiuaHckoe o0l1ecTBO HyXHO cTpouTh, HO MKT nuib Heob-
XOAUMBIE YCIOBMS JJISI 3TOr0 U Helb3sl ckopocTh pa3Butust UKT
JKeCTKO YBSI3bIBaThb CO CKOPOCTbIO pa3BUTHUsI oOllecTBa. B yact-
HOCTHM, MBI OBICTPO TIOTpyKaeMcsl B BUPTYaJbHBI MUp, HO CO-
BEpILUEHHO OKAa3aJuCh HE TOTOBbI K TaKOMY MOTPYXKEHUIO U HE
3a00TUMCSI O JIMYHOW MHMOpPMaLMOHHOI Oe3omacHocTu. Tpa-
JUILIMOHHO MbI MPUBBIKIM, YTO HYXKHO OoOecreurBaTh WH(popma-
LIMOHHYIO0 0€30MacHOCTbh rocyaapcTBa, UH(GOPMALMOHHYIO 0€30-
MaCHOCTb KPYIMHOTO, B IEPBYIO Ouepeab TPaHCHAIIMOHAJILHOTO,
OusHeca (Kopropaluii, XOJAWHTOB U T.1.), JUYHAs ke nHpopma-
IIMOHHAsT 0€30ITaCHOCTh OCTACTCS B TCHU.

Kak B pealbHOM MMpe, TaK U BUPTYAIbHOM JOJIKHbBI 1€HCTBO-
BaTb HEKOTOPbIE COLIMAJIbHbIE PEryasiTOpPbI MoBeaeHUs. [TonbITKy
MPUHATH TaKe HOPMBI TPEANTPUHUMAIOTCS IO CYTH C CaMOro 3a-
poxnenusi MutepHera. K coxanenuto, ux aheKTUMBHOCTh TMOKa
He BBICOKA.

XOT4 yKe IMOJOXMUTEIbHO TO, YTO MPOOJEMbl MPaBU MOBEAC-
HUS CTaJu OYeHb aKTMBHO oOcyxXnatbcs. ECThb psin npenioxeHui
M0 MpaBujIaM IMOBEJACHMSI CO CTOPOHBI OM3Heca (HampuMep, KOM-
naHust Microsoft), co cTOpoHBI rocyaapcTB M TPYMIl rOCydapcTB
(Poccus, HIOC, HATO (TamiuHHCKUIA IIPOEKT)), paboyeii rpyr-
Mbl 9KCIEePTOB MpU TeHepadbHoM cekpetape OOH.

MHorue 3KCHepThl, BBICTyNAsl MPOTUB HAIIMOHAIBHBIX PaMOK
WMHrtepHeTa, npeaocTeperaloT 0 MOTEHUMAJbHON OMacHOCTU BBE-
JieHus mpaBwi U HopM noBeaeHust B UHTepHere. Ho eciu GbI 91O
ObLIa mpocTasl cpena OOILIEHMS: a TaK B 9TOM CpeAe OCYLIECTBIISI-
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ercsi OusHec, oOpa3oBaTesbHbII MPOLECC, YCAYTU 3JEKTPOHHOTO
MpaBUTEJILCTBA U T.J. MbI BCe yallle OCYILIECTBIISIEM B 3TOU cpene
LIEJIBI PSII TOCYAApCTBEHHBIX (MYHKIMI ((PyHKUMI peryimpoBa-
HUSI), KOTOpble, KaK TMpaBUJO, HOCST W HalMOHAJIbHbIE PaMKMU.
C oueHkoil 3HaueHUs1 MIHTepHeTa, U CO3MAaHHOTO HAa €r0 OCHOBE
BUPTYaJIbHOTO TMPOCTPAHCTBA, JUISI OOLIECTBA U JIMYHOCTU TOCY-
JIapCTBa, MOXHO CKa3aTh, CUJIbHO OMO3[aJIU, a OU3HEC, 0COOEHHO
TPAaHCHALIMOHAJIBHBIN OKa3ajics Ha MepeIHeM Kpae, HO,K coxaie-
HUIO, TOJIbKO C TOUKM 3pEHUS TTOJYyYeHUsT MPUObLUIN.

Krto xe mojkeH akTMBHO (popMUpoBaTh IpaBuwia? B nepByio
ouepellb, IKCIEPThl, KaK CO CTOPOHBI rOCyIapcTBa, Tak U oOlie-
cTBa, U OusHeca. BcmomHuM ucropuio. MHTEepHET cosnmaBaics,
opmupoBaicss U pa3BUBAICS Ha HayalbHOW CTaAUM B CpPaBHU-
TEJIbHO Y3KOM HayYHO-3KCIEPTHOM COOOIIECTBE CO CBOUMU H0-
CTaTOYHO YCTOSIBLIMMHUCSI HOpPMaMu, MpaBWJIaMU, KOTOpPbIE IO
CyTM aBTOMAaTUYeCKU (DYHKIIMOHMPOBAIM U B 3apOXKIaloIIeMCs
BUPTYaJbHOM TMPOCTpaHCTBE. ba3oBas TexHoJiorThuecKasi apXxu-
TekTypa VIHTEpHEeTa M3HAaYyalbHO OCHOBBIBAJIACH HA CAMOPETYJIM-
pOBaHMM, He MpejrnoaramieM ocodboil nepapxun ynpabjieHUsS U
UACHTUGhUKALUM JIUL, MOJyYalolluX M Tepeaarnmx uHbopMa-
uuto. Ho 3aTemM ObICTphIli pocT ayauTtopuu MHTepHeTa mpuBea K
ToMy, 4yTo MHTEepHET mpeBpaTWICS B IJ100AJbHYIO HMHGPACTPYK-
TYypy TPaHCTPAaHUYHOTO WHOOPMAIIMOHHOTO OOMEHa, TMOSBUIOCH
100ajbHOE BUPTYaJbHOE MPOCTPAHCTBO, HO 6a30BbIE TEXHOJIOTH-
YECKUE OCOOEHHOCTU MPUHLMITMAIBLHO HE M3MEHWIMCh, a JIMIIb
MOJIUMULIMPOBATIUCH JIS1 yA0OCTBA UCMHOJIb30BAHUS MWLIMOHAMU
roJib3oBaTeasaMu (yXe, KOHEUHO, He IKCIepTaMu).

Ecnu BCIOMHUTBH, TO U B TPagULIMOHHOM OOILIECTBE IpaBuja
noBeaeHUsT (pOPMUPOBATIUCH 10 CYTU B DKCIIEPTHOI cpene — Oyab
TO PEJIMTMO3HAas Cpella, YHUBEPCUTETCKAS Cpelia, Cpela TOPOICKUX
PEeMECIEHHUKOB, OObEIMHEHHBIX B TWJIbAUU U T.J.

To, yTo romuTcs JJisi SKCMEPTHOTO COOOIIECTBAa, OOBIYHO Ha-
MPSIMYIO HE MOAXOJAUT ISl BCETO OOIlecTBa.

DKcrepTHas cpeja, peaKo ObIBaeT HE3aBUCHUMOM (IaxKe eciiu
Mbl TOBOPUM OO 3KCIIEPTHOM Cpelie BECbMa YCJIOBHO HE3aBUCH-
MOTO TpaKJaHCKOTO OOIlecTBa), OHA B CYILIECTBEHHOM CTeme-
HU 3aBUCUT JIMOO OT rocyaapcTBa, JIMOO OT Ou3Heca. YUUTbIBas
3HAUUTEJIbHYIO0 TPAHCTPAHUYHOCTh BUPTYaJIbHOTO IMPOCTPAHCTBA,
COOTBETCTBYIOLIYIO 3KCIIEPTHYIO Cpely lieJiecoo0pa3HO ObLIO ObI
¢dopMUpOBaTh KaK MEXIYHApPOAHYIO Cpeday, NMPU aBTOPUTETHBIX
MexayHapoaHbix cTpyktypax (OOH), BoBiekass B IIpolieCcC 2KC-
MEePTOB OT BCEX 3aMHTEPECOBAHHBIN CTOPOH. MOXHO IMOJHOCTBIO
comlacuThbesl ¢ POpMyIMPOBKOM, paspaboraHHoi Paboueil rpyr-
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noii mo ymnpasieHuto MHTepHeToM mipu ['eHepaibHOM cekpeTrape
OOH: «YnpaBienue MHTepHETOM» O3HauaeT «pa3paboTKy U Mpu-
MEHEHUE TMPABUTEIbCTBAMU, YACTHBIM CEKTOPOM U TPpaxkKIaHCKUM
OOIIECTBOM, IMPU BBINOJHEHUU MMM CBOEH pOJIM, OOLIMX TPUH-
LIMIIOB, HOPM, TpaBWJ, MPOLEAYpP MPUHITUS PELIEHUW W Mpo-
rpaMM, PEryJMPYIOLIMX 3BOJIOLIMIO U TIpuMeHeHue MHTepHeTar.
BaxxHo cTpeMuTbes caenaTh Tak, YTOObl MHEHME 3KCIIEPTHOTO CO-
o0lllecTBa OKa3bIBajao OOJbIIOE BO3ACHCTBUE HA (POPMUPOBAHME
MHEHUSI, KaK MPaBUTEIbCTBEHHBIX CTPYKTYP, TaK U BIMSITEJbHbIX
OU3HEC-CTPYKTYP.

IToka MbI 0OCyX1aeM HYXXKHBI WJIM HE HYXKHBI TIpaBuja B BUp-
TyaJIbHOM MPOCTPAHCTBE — MbI TepsieM BpeMs. B peaibHOM mupe
rocyAapCcTBO B CYLIECTBEHHON CTENEHU Opasio Ha ce0sl BHEIpEHUE
U nojjepxaHue nmpaBuwi. Mojiojjoe MOKOJIEHUE OCTaeTCsl B BUPTY-
AJIbHOM MMPE MPaKTUYECKU 0€3 BCAKUX MPaBUJl, U, COOTBETCTBEH-
HO, He oOecrieunBaeTcsl JuuHass MHQOpMallMOHHasi 6€30MaCHOCTb.
A BpeMsI IIPOXOAUT OYEHb OBICTPO, MOJIOAOCTD IIPOXOAUT OBICTPO,
U TIOKOJIEHUST ObICTpO cMeHstoTcsd. K coxaneHuto, MHOTUE M3Me-
HEHUs TIPOUCXOMAT HACTOJIBKO CTPEMUTEILHO, UYTO MbI HE yCreBa-
€M UX Iaxe (puKcupoBaTh, U XUBEM B IUIEHY WUI03Mid. Hampu-
Mep, B TPaAULIMOHHOM MMOHMMAHWUM CETOJHSI MacCOBO HET Jaxe
CTylIeHYeCKOI Ipyribl. YacTo B MOJIOJEXKHOM cpele OTHOLIEHUS
B COLIMAJIbHBIX CETSIX BUPTYaJbHOTO MPOCTPAHCTBA Topasno 00-
Jiee 3HauMMble (B CYLIECTBEHHOW CTENEeHM M3-3a BUPTYaJIbHOM
KOM(OPTHOCTH), YeM B paMKax TOH K€ CTYAEeHUYECKON TIpYIIIIbI.
BcnoMmuHasi mipoliecc (hopMUpOBaHMSI HAUMOHAIbHBIX (CTpaHO-
BBIX) 2JIUT (M KaK CJAeACTBUE, IKCIIEPTHOIO COOOIIECTBA), MMEHHO
CTyJIEHUECKHUE TPYINbl YHUBEPCUTETOB ObLIU CYIIECTBEHHBIM Me-
XaHU3MOM BTOTO Mpoliecca.

[ToHsTHO, YTO HOPMBI M TIpaBWJa MOXHO paccMaTpuBaTh B
KOHTEKCTe MH(MOPMALMOHHON 0€30MacHOCTU IJ100aJIbHOM CEeTH.
NHudopmanroHHas 6e30MacHOCTb CTaHOBUTCS  YHUKAJIbHBIM
CPEeACTBOM I10 CYTHM CUJIOBOI'O BO3/IEMCTBUSI Ha HEYTOAHbBIX I'pax-
JaH, TPyMIl TpaxKaaH, OOLIECTBEHHbIE OpraHU3allMu, HEYrOJIHbIE
OusHec-cTpyKTyphl. Ho 3TO ke pacrnpocTpaHsieTcsl U1 Ha HEYyrof-
HbIe rocyapcTBa, IrpyIbl rocynapctB. [1pu aToM, onsiTh HEe UMest
YETKUX TPaBUJ U HOPM, BBICOKA CTENEHb AHOHWUMHOCTH TaKOIO
BO3IEUCTBUA.

Ceifuac MHOTO TOBOPSIT O COILIMAIbHOM OTBETCTBEHHOCTU OU3-
Heca. KoHeuHO, ObUTO Obl MAEaNbHBIM, €Clid Obl OM3HEC ObLT 00-
Jiee colMaibHO OTBEeTCTBEHEH 3a cBolo MKT-npoaykiinio, BKIIIO-
Yyasg W pa3BUTHUE BUPTYAJIbHOTO MpocTpaHcTBa. Ho, K coxayieHuto,
CJIMIIIKOM packpyyeHHasi (MHOTIa 3aBeOMO MCKYCCTBEHHO) KOH-
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kypeHuus B ccepe MKT 3a mpulbbUIb He JACT pellieHUsT 3TO Mpo-
0s1eMbl 32 IPUEMJIEMbII CPOK.

Hosrie MKT mopoxnaroT HOBbIE INIOOAJIbHbBIE MHULIMATUBBL B
BUE KOMILICKCHBIX IIOOAJbHBIX MPOEKTOB, KOTOPbIE BKJIHOYAIOT
uenblii psa uHTerpupyeMblx MKT. Mbl yacTo He MOXeM rapaH-
TUpOBaTh 6e30MacHOCTh B paMKax ogHoil MKT, 4To yXX roBOpuTh,
eC/Ii OHM ellle MHTerpupytorcs. M ecium Ha MpOrHO3UpoOBaHUE
(DYHKIIMOHAIBHOCTM TaKWX TPOEKTOB 3aTpPauyMBalOTCs OOJbIIME
pecypchl U CpeicTBa, TO 6€30MacHOCTb MCCIEIYeTCsl TI0 OCTaToY-
HOMY MPUHIIUITY.

Just mprMepa MOXHO BCIIOMHUTBL, Hampumep, 00 MHTepHeTe
Beuleid. Eie B cepenrne 2009 rona kopriopaiius Ericsson oryacuia
MMPOrHO3, cormacHo Kotopomy K 2020 roay okoso 50 miuppa pazanu-
HBIX 2JIEKTPOHHBIX YCTPOUCTB B MUpe OyIyT B3auMOAEHCTBOBATH
¢ MHtepHeToM. EcTecTBeHHO, MoAaBJIsiiolIasl 4acTb U3 HUX OyAeT
B3aMMOJIEIICTBOBAThH O0€3 BMellaTe/bcTBa yenoBeka (B M2M — uH-
tepdeiice). To ecTb B cyllecTBeHHOI cTerneHu MHTEpHET cTaHeT
«nrepnerom Beueit». MHTepecHa mamumatna CIHIA — Ha-
LIMOHAJIbHASL CTpaTerus 110 INIOOAJIbHOM 0e30IMacHOCTH LIETU IO-
CTaBOK, KOTopasi Obuta mpuHATa B siHBape 2012 roma. C TexHOIO-
TMYECKOM TOYKM 3pEHUSI MOXHO CKaszaTbh, UYTO JAaHHasl CTpaTeTusi
yKiaaabsiBaeTcss B MIHTepHeT Beleil. OOHOM M3 OCHOBHBIX 1ieJieit
B OTOM CTpaTeruu SIBJISIETCS] MHTErpUpOBAHHAsi BCEMUPHAsl CEThb
TPAHCTIOPTHBIX, TTOYTOBBIX ITyTEH, CPEACTB U MHMPACTPYKTYPHI,
MOCPEACTBOM KOTOPBIX TOBaphl MepeMelaloTcsl OT TOUKU MPOU3-
BOJICTBA 10 KOHEYHOTO NoTpedbuTessi. TexHoJoruuecku, 3To coue-
TaHWe HaBUTalLlMOHHLIX TexHojoruii, RFID, MHTepHeTa 1 T.10.

KoHeuHo, ¢ Touku 3peHust (PyHKIIMOHAIBLHOU ITOJE3HOCTU BCe
9TU TEHACHUUU OoJiee-MeHee MOHSITHBI. A BOT KaK PeIInTb Mpo-
OsieMbl obecrieyeHus1 MHGOPMALIMOHHOM ©€30MacHOCTU, B 4YacT-
HOCTU JIMYHON MH(MOPMALUMOHHON 0e30MacHOCTU, COBCEM He
sgcHo. [Toka He MOHATHO, Kak OyneT B TaKuMx MacluTabax obecre-
YMBATbCSl HAJAEXKHOCTh PabOThl MPUOOPOB U YCTPOMCTB, CBSI3aH-
Hbix MHTepHeTOM. UTO OyaeT MpOMCXOIUTh C HaKaIUIMBA€MbIM OT
nmpubopoB B MHTepHETE OrpOMHBIM KOJMYECTBOM MHGMOPMAIIUN.
Benn aTa nngopmanus OyaeT 1 MpsiMO, U KOCBEHHO CBSI3bIBATHCS
C KOHKPETHBIMM JtoabMu. Omsarh mpobjema JUYHO MHGbOopMa-
LIMOHHOM Oe3omacHocTU. M 31ech He TOJIBKO /eJI0 B OUEBUIHOM
BO3MOXHOCTHU MCMOJb30BaHUS TaKOoi MH(MOPMALIMK CIelCcTyK0a-
MM, KaK, Harpumep, 3asiBuj riasa [IPY [IsBun [letpeyc — HOBbIE
OHJIAfH-YCTPOMCTBA — 3TO COKPOBHUIIHMIIA JAHHBIX [JISI €r0 Be-
noMctBa. Takue riiobanbHble MHULIMATUBBI, Kak MHTepHeT Beuleit
(a BMecTe ¢ HUM <«YMHBbIE JIOMa», «yMHBI TPaHCIIOPT», «yMHbIE
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ropoja») MpUBEIYT K elle 0ojiee MacCCOBOMY MPOM3BOJCTBY MpPO-
rpaMMHoOro oobecrnedeHusi. B 3ToT mpouiecc OyayT BOBJIEUYEHbI
HOBBbI€ MWUIMOHBI MPOrPaMMUCTOB, KaK TpaBWJIO, C JOCTaTOY-
HO HU3KUM YPOBHEM MOJATOTOBKHU. SACHO, UTO mjisi obecrnedyeHust
0€30MaCHOCTY TaKUX MI0OAJbHBIX UHULIMATUB [IJI YesloBeKa, 00-
1IeCTBA HY>XEH HaJeXHbIi O6e30MacHbIli MPOrpaMMHBIIA MPOIYKT.
A BOT 3TOro MaccoBO Mbl MOKa rapaHTUPOBaTh He MoxeM. Her
MOoKa TaKWX TEXHOJOTMH M METOAOJOTUI, KOTOpbIe IO3BOJISIOT
OBICTPO, U TJIaBHOE JJ1s1 OM3Heca — JellIeBO, MPOU3BOIUThL HANIEXK-
HBIi 1 Oe30macHbIi MpOorpaMMHbLINA NpoAayKT. B mupe pabotaioT
TUTAaHTCKUE KOHBeepbl MPOM3BOACTBA MPOrPAMMHOIO MPOIYKTa
0e3 JOJDKHOTro oOecreuyeHus ero 0e30MmacHOCTU M HaJeKHOCTH.
OumubKM B MPOrpaMMHBIX CPEACTBaX CIMOCOOHBI HAHECTU YUIEpPO,
KOTOPBIN 3HAUYUTENLHO MPEeBBICUT 3(D(HEKT OT UX UCIOJb30BAHUS.
Hecxkonbko yTpupysi, MOXXKHO CKa3aTh, YTO OE30IIaCHOCTh U YeJI0-
BeKa, U OOLIECTBa, U rocyaapcTBa Bce O0O0JblIE 3aBUCUT OT MPO-
TPAaMMHOTO TTPOAYKTA.

JocTaTOYHO OYEBUIHO, YTO CEroJHs B OYEHb IMHAMMYHOE
BpeMsl, YTOObI CTaTh JUJAEPOM OM3HEca, MPUXOAUTCS J1eHCTBOBATDH
BHE MpaBWi, UX HapyllaTb — W MaJIO BEPOSTHO, YTO OU3HEC OyneT
aKTUBHO BHEIPSTHb MpaBuja U HOPMbI B BUPTYaJIbHOM MPOCTpPaH-
cTBe. MaJio mpumymMaTb HOPMbI — UX €1lI€ HaJo BHEAPUTb — a 3TO
MpoLIeCcC TOCTAaTOYHO IJIUTENbHBIA U moporoctosiiuuit. M1 atu 3a-
TpaThl MOTYT YMEHBIIUTh KOHKYPEHTOCIIOCOOHOCTh OM3Heca,
MPakKTUYECKM BCEraa OPUEHTUPOBAHHOIO Ha IMOJYYeHUE MaKCH-
MaJIbHOM MpUObLIN.

B aTOM m1aHe OoJibllle MOXHO pacCUYMTHIBATH HA TOCYAApPCTBO,
KOTOpOE COXpaHsIeT HallMOHAJbHbIE I'PAHUIBI U «XOTb KaKHe-TO
MpaBuUjIa MOBEICHUS B PEAIbHOM MUpPE».

C npaBwiaMu MOBEIECHUSI B BUPTYaAIbHOM MPOCTPAHCTBE TECHO
CBsI3aHa JIMYHasi MH(GopMalMoHHas1 6e301acHoCTb. bricTpoe pas-
Butue MKT u rmoGanuzanus yCKOPSIOT HPO3payHOCTh YeloBeKa
B BUPTyaJIbHOM MpoCTpaHCTBe. ['OTOBBI JIU MBI K TaKOil Mpo3pay-
Hoctu? IlpakTM4yecKu HEeT, IO CYTU HET, pa3yMHOro obecIieyeHus
JIMYHOM MHMOpMaLIMOHHON Oe3omacHocTu. M3MeHeHUs T7100aj1b-
HOro Maciitaba MOTYT MPOU30UTH ropas3ao ObICTpee, YeM KaxXeT-
cs. YKe ceifyac sBHO 3aMETHbI TEHIEHIMM, KOTAa Bce OoJibliie U
OoJibllle JIMYHOW MH(OPMalMM 3aHOCUTCSI B OHJIAalH-TIpOoaiiibl.
JInuHas KU3HB MepecTaeT ObITh JUYHON. DTOMY aKTUBHO CIIOCO0-
ctBytoT 1 KT, u nmonautuka Kommnanuit, nponuratoiux MKT.
ITocMoTpuTe, MOXEM JI MBI MCIIOJIb30BaTh IJIAHIIET B ITOJHO-
CTbIO aBTOHOMHOM peXHMe, KakK JIeT AecsITb Ha3aja HOoyTOyk. Het
rapaHTuii, 4TO IUIaHILIET obecreyrBaeT JUYHYIO MHGbOpMalU-

222

Forum_1.indd 222 @ 22.10.2014 13:40:36



OHHYIO 0e30macHOCTb. Ero mpakTuyecku HEBO3MOXKHO HCMOJIb-
30BaTh JJIMTEJbHOE BpeMsl BHE CE€TM — €ro CTaHJapTHasl oIie-
pallMOHHAsl cpela IOCTOSIHHO TpeOyeT KaKMX-JIM00 M3MEHEHMUIA.
[TpunoxeHust, ycTaHOBJIEHHbIC Ha HEM, TakKXe TMOCTOSTHHO HYXK-
JAl0TCS B U3MEHEHMSX, B amnrpeiite u T.0. Ecau He M3MeHUIb —
HET rapaHTUii, YTO B OAWH MPEKPACHbIA MOMEHT MPUIOKEHUE
WM oIlepallMoHHasl cpeja BooOllle He 3a0sokupytorcs. Bce aTo
3aCTaB/ISIET XOTS Obl MHOTIA TMOAKIIIOYAThCS K IJIOOATbHON CeTH.
A nm10060€ MOAKII0YEHNE — 3TO BO3MOXHOCTb HAPYILLIEHUST JIMYHOMU
nH(POPMaLIMOHHOU 6e3omacHOCTU. JItoneil Hellb3sl «IIOACTaBIISIThY,
He 00ecreyuB UX JUYHOU MH(pOpMalMOHHON O6e3omacHocTu. Kak
zassBusl Dpuk IImuar B uHtepBbio TheWallStreetJournal, no mo-
CTVKEHUM COBEPLIEHHOJETUSI MHOTME CETrOAHSIIHNAE MOAPOCTKU
OyayT BBIHYXIE€HbI MEHSITb MMeHa W (aMUIMU, TOCKOJbKY ce-
TOIHSIIHSS MOJIOAEXKb ONMUCHIBAET KaXKAblii CBOM IIar B COLMAIb-
HBIX CETSIX, MPaKTUUYECKW HEe OCO3HaBasl MOCJIEACTBUI CBOUX Jeii-
cTBMIi. B3pocioe rmokoneHre (KOTopoe OTBETCTBEHHO 3a Pa3BUTHE
BUPTYQJIbHOTO TMPOCTPAHCTBA) U TMOACTABISET 3TUX IMOAPOCTKOB.
B cyliectBeHHOl CTErneHM 3TO BOIMPOC 0O0pa3oBaHMsSI U BOCIUTA-
HUSI, KOTOPbIe BCe OOJIbllIE YXOAIT B BUPTYaIbHOE MPOCTPAHCTBO.
IToaTOMy M HYXHBI TTpaBUIa U HOPMbI TTOBEACHMUSI.

XoTs B MUpe ceifuyac ObICTPO JIOMAIOTCS U TpaaULIMOHHbIE HOP-
MbI TIoBeeHUsl. HOpMbI XOTh KaK-TO «lI€MEHTUPYIOT» OOLIECTBO,
WHave pacriajieMcsl Ha MHAWBUIOB, KOTOPBIE B UTOTE MOTYT IIepe-
cTaTh ObITh U JUYHOCTBIO. 10 CyTH, MBI MOXeM pa3pylIUTb CaMO
MOHMMaHKe OOIleCTBa, €CIU «IepedopIIMM» C MHIUBUIyaIU3a-
nueit. IToka BUpPTyajbHOE MPOCTPAHCTBO OOJIbILIE CIIOCOOCTBYET
WHAMBUAyaId3allMi, HO HE uyepe3 pacKpbITUE CIOCOOHOCTEeH, a
HaoOopoT. B MHTepHeTe MBI B 110001 MOMEHT MOXEM YUTH OT
001IeHNS — B OOBIYHOM OOIIIECTBE TaK HeE MoJiydaercs. B pesyib-
TaTe BCE YCKOPSIOUIErocsl IpOoOJIEHUSI Ha Majlo CBSI3BHbIE MEXIY
c000i1 coob1IecTBa HOPMbI MOBENECHUSI TSKEIO PaCIpOCTPAHSITh.
Ckopee Bcero, 10OpOBOJIBHBIX HOPM ITOBEACHUSI CETOIHSI HE XBa-
TuT. TpedyeTcs coueTaHre OpraHMN3allMOHHO-TIPABOBBIX, TEXHUKO-
TEXHOJIOTMYECKUX, COLIMaTbHO-HPABCTBEHHBIX METO/IOB.

Ellle onuH acnekT JMyHOW MH(MOPMALMOHHOK 6€30MacHOCTH.
Ham panum 6ecKOHTPOJIbHBIA JOCTYI K OTPOMHOMY ITOTOKY WH-
dopMairu, Kazajioch Obl, MOSIBISIIOTCS U OTPOMHBIE MOTEHIMAb-
HbIe BO3MOXXHOCTH pa3BUTHs. HO MBI IJIOXO yYUMCSI M YIUM, KaK
¢ 9Toil uHGopMalreil paboTaTb, YeMy MOXKHO BEpPUTh, YEMY HET.
Panbiie, xorna nngopmanus nonagaia B CMU, oHa X0Th Kak-To
MPOXOAMIAa DKCIEepTU3y (LIeH3ypa TOXe CBOEro poja IKCIepTU3a).
A ceiiuac — Mbl He 3HaeM 00 MCTUHHBIX MOTMBaX aBTOpa TOW
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WIA MHOW MHGOPMaALKUU, HO B CWJIY TPaauLIMil 4acTo il BepuM.
A Kak B TakOM cjyyae JOBEpsITb UH(MOPMAlLIMM O 310POBbE, Je-
yeHUU U T.A. TOJBKO 3KCIIEPThI, U TO B CBOEH cdepe, CIIOCOOHBI
XOTh KaK-TO OMNpPEAeIMTh AOCTOBEPHOCTh MH(popMaluu. MoxXKHO
ellle MPUBECTU MAacCCOBYIO0 He3(h(EKTUBHOCTh MPSIMOJUHEHHOIO
HUCTOJIb30BaHUsI B 00pa3oBaHMM WH(MOPMALIMOHHBIX MaTepUaioB
u3 Bukuneauu.

I'oBOpsl 0 MOXOXECTU HOPM MOBEACHUSI B OOBIYHOM KU3HU U
BUPTYaJlbHOM MPOCTPAHCTBE, HY>KHO He 3a0bIBaTh, YTO B OObIU-
HOM OOIIIEHMM aHOHMMHOCTb 3aHMMAeET JOJU TPOLIEHTa, a B BUP-
TyaJJbHOM — MOXeT HoXomuTh 10 90%. W mpomamaeT cepbe3HbIi
(haxkTOp HEOOXOOMMOCTU OTBEYATh 3a CBOU ITOCTYIKU.
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A.N.Kurbatskiy

Belarus State University

Personal information security and the rules of conduct
in information space

It seems that the world got too much carried away by globali-
zation and rapid development of civil society by means of new
information and communication technologies (ICT). We act as a
foolish vanguard in battle, the one that forgets about back areas
while trying to achieve victory as quickly as possible. We tend to
forget about our back areas — nation states, specifics of national
mentality, culture and education. But we must remember how such
unprepared offense usually ends up. Of course, civil society should
be developed, but ICTs provide only the prerequisite environment
and the rate of ICT development cannot be rigidly linked with
the rate of society development. In particular, we are quickly im-
mersing in a virtual world, but as it turned out, are not ready for
such a dive and do not care about personal information security.
Traditionally, we are accustomed to the need to ensure information
security of the state, information security of big, especially tran-
snational, business (corporations, holdings, etc.), whereas personal
information security remains in the shadows.

In both real and virtual world there should be certain social
regulators of behavior. In fact, attempts to adopt such rules have
taken place since the inception of the Internet. Unfortunately for
the time being they have not been very efficient.

And at the same time it is good that the issues of rules of con-
duct have become a subject of a very active discussion. There are
a number of proposals on the rules of conduct set forward by busi-
ness (for example, Microsoft), by states and groups of states (Rus-
sia, SCO, NATO (Tallinn draft)), by UN Secretary General Group
of Governmental Experts.

Many experts, being in opposition to the national boundaries
of the Internet, warn that it is potentially dangerous to adopt such
rules of conduct for the Internet. It would be valid if the Inter-
net was simply an environment for communication, however it is
an environment for business, educational process, e-government
services, etc. In this environment we increasingly frequently ex-
ercise a number of state functions (regulations), which also tend
to be within national framework. It can be said that the states
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were too late in assessing the importance of the Internet and the
virtual space for society and individuals; while business, especially
transnational, appeared at the forefront, but unfortunately, only in
terms of profit.

Who should actively formulate the rules? First of all, experts on
behalf of government, society, and business. Let’s recall history. At
an early stage the Internet was created, formed and developed by
a relatively narrow scientific and expert community with its fairly
well-established rules and regulations, which as a matter of fact
also functioned automatically in the emerging cyberspace. Basic
technological architecture of the Internet was originally based on
self-regulation which did not imply special hierarchy of manage-
ment and identification of individuals receiving and transmitting
information. But then, due to rapid growth of the Internet user
base, it had become a global infrastructure for cross-border infor-
mation exchange; global virtual space emerged, but basic techno-
logical features had not been fundamentally changed, only modi-
fied for the ease of use by millions of users (who certainly are not
experts).

If we recall, in a traditional society the rules of conduct were in
fact also formed in the environment of experts — whether that be
a religious or university environment, or the environment of urban
artisans, united in a guild, etc.

That what is suitable for the expert community is usually not
directly suitable for the whole society.

Expert community is rarely independent (even if we are talking
about the expert community of a rather conditionally independent
civil society), it substantially depends on either state or business.
Taking into consideration that virtual space is largely transbound-
ary, it would be appropriate to form the corresponding expert en-
vironment as international one, under the auspices of reputable
international organizations (UN), including experts from all stake-
holders. One can fully agree with the wording developed by the
UN Secretary General Working Group on Internet Governance:
“Internet governance is the development and application by Govern-
ments, the private sector and civil society, in their respective roles,
of shared principles, norms, rules, decision-making procedures, and
programmes that shape the evolution and use of the Internet.” It is
important to strive that the opinion of expert community has a
greater impact on opinion of both the governmental bodies, and
influential business structures.

We are wasting our time discussing whether or not there should
be rules in virtual space. In the real world the state to a large extent
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took upon itself the implementation and maintenance of rules.
The young generation resides in the virtual world almost without
any rules, and accordingly, personal information security is not
provided. And the time passes very quickly, youth is gone quickly
and generations change quickly. Unfortunately, many changes are
occurring so rapidly that we have no time to keep track of them,
and we live enthralled by illusions. For example, today there exist
no student groups in traditional sense (on a massive scale). Youth
relations in social networks of virtual space are often much more
important (to large extent due to virtual convenience) than rela-
tions within the same student group. If we recall the process of
forming of national (country-specific) elite (and as a consequence,
of expert community), student groups in universities have always
been an essential mechanism of this process.

It is clear that rules and regulations can be viewed from the
standpoint of information security of global network. Information
security becomes a unique instrument of in essence forced action
against citizens, groups of citizens, non-governmental organiza-
tions, undesirable business structures. But the same applies to un-
wanted states or groups of states. Once again without clear rules
and regulations, there is a high degree of anonymity of such ac-
tions.

Nowadays there are a lot of discussions about corporate social
responsibility. Of course, it would be ideal if business was more so-
cially responsible for its ICT products, including the development
of virtual space. But unfortunately too hyped up (sometimes cer-
tainly artificially) competition for profit in the ICT sector will not
provide a solution to this problem within a reasonable timeframe.

New ICTs create new global initiatives in the form of complex
global projects, which include a number of integrated ICTs. We
often cannot guarantee the security of a standalone ICT, let alone
if they are integrated. And while a lot of resources are spent on
functionality prediction of such projects, security research is given
whatever funds remain.

Let’s recall, for example, the Internet of things. Back in mid-
2009, Ericsson corporation announced a forecast that by 2020
some 50 billion different electronic devices in the world will have
Internet connection. Naturally, the vast majority of them will work
without human intervention (over M2M — interface). Essentially,
the Internet will become the «Internet of things». In this regard, the
US National Strategy for Global Supply Chain Security, adopted
in January 2012, is also interesting. From a technological point of
view we can say that this strategy fits into the Internet of Things.
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One of the main goals of this strategy is development of an inte-
grated worldwide network of transportation, postal routes, facilities
and infrastructures which facilitate the delivery of goods from point
of production to the end consumer. Technologically, it is a combi-
nation of navigation technologies, RFID, Internet, etc.

In terms of functional utility these trends are more or less clear.
But it is not clear how to solve the issues of information security,
in particular of personal information security. It is not clear how
the reliability of Internet-connected instruments and devices would
be provided on such a scale. What will happen with huge amount
of information accumulated by these devices on the Internet? And
this information will be directly or indirectly attributed to specific
people. Again, it is the issue of personal information security. And
the issue is not only about the obvious possibility that such infor-
mation may be used by secret services, as David Petraeus, the head
of the CIA, once said — the new online devices are a treasure trove
of data for the Agency. Such global initiatives as the Internet of
things (and with it — «smart home», «smart transportation», «smart
city») will lead to more mass-produced software. This process will
involve millions of new programmers with, as a rule, insufficient
level of training. Clearly, to ensure the security of global initiatives
for society and individuals we need secure and reliable software.
But for time being these qualities cannot be guaranteed on a large
scale. As of now there are no technologies and methods that would
allow fast and, more importantly for business — inexpensive pro-
duction of reliable and secure software. In the world there are gi-
ant conveyors for software production that do not provide proper
safety and reliability. Errors in software can lead to damage, which
greatly exceeds the effect of their use. If we exaggerate a little, we
can say that the safety of individuals, society and the state becomes
increasingly dependent on software.

It is quite obvious that today in such a dynamic time to become
a business leader it is necessary to act outside the rules, break
them — and it is unlikely that business will actively implement
rules and regulations in virtual space. To formulate the norm is
not enough — it has to be implemented — and this process is very
time consuming and expensive. And these costs can reduce the
competitiveness of business, the goal of which is almost always to
maximize profits.

In this regard, it is better to look to the nation-states, as they
retain national boundaries and «at least some rules of behavior in
the real world».
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Personal information security is closely associated with the rules
of behavior in the virtual space. The rapid development of ICTs
and globalization accelerate the transparency of individual in the
virtual space. Are we ready for such transparency? Practically not,
as in fact there exists no reasonable ensuring of personal informa-
tion security. Changes on a global scale can happen a lot faster
than one can think. Now we can see a clearly visible trend that
more and more personal information is stored in online profiles.
Personal life ceases to be personal. This trend is actively promoted
by both ICTs and policies of ICT companies. See if we can use
tablets completely offline, the same way we would use a laptop ten
years ago. There is no guarantee that tablets provide personal infor-
mation security. It is virtually impossible to use it offline for a long
period of time — its standard operating system constantly requires
adjustments. Installed applications also constantly require adjust-
ments, updates etc. If you don’t make these adjustments — there is
no guarantee that at one point application or operating system will
not lock up. All this entails you to be connected to the global net-
work at least occasionally. And any connection means the possibil-
ity of personal information security violation. People should not be
«crossed up» by not ensuring their personal information security.
As Eric Schmidt said in an interview to The Wall Street Journal,
upon reaching adulthood many of today’s teens will have to change
their names, because the young people of today describe each their
step in social networks, almost unaware of the consequences of
their actions. It is adult generation (which is responsible for the
development of virtual space) that crosses these adolescents up. To
great degree this is a question of education and training, and they
increasingly retreat to virtual space. And therefore we need rules
and norms of behavior.

Nowadays, however, traditional norms of behavior are being
rapidly broken up as well. Norms somehow «bond» the society;
otherwise it will fragment into individuals who may eventually
cease to be personalities. In fact, we can destroy the very concept
of society, if we go «too far» with individualization. For the time
being virtual space greatly contributes to individualization — al-
though not through development of abilities, but the other way
around. On the Internet, we may at any time withdraw from com-
munication — that does not happen in regular society. As a result
of accelerated fragmentation into loosely connected communities,
it is difficult to propagate norms of behavior. It is likely that today
voluntary codes of conduct will be insufficient. We require a com-
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bination of organizational, legal, technical, technological, social
and moral practices.

Yet another aspect of personal information security. We have
been given unsupervised access to a huge flow of information, and
it brings, as it would seem, a huge potential for development. But
we equally poorly study and teach how one should process this
information, what should and what should not be believed. Previ-
ously, when the information was distributed by mass-media, it was
somehow examined (censorship is also a kind of expertise). And
now we do not know the real motives of the author of information,
but due to traditions often believe it. And how in this case can
we trust information about health or treatment, etc. Only experts
with corresponding expertise are somehow able to determine the
accuracy of the information. There are also examples of greatly
inefficient straightforward use of information from Wikipedia in
education.

Speaking about the similarity of ethics in everyday life and in
virtual space, one must not forget that in the course of an ordinary
communication there is a fraction of anonymity, while during vir-
tual communication — it can reach up to 90%. And there is no
factor of accountability for actions.
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Keup I'miic

ILlenmp uccnredosarnuti KoHgaukmos, Beaukobpumarus

JleruTuMHU3anMsA OHJIANMH-CJIEXKKH U MOHHUTOPHUHTA

Ha MomeHT HamucaHusi 3TOM CTaThM TPOLLEJT MOYTH IOl C TeX
op, Kak MUp BIIepBbIe ycibiiaa uMs DaBapaa CHoyneHa. C Toro
MOMEHTA, KOTJia OH Hayajl CBOIO KaMITaHUIO MO PaCIIPpOCTPAHEHUIO
YKpaJleHHBIX CEKPETHBIX MaTepuasioB 0 BO3MOXHOCTsIX CIIA u ux
COIO3HMKOB 1O BEACHUIO IIMUOHAXa, MPOIIIO0 HEKOTOPOE BPEMsI,
U TIepBOHayajbHasl peaklusi Ha 3TO coObiTue yTtuxja. CooTBeT-
CTBEHHO, MOKHO HAUMHATh JeJaTh BBIBOABI O JOJTOCPOYHBIX ITO-
CJICACTBUSIX €0 NEUCTBUMNA.

ITomumo TOro, 4ro HaumoHaJabHOM Oe3omacHocT CoenuHEH-
Hbix ILITaToB M WX CTpaH-MapTHEPOB, a TakKXe O00pbhOe ¢ OpraHu-
30BaHHOU TPECTYMHOCTbIO U TEPPOPU3MOM BO BCEM MUpPE ObLI
HaHECEH Cepbe3Hblil yiuepO, meiictBusg CHoOylIeHa M €ro cood-
IIIHUKOB BBI3BAJIM U ApYrue MOCeACTBUSI, KOTOPbIC eABa JIU ObLIU
3amIaHUpoBaHHBIMU. OHU HeNpeaTHaMEepPeHHO YCKOPWIJIM pa3BU-
THE JBYX paHee CYLIECTBOBABLIMX HAMpPaBJICHUI UCIOIb30BaAHUS
HNnurepnera. B rmobansHOM MaciTabe OHM YCKOPUJIM M3MEHEHUE
OTHOLIEHMST Tosb3oBareieii MHTepHeTa K uaeasbHOMY OajmaHCy
MeX1y KOH(MUACHIIMAJbHOCTBIO U 0€30MacHOCTbIO. A, B YaCTHO-
CTH, B €BPOATIAHTUYECKOM COOOIIIECTBE, OHU YCKOPWIIM ABMKEHUE
K JIETUTUMU3ALMM MOHUTOPUHTA U CJIEXKHU 3a JAesSITeJbHOCThIO B
MutepHere. B HacTosllel cTaTbe pacCMOTPEHBI 00a HampaBaeHUs
pPa3BUTUS U BIMSIHUE, OKa3aHHOE Ha HUX AeicTBUsMU CHOyAeHa.

OTHoleHne K NpaBamM U 0€30MaCHOCTH

Packpoitue CHoygeHoMm B mioHe 2013 roma mHpopMauuy o
pasBeabiBaTebHON nesteabHocT CIIIA BbI3BaIo Ha MeEXIyHa-
POMHOI apeHe OKeCTOUeHHBIE CTIOPHI ITO BOIIPOCY O 3aKOHHOCTH 1
MOpPaJbHOCTM MOHUTOPMHTA CUCTEM CBsA3U. OmHAKO OOIIEeCTBEH-
Hoe obcyxneHue B CIIIA, EBporne, u 3a ee mpenesiamu, BbISIBUIO
MHOT000pa3ue pas3InyHbIX TO3UIINI MO 3TUM BOIIPOCAM.

B nocneaHee BpeMst poCT 10JIM HE-aHTJIOS3bIYHOM YaCTU MOJIb-
3oBareseit MHTepHeTa mpuBesl K OBICTPOMY OTXOMY OT €BpOaTiaH-
TUYECKUX B3MJISIIOB Ha Mpupony MHTepHeTa, ero peryjaupoBaHue,
1 perjaMeHTanui ero cBobon. B 1996 romy Gomee 66% monb-
3oBaresieii MHTepHera Haxomwinoch B CIIIA, B To BpeMsl Kak B
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2012 roay nHa momo CIIA mpuxommnoch aumb 12%'. Ilo onHoii
13 olieHOK, Ha MapT 2012 roma exXerogHbIiA POCT YKCIa TT0JIh30Ba-
tesneit UntepHera B Uuauu cocrasuin 32%?2.

OaHUM U3 TIOCJAEACTBUIA 3TOrO CIABUIa SIBJISIETCS W3MEHEHUE
YCPEeOIHEHHOTO MHEHUs IoJyib3oBareneil MHTepHeTa o Hambolee
MoaxonsiieM dataHce MeXAy KOH(PUACHIIMaTbHOCTBIO U O6e30rmac-
HocTbhlo B MHTEepHeTe. B miobanbHOM MaciiTabe cpeaHecTaTuCTu-
YecKUil Tosib3oBaTeb MHTepHeTa OoJjblie He pasaesiseT B3IJs-
JIOB «aHTJoc(pepbl» K MpaBaM JIMYHOCTU, KOTOPbIE, B CPaBHEHUU
C IPYTUMU KyJbTYPHBIMM TPAOUIMSIMU, TaM ObUIM TPaIUIIMOHHO
3HAYUTEIbHO CUJIbHEE, YeM FOCYIapCTBEHHbIC MHTEPEChl. A UMEH-
HO, B HACTOSIIIIEe BpeMsI CYIIIECTBEHHO M3MEHMIIOCH YCPETHEHHOE
OTHOLIEHUE K JETMTUMHOCTMU NESITeIbHOCTU MO MOHMTOPUHIY U
HaOJIOAEHUIO 32 YCJIOBHO YaCTHBIMM KOMMYHUKALUSIMU U Jeii-
CTBUSIMU B MIHTEpHETE, OCYIIECTBISIEMOM ISl TTPOTUBOACHCTBUS
TeppOPU3MY U MPECTYMHOCTU, U ISl IIITUOHAXKA.

CJI0XXMBILYIOCS TEHACHILIMIO HEOOXOAUMO pa3bsiCHUTH. Bo Bcex
00CYXIeHMSIX TOBeACHUs Tojb3oBateneid B MHTepHeTe oTMeva-
€TCsI, YTO OYeHb HEeOOJIbIIIOE YMCIIO TOJb30BaTeIeid XOTh KaK-TO
3aIyMBIBAIOTCS O KOH(PUACHIMATBHOCTU WM TpobjiemMe Ge3ormnac-
HOCTHU. BobIIMHCTBO TOJIb30BaTe/ el BO BCEM MUPE MPOIOIXKAIOT
COBepIIATh MOKYNKHU 1 3aXOIUTh B COLIMAbHBIC CETH, HE OECITOKO-
SICb O TOM, KTO U JUISl KaKUX 1ieJIell OCyllecCTBIsIeT HaOntoAeH e 3a
Humu. KpomMe Toro, HEOOXOAMMO YETKO pasieisiTh yCpPeAHEHHOe
OTHOLIEHME OOIIECTBA B LIEJOM U IMyOJMUYHbIC 3asIBICHUS MTOJTUTH -
YeCKUX JIMIEPOB — C UX «[TOKA3HBIM BO3MyLIeHMeM»>. OIHAKO 1y-
Marolee MEHBIIIMHCTBO MOJb30BaTesIeil B BOMPOCE COOTHOILIEHUS
KOH(MUAECHIIMAIBHOCTU U 0€30IMaCHOCTU TrocydapcTBa WM 0Olle-
CTBa OTXOIUT OT JIMOEpaTbHBIX 3aaIHBIX B3IJISIOB.

Kaxk cnenctBue, xorma anmiosi3seiuHble CMU, nmpuHIB Ha ce0s
pOJIb XpaHUTeJIel U apOUTPOB, pelInIn, B COOTBETCTBUM CO CBO-
UM COOCTBEHHBIM NMOHMMAaHUMEM HALMOHAJIBLHON Oe3omacHocTn?,
OMny0JMKOBaTh CEKPEeTHYI0 MH(MOpPMALIMIO, 3TO He ObLIO OTpaxe-

!'«State of the Internet in Q3 2012”, comScore, December 5, 2012, http://www.
comscore.com/Insights/Presentations_and_Whitepapers/2012/State_of the_Inter-
net_in_Q3_ 2012

2«State of the Internet in Q1 2012”, comScore, available at http://www.slide-
share.net/alcancemg/state-of-theinternetq12012webinar-copy

3Bérénice Darnault, “Why the EU response to NSA leaks is contradictory”,
The World Outline, October 28, 2013, http://theworldoutline.com/2013/10/eus-
response-nsa-leaks-spying-scandal-contradictory/

4“Guardian worldview at root of national security row”, The Commentator,
October 10, 2013, http://www.thecommentator.com/article/4250/guardian_world-
view_at_root_of national security row
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HUEM OTHOLIEHUS MOJIb30BaTeAeil aHIIos3bIdHOr0 MHTEpHETa, U
TeM OoJiee TIoyb3oBaTeneit MaTepHeTa B MUpOBOM MaciiTabe. Pe-
IIEeHUsT peJakKlMU M TOJMTHKA, HampuMep, OpUTAHCKOUN ra3eThbl
Guardian, oTpaxajyd OTHOIIIEHUE HEKOTOPOI yacTu e€ Jaubepasb-
HOI ayIuTOpUU — U HUrAe OoJiee TaKOM THEBHOM PUTOPUKU HeE
HabJII01a10Ch.

JleruTumusanug

Kpome paccMOTpeHHOro U3BMEHEHMUSI B3IJISIIOB, 3aMEeTHa Apyras
TEHIEHIIMSI, 0COOEHHO B MEXAYHapomIHOM coobiiecTBe CeBepHOit
Atnantuku u 3anagHoit EBponbl. EBpoatiaHTuyeckasi ob6jacTb
TPAAUMLMOHHO SIBJSETCS OILUIOTOM IpaB U CBOOOI JUYHOCTU, Of-
HaKoO OOIIECTBEHHOE OOCYyXIeHHe (KOTOPOE CTaJl0 BO3MOXKHBIM
Iocjie TOro, KakK MpPOIILIY TepBOHAYAIBHBIN IIIOK ¥ BO3MYIIIEHUE,
BbI3BaHHbIE OO0BHHEHMSIMUM CHOYIEHA) TaKXe BBISIBUIO SIBHOE
JIBUKEHUE B CTOPOHY MPUHSATUSI MOHUTOPMHIA U HAOJIOACHUS B
HMHTtepHeTe, BIUIOTh 10 aKTUBHON JETUTUMU3ALIMU.

DTO NBUXKXEHHE MPUHUMAET JBE YETKO BbIPaXKEHHBIE (POPMBI:
BBEICHNWE HOBOTO 3aKOHONATEJIbCTBA, OXBATBIBAIOIIETO MOHMTO-
PUHT U JeSITeJIbHOCTh 110 HAOJMIOAEHUIO, U 00eCIeunBalolero aisi
HUX TPOYHYIO TPABOBYIO OCHOBY; WJM IOATBEPXKIEHUE B XOJe
OO11IECTBEHHBIX OOCYXKIEHUIi, YTO, B COOTBETCTBUMU C NEHCTBYIO-
IIMM 3aKOHOJATEJbCTBOM, 3Ta JEATeNIbHOCTb YK€ SIBJISIETCS 3a-
KoHHOI. CyllecTBYIOT NpUMeEpPbl ACHCTBUII IOCyIapcTB B 00euX
KaTeropusix, ¥ OHU OyIyT PacCMOTPEHbI HMXKE, IMOCJIe U3YUYEeHUS
omnbiTa ['epMaHn, KOTOPBIN SIBJISIETCS TTOATBEP KAAIOIIAM TIPABU-
JIO UCKJTIOUEHHUEM.

BHesanHoe U OECKOHTPOJbHOE PACKPBITUE CYILIECTBOBAHUS
OKa3bIBaIOLIMX BO3AeCTBME Ha ['epMaHMIO CUCTEM MOHUTOPMHTIA
U Hau30pa, BbI3BAJO WMHTEPECHBIE OOIIECTBEHHO-TIOJIUTUUECKIUE
peaklMu, KOTOpble YaCTUYHO CBSI3aHbI C YHMKaJbHOU MCTOpHEit
I'epmanuu B EBpone, Kak Halluu, KoTopasi Oblja pas3iejieHa Ha To-
CyJIapCTBO C CUJIbHBIM YBaxk€HHEM IpaB YeJIoBeKa, U TOoCyl1apCTBo,
IJIe CYILIECTBOBAI BCEOOBEMIIIONIMIA TOCYAAPCTBEHHBI Haa30p U
KOHTPOJIb HaCEeJIeHMUSI.

Xors B coBpeMeHHO I'epMaHuM KOH(MUIACHIMAIBHOCTD U
3alllMTa JAHHBIX PacCMaTPUBAIOTCS KaK OCHOBHBIE TpaBa, U UX
obecrieyeHre SIBISIETCS BaXXKHBIM BOIIPOCOM, TI€pBOHAYaIbHAsI
peaklMsi Ha PacKpbITUE JEATEIbHOCTU ATEHTCTBA HAUMOHAIb-
Hoit 6e3onacHoct CIIA (AHB) mo monutopuHry MHTepHera
Obuta criokoitHoil. B aBrycte 2013 roma riaBa KaHUeasipuu ¢e-
JepabHOTO KaHIiepa 1 DenepaabHBI MUHHUCTP IO OCOOBIM TI0-
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pyueHussMm Ponanbn Ilodanna, 3agsun, uro AHBb u Llenrp npa-
BUTEIbCTBeHHOM CBsi3u Benukooputanuu (IIT1C) nelicTBoBaiM B
COOTBETCTBMM C HEMELIKMM 3aKOHOIATEIbCTBOM®, M UTO CKaHIAN
«OKOHYEH»®.

OpHako BHocaencTBuu, B okTsaope 2013 roma, crajo U3BECTHO,
YTO IMOJ, HAOJIOACHUEM aMEePUKAHCKUX areHTCTB ObLT JIMYHBINA MO-
OWILHBII TeeoH KaHIUiepa AHrensl Mepkens’. B xone paccie-
JOoBaHMsI, KoTopoe B 'epmMaHum ctajo u3BecTHO Kak «Handygate»,
ObUIM BBISIBJIEHBI HOBbIE (DaKThl CIAEXKW 3a TpaxJaHamu W Ju-
gepamu I'epmaHuu. OOlLLECTBEHHOE OCYXKIEHHE ITOAKPEILISIOCH
YTBEPXKACHUSIMU, YTO HaOJI0JeHNEe 32 OYHIeCTaroM OCYIIECTBIISI-
JIOCh M3 HaXOMSIIErocs IO COCEICTBY aMEPMKAHCKOTO ITOCOJb-
crtBa. CuibHasl HeraTMBHAsI peaklysl IPOTUB MOHUTOPUHIA U Ha-
OstofeHus Oblla BbI3BaHA M TEM, UTO MOCOJbCTBO HAXOAUTCS IO
0CO00M1 3alIUTON HEeMEUKHUX MOJUILENCKUX U BOCHHBIX, U ObLIO
BBICKA3aHO MPEAMNOJIOXEeHNWE, YTO JEHbI'M HEMELIKMX HaJororuia-
TEJIBIIMKOB OBLIM MCIOJIB30BaHbI I 3aIUTHI CUCTEMbI HaAOJI0-
JeHUs 33 HEMELIKUMMU JIMIepaMy U rpaxkaaHaMu’.

ITepBoHayasbHbIE 3aBEpPEHUs] MPABUTEJILCTBA O 3aKOHHOCTHU
BCeX JEHCTBUIA, OTKAa3 MOAAepKaTh OOIIECTBEHHBIE MHTEPECHI, U
rnocJjenyiolee BHE3alHOE M IIOKUPYIOlllee packpbiThe WHMOp-
Mallii KOMMEHTATOPbl CpaBHMBAIM C BO3BedeHUEM bepiamHCKoit
cteHBl B 1961 romy. ['epMaHus Obl1a BEIHYKIEHA BEIPA3UTh CBOUM
aMepPUKAHCKUM COIO3HUWKAM IyOJIMIHBIA MPOTECT U OOBIBUTH O
BO3MOXHBIX TOTEHUMATbHBIX CEPbE3HBIX MOCACACTBUSIX ST Oy-
JYIIMX 3aKOHHBIX orepanuii HabmoneHuss B I'epmanun’. 310
MPOU30IIIO BBUAY OOILECTBEHHBIX OIMACCHUI, HANpPaBJICHHBIX B
nepByto ouepenb Ha CILA, n 3agBnenmii, yro «CIHIA gBusitoTcs

5 Carstens, Peter, “Pofalla; Amerikaner und Briten halten sich an deutsches
Recht”, Frankfurter Allgemeine Zeitung, August 1, 2013, http://www.faz.net/ak-
tuell/politik/inland/spaehaffaere-pofalla-amerikaner-und-briten-halten-sich-an-
deutsches-recht-12528037.html

¢ “Pofalla erklart NSA-Affire fir beendet”, Die Zeit, August 12, 2013, http://
www.zeit.de/politik/deutschland/2013-08/nsa-bnd-pofalla--bundestag-spaechaf-
faere-snowden-abkommen

7 “Zu Informationen, dass das Mobiltelefon der Bundeskanzlerin maoglicher-
weise durch amerikanische Dienste iiberwacht wird”, Bundesregierung Pressemit-
teilung, October 23, 2013, http://www.bundesregierung.de/Content/DE/Pressemit-
teilungen/BPA/2013/10/2013-10-23-merkel-handyueberwachung.html

8 Smale, Alison, “Anger Growing Among Allies on U.S. Spying”, The New
York Times. October 23, 2013, http://www.nytimes.com/2013/10/24/world/eu-
rope/united-states-disputes-reports-of-wiretapping-in- Europe.html? _r=0

° Troianovski, Anton, “Germany Warns of Repercussions from U.S. Spying”,
The Wall Street Journal, October 28, 2013, http://online.wsj.com/news/articles/SB
10001424052702304200804579163760331107226
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HE eIMHCTBEHHOI CTpaHOi, KOTopasi, 0 MHEHHUIO HEMELIKOM pa3-
BEJIKM, MOXET IIITMOHUTH 32 PYKOBOJICTBOM CTpaHbi» '’

OnHako B ApYrux cTpaHax UCTOPUS U COLIMATbHO-KYJIbTYPHbBIE
OCOOEHHOCTU BBI3BaJM COBeplleHHO MHylo peakuuto. CIIA u
BenukoOputaHusl SIBISIOTCSI IIpUMEpaMy CTpaH, Ile ObLIO MOAd-
TBEPKIAEHO, YTO MOHUTOPUHT U CJIeXKKa SIBJISIOTCS 3aKOHHBIMM, B

COOTBETCTBUU C ,E[efICTBYIOHlHM 3aKOHOAATCJIBCTBOM.

B3rasapl CILIA n BemukoOpuranun

B CIIIA niponosixaercsi HempocToe odCyXIeHue HO, KaK Mpej-
CTaBJISICTCS, OHO TOIXOAUT K BBIBOAY, YTO CAMU MEPOIPUSITHUS
ObLIM 3aKOHHBIMM, HO CHCTE€Ma, OoOecreuyMBarollasi Haa30p Haf
HUMU, HE MOIXOJWJIA JUIsl 9TOW 3amauu M TpeboBajla KOPPEKTU-
pOBKHU U GoJiblieil po3pauHocTH' .

Ha oOiiectBeHHOe obcyxiaeHue B BennkoOputaHuu okaszaja
BIUSHUE €€ ocobas poJib B OBYX KIIIOUEBBIX ACIeKTax, CBsSI3aH-
HbIX C packpbiTueM (akToB MHTEpHET-CIeXKU. DTO, BO-TIEPBbIX,
BaxkHas posib LITTC, kak nmaprHepa AHDB 1o ocyiiectsieHuio Ha-
omoneHusi. Bo-Bropbix, BaxkHast pojib razetbl «the Guardian» B
pacIpocTpaHeHUM YKPaJeHHON CEKPEeTHOM MHMOPMAaLMU O IIpe/i-
oJjlaraeMou J1esITeIbHOCTHU T10 CJIEXKKE.

BoicTynieHue HayaabHUKOB TpeX OpUTAHCKUX pa3BeblBaTE)b-
HBIX CIYX0 U ciiyk0 6e3omacHOCTH B IapjameHTckoM Komurere
M0 BOIPOCAM Pa3BeIKN M 0e30MacHOCTH!2, KOTOpoe MpOM301LI0
MocJjie NepBOHAYAIbHOTO CMSTEHUSI U OECHOKOMCTBA IO MOBOAY
CEeHCallMOHHbBIX HOBOCTEH 0 3asiBieHusix CHOyJIeHa, oKa3ajlo 3Ha-
YuTENIbHOE BIMAHME Ha obliecTBeHHoe MHeHue'’. Tlocie 3To-
TO TIOSIBUJIMCH TIPM3HAKM, YTO JaXKe caMble JTUOepaJbHO HACTPO-
€HHble HabJoaTe M HauyMHald OCO3HaBaThb YPOBEHb Yllepoa,
MIPUYUHEHHOTO 0e3pacCyIHbIM KPECTOBBIM TTOXOIOM Ta3eThl «the

10" Anton Troianovski, “Germany to Boost Anti-Spy Efforts”, Wall Street Jour-
nal, November 20, 2013, http://online.wsj.com/news/articles/SB100014240527023
04791704579209740311164308

' Tlo matepuanam “Power and Commerce in the Internet Age”, Chatham
House, London, November 25-26 2013, available at http://www.chathamhouse.
org/Internet2013/agenda

12 Intelligence and Security Committee open evidence session, Novem-
ber 7, 2013, UK Parliament website, http://www.parliamentlive.tv/Main/Player.
aspx?meetingld=14146

13" Catherine A. Traywick, “British Spies Aren’t James Bonds, and 7 Other
Things We Learned from Britain’s Landmark Intelligence Hearing”, Foreign Policy,
November 7, 2013, http://blog.foreignpolicy.com/posts/2013/11/07 /british_spies_
arent_james_bonds_and_7 other things we learned from_the uks landmar
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Guardian»'*. Pesyabrar nposBuics B OOLIECTBEHHOM MHEHUHU IO

Bonpocy MHTepHeT-ciexku B Beaukooputanuu. Onpoc mokasbl-
BaeT, 4To «bosee 60%» PeCITOHIEHTOB CUMTAIOT, YTO CITELICITYKObI
WMEIOT CTOJIbKO BO3MOXHOCTEH IJIsI MOHUTOPUHTAa aKTUBHOCTU B
WurepHere, CKOJBKO HYXKHO, WIM YTO MM HEOOXOAMMO OOJbliie
BO3MOXHOCTel. M 3TO HECMOTpsI Ha TO, YTO €CTh MOHUMAaHUe He-
00X0AUMOCTU OO0JIbllIeil MPO3pauyHOCTU UM «OCO3HAHHOTO JIMajiora
¢ obuecTBeHHOCThIO» .  Tpencrapisercs, 4Tto B LEJOM OOLIe-
CTBEHHOe MHeHue B BenukoOpuTaHMU COOTBETCTBYET B3IVISIIAM,
OTpaXK€HHbIM B aMEPUKAHCKUX OIMPOCax — PacKpbiTHE CEKPETHOM
uHdopmanuu o6 MHTepHeT-ciiexkke HaHecao yulepd HalMoOHaIb-
HO#l Ge3omacHOCTU'® — K SBHOMY pa3oyapoBaHMIO JMOEPATbHO
HACTPOEHHBIX XYPHAJIMCTOB B TOM, YTO OCTaJibHasl yacTh Bennko-
OpPUTAaHUM HE TPUAEPXKMBAETCA MX TOYKM 3peHMs'’. BbUIO BbI-
CKa3aHO MHEHME, 4TOo B BenumkoOpuTaHUM 3TO pe3yabTaT OoJiee
YETKOTO OCO3HAHMSI HAXOMSIIMXCS IO Yyrpo30i MHTepecoB 0e30-
nacHocTtu. Kak onucano B Financial Times:

«OcHosHasa wacme ucmopuu Beauxobpumanuu... 5mo nosecmeo-
8aHue 0 cmpawe, KOmMopou Npuxoounochb NPOMUEOCMOoams Nocaedo-
8AMENbHBIM NONBIMKAM UHOCIPAHHbIX émopicenuti. Poav cneycayaco
6 3aujume Beauxobpumanuu 6vicoko ommeueHa U NPoOCAABASLemCs. ..
boavuwuncmeo 6pumanckux epaxcoan npunumarom u, 6osee moeo,
UeHm poab 20CYy0apCmMeEeHHOll eaacmu 8 obecneveHu ce0600bl U He-
3Q8UCUMOCIU CIPAHbL — A 0essMeAbHOCb CHeYCAYICO UCMOopUUecKU
Oblra Heomvemaemou uacmoto dmux 3ada4. Tepakmol 6 Jlondone 6
2005 200y ceudemenbcmayom o mom, 4mo yepo3a meppopuzma Mmoabko
ycunuaa oco3Hanue nompebHoCmU 6 Xopouwux pazeedcayncoax»'s.

4 Andrew Sparrow, “Guardian faces fresh criticism over Edward Snowden
revelations”, The Guardian, November 10, 2013, http://www.theguardian.com/
media/2013/nov/10/guardian-nsa-revelations-edward-snowden

5 UK Home Secretary Hazel Blears, speaking at Intelligence and Security
Committee open evidence session, November 7, 2013, UK Parliament website,
http://www.parliamentlive.tv/Main/Player.aspx?meetingld=14146

16 Scott Clement, “Poll: Most Americans say Snowden leaks harmed national
security”, The Washington Post, November 20, 2013, http://www.washingtonpost.
com/politics/poll-most-americans-say-snowden-leaks-harmed-national-secu-
rity/2013/11/20/13cc20b8-5229-11e3-9¢2c-e1d01116fd98_story.html

17 John Naughton, “Edward Snowden: public indifference is the real enemy in
the NSA affair”, The Observer, October 20, 2013, http://www.theguardian.com/
world/2013/oct/20/public-indifference-nsa-snowden-affair

18 Gideon Rachman, “Why the British like their spies”, Financial Times, No-
vember 10, 2013.
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Barasabl B EBpone

B orinuune ot BenukoOpuTaHuu, B psiAe €BPOIEHCKUX CTpaH
JIBUKEHUE K TYyOJMYHOW JIeTUTUMMU3auuu MHTEpHET-CIEeXKU U
HaI30pHON NEeSITeIbHOCTH TPUHSIO (GOpMYy HOBOTO 3aKOHOIA-
TeJbCcTBA. MHOTrMe eBpoIeiickue CTpaHbl CAeJaiy 1Iaru Mo co3-
JNIaHWUIO WJIM YKPEIUIEHWIO TMPOYHON IOPUAMYECKONW OCHOBBI ISt
CBOEI AesITeIbHOCTHU IO TepexBaTy W HAOIIOACHUIO.

Heoxunannoit Obuta peaknusi CeBepHBIX cTpaH-uyjieHOB EC
Ha cBs3aHHble co CHOyIeHOM coObITUSI. BBuay creunduuecko-
IO BOCHPUSITUSI YITPO3 U SICHOTO OCO3HAHUSI YSI3BUMOCTU, OOlie-
CTBeHHBIE 00CyxXaeHusl B crpaHax CeBepHoil EBponbl (KOTOpEIE,
KakK MpaBUJIO, SIBJISIIOTCS yOeXKIeHHBIMM CTOPOHHMKAMU TIpaBa Ha
HEMPUKOCHOBEHHOCTb JIMYHOM KM3HW) HE ObUIM TaKUMM KeCT-
kumu'®. B OUHIAHIMM HOBOCTh O BHICOKOTEXHOJIOTMYHOI aTake
U yTeUyKe AaHHbIX M3 MUHUCTEpCTBA MHOCTPAHHBIX JeJ (OTBET-
CTBEHHOCTb 332 KOTOPYIO Heo(pULIUATbHbIE UCTOUHUKU BO3JIOXUIU
Ha Poccuio®®) mana uMIysibC OOLIECTBEHHOMY OOCYKIEHUIO BO3-
MOXHBIX HOBBIX 3aKOHOB O JIeTaJIbHOM TiepexBaTe naHHbIX. [Tpu
9TOM, 0O0JIbllIasl YacTh OOCYKAEHUI 3aTparuBajia He BOIIPOC HEO0-
XOJAUMOCTHU TaKUX JEUCTBUI, a KAKOMY IrOCYIapCTBEHHOMY OpraHy
Jydllle TOPYYUTh UX ocywecTieHue?!. HecMoTps Ha To, uToO B
[Beuuun, B cooTBeTcTBUM ¢ 3aKOoHOM «FRA», mepexsar yxe Jie-
rajieH, BJacTU B HACTOSIILIEE BPEMSI CTPEMSITCS PACLIMPUTb CBOU
nosHoMouns*2,  Munuctp uHoctpaHHbix gen Isenmu Kapn
busbar ckaszai, 4To COTPYAHUYECTBO € 3apPYOEXKHBIMU CITELICTYK-
0aMu T10 pa3BeabIBaTeIbHON MeaTebHOCTH MpoTuB Poccun «enBa
M sBJsieTcs ceHcaumei»?®. A Biactv JlaHMM GbUIM HACTOJIBKO
YBEpPEHBI B 3aKOHHOCTHM CBOEU NESITeIbHOCTH, YTO PACKPBUIM 00-
1Iyl0 UH(pOpMaLMIO O paHee 3aCeKpeuyeHHbIX IMporpaMmax coopa
JIAaHHBIX JUISI TOTO, YTOObI YIIPEAUTh paclpoCTpaHEHUE HEBEPHOM

19 “Swedes ‘not afraid’ of internet surveillance”, The Local, November 8, 2013,
http://www.thelocal.se/20131108/swedes-not-worried-about-internet-surveillance-
survey

20 Keir Giles, “Cyber Attack on Finland is a Warning for the EU”, Chatham
House, November 8, 2013, http://www.chathamhouse.org/media/comment/
view/195392

21 «“yerkkovalvonta keskittymissi yhdelle taholle”, llita-Sanomat, 18 November
2013, http://m.iltasanomat.fi/kotimaa/art-1288622010437.html

22 “Intel agency seeks direct access to Swedes’ data”, The Local, November
19, 2013, http://www.thelocal.se/20131119/swedens-security-service-seeks-direct-
data-access

23 «“Bildt defends Sweden surveillance”, The Local, November 3, 2013, http://
www.thelocal.se/20131103/bildt-defends-sweden-surveillance
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UHpOpMaLUM XKypHATUCTaMM, KOTOpbIE TMOJYYWIU MaTepuasbl
CHoyneHa**.

B npyrux crpanHax EBponibl €CTb MHOIO pa3HbIX OLIEHOK 3a-
KOHHOCTM TepexBaTra COOOIIEHUI, Jaxke B TaKMX Y3KMX paMKax
BOIIpoca KOH(MUASHUMAIBHOCTU, KaK MpaBa 4yejoBeka. CoriacHo
npoekty «PykoBoactBa EC mo mpaBaM uejioBeka MO BOMpocam
CBOOOIBI CJIOBA OHJIAH U OIaiiH»,

«HeygadiceHue npasa KOHQUOEHUUANbHOCMU U 3aujumsl OaHHBIX
npedcmaensem coboll oeparuueHue ce0600bl gbipaicenus MHeHul. He-
3aKOHHOe HabAt00eHUe 3a CeA3bl0, Nepexeam cooOuweHull, a makoice
He3aKOHHbIL cOOP NEPCOHANbHBIX OAHHbIX HAPYWIAIOM NPABO HA Henpu-
KOCHOBEHHOCHb YACHHOL JCUZHU U CB0000Y BbIPANCCHUSL MHEHUIH ™.

Opnako B 2007 roay EBpomeiickuii cyn 1o IpaBaM 4YeJloBeKa
MOCTaHOBWJI, YTO Xaja00a UTabsiHCKOTO MHTepHeT-Tob30BaTe/Isl,
KOTOpasl OCHOBBIBAJIaChb Ha BOCHMOI cTaThe EBpomeickoil KOH-
BEHIIMM TI0 TIpaBaM 4YejoBeka (MpaBO Ha yBaxKeHWE YacTHOU U
CeMEMHOM XU3HM1), HE MOXET OBbITb pacCMOTpeHa (TaK Kak SIBJIsI-
€TCs1 SIBHO HEOOOCHOBaHHOI). XOTs xajoba Kacajach crama, a He
HaOJIOMEHMSI, CyI TTOCTAaHOBWII, UTO <«ITOJIYYMB OOCTYIl K MHTep-
HEeTy, MoJb30BaTe]1 JEKTPOHHON MOYTHI OO0JIbIIIE HE MOJb3YIOTCS
3¢ dEKTUBHOI 3aIUTON cBOeil chepbl TNUHOI KNU3HI»C.

Teneps Htanus, u, B ocobeHHocTH, DpaHIUs TIpeaTTpUHU-
MarT MEpPHI IO CO3MAHUI0 HALMOHAJIILHOW, a HE €BPOIEHCKOM
MpaBOBOU 0a3bl JJIsi MOHUTOPUHTIA W HabmoaeHus. Ha MoOMeHT
HamuMcaHMUsI COBCeM HenaBHO, B nekabpe 2013 roma, Bo ®paH-
LMK ObLT MPUHSAT 3aKOH, KOTOPbIK MO3BOJISIET BECTU HaOJI0IeHE
3a MHTepHET-M0Jb30BaTe/ISIMU B PEXXUME PEaJIbHOTO BPEMEHM U
0e3 TMoJiydyeHusl mpeaBapuTe/bHbIX caHKIMil. [Ipu 3TOM OHO MoO-
JKET OCYILIECTBIATHCS Topa3no 0ojee IMIMPOKUM KPYrom IpeacTa-
BUTEJICl BJIaCTU, B TOM YMCJIe TMOJMUMEH, KaHaapMepuei, pas-
BelCayKO0aM1 Y1 aHTUTEPPOPUCTUUECKMMU BEAOMCTBAMM, a TakKXKe
HECKONILKMMU MuHUcTepcTBamu®’. Tlocienosanu OOBUHEHUS B

24 Claus Blok Thomsen, Jakob Sorgenfri Kjer, Jacob Svendsen, “Presset FE
forteller om dansk spionage”, Politiken, November 20, 2013, http://politiken.dk/
indland/ECE2138411 /presset-fe-fortaeller-om-dansk-spionage/

25 Draft “EU Human Rights Guidelines on Freedom of Expression Online and
Offline”, unpublished, version as at November 20, 2013.

% Muscio v. Italy, European Court of Human Rights, “Information Note on
the Court’s case-law No. 102”, November 2007, http://hudoc.echr.coe.int/sites/
eng/pages/search.aspx?i=002-2419

27 «“Adoption de la loi controversée de programmation militaire”, Le Monde,
December 10, 2013, http://www.lemonde.fr/international/article/2013/12/10/adop-
tion-definitive-de-la-controverse-loi-de-programmation-militaire_3528927_3210.
html

238

Forum_1.indd 238 @ 22.10.2014 13:40:37



LIMHU3ME, TaK KaK 3TOT 3aKOH ObLT MPUHST BCETO JIMIIb YEPE3 HE-
CKOJIBKO HeJleNib MOocJie TOro, Kak ouinaibHbli [Taprx Bhipasu
Bo3myleHue, uyTo AHDB sIKOOBI OCYILIECTBIISIIIO TAKYIO XK€ ACSTE/Ib-
HOCTb, a npe3uneHT ®pancya OIaHL pe3Ko ocynam eé2s.

Takum obOpa3oM, pacKpbiThUe MH(POPMALMK O MEPOIPUSITUSIX
10 CJIEXKE, OCYLIEeCTBIIIeMbIX, Kak npeanonaraetcsd, AHb n LITIC,
BEeIET K TOMY, UTO BCE€ Oousble rocyaapctB-napTHepoB CIIIA u
BenukoOputaHuu paboTaloT HajJ CO3JaHUEM TaKOW HOPMAaTUBHO-
MpaBOBOM 0a3bl, KOTOpasi JacT UM BO3MOXHOCTb y4yacTBOBaTh B
9TOI AesITeIbHOCTU Ha HEOCIIOPUMOI 3aKOHHOU OocHOBe. PackphI-
THE MpearnojaraéMbIX BO3MOXHOCTE M OXBaTa CUCTEMbI CJIEXKKU
CIHIJA (¥ cucTeM MX COIO3HUKOB) MPUBEJIO K TMOSBJAEHUIO B YaCTU
aHrnoga3blyHBIX CMU pe3kux U Bo3MylLEHHBIX peropTaxeii. He-
CMOTpSI Ha 3TO, OOILIECTBEHHOEe MHEHUE TOULI0 M0 MHOMY IyTH.
Hanpotus, Gosiee cbajlaHcupoBaHHAsI U Tpe3Basl OlieHKa IOTpeo-
HOCTeil HalMOHAJIbHOI 0€30MacHOCTU BEAET Belylliue rocyaap-
ctBa EBpomnbl K MPUHATUIO Yepe3 JIeMOKPaTUUYECKUE TPOLIEIypPbl
3aKOHOB, HaIlpaBJE€HHbIX Ha obecreyeHue GecrepedoitHOro npo-
JIOJKeHUs1 HaOmofaeHus: B THTepHeTe 3a OTAEJbHBIMU yTpO3aMu
06€30MacHOCTH.

CrenoBaTeibHO, HECMOTPSI Ha 00ECIOKOEHHOCTh Mpo0JyieMoit
KOH(MUAEHIMAIBHOCTU, MpearnpuHuMaeMble B UHTepHEeTe aKTUB-
HbIe Mepbl MPEIOTBPAIEHUS 1 YIIPEXACHUST YTPpO3 HALIMOHAbHOM
06e3omacHOCTU OyAyT IO-TIPEeXXHEMY BOCHPUHMMATBLCS Kak JieTh-
TUMHbIE. MOXHO OXHWIaTh, YTO HOBBIE YCJIOBMSI TTOBBILLIEHHOMN
MHGOPMUPOBAHHOCTU ODOILIECTBEHHOCTU HE OYIYyT MPEINsTCTBOBAThH
9TOM AesaTeIbHOCTU. DaBapa CHOYAEH U ero COOOIIHUKM eaBa JIK
paccMaTpuBaiyd 3TU Pe3yabTaThl CPEAU KeJJaeMbIX BEPOSITHBIX MO-
cliencTBUii cBoux ooBUHeHU B agpec AHDB.

2 Kim Willsher, “French officials can monitor internet users in real time un-
der new law”, The Guardian, December 11, 2013, http://www.theguardian.com/
world/2013/dec/11/french-officials-internet-users-real-time-law
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Keir Giles
Conflict Studies Research Centre, UK

Legitimation of Online Surveillance and Monitoring

At the time of writing, it is almost one year since the world first
heard the name of Edward Snowden. With the time that has passed
since he began his campaign of distributing stolen classified records
on US and allied espionage capabilities, some of the initial drama
of the event has now faded and it is possible to begin to draw con-
clusions about the longer-term impacts of his actions.

Leaving aside the severe detriment to the national security of
the United States and its partner nations, and to the fight against
organized crime and terrorism globally, Snowden and his accom-
plices have caused other effects which were unlikely to have been
intentional. They have inadvertently accelerated two previously
existing trends in internet use: worldwide, a shift in the median
attitude of internet users to the ideal balance between privacy and
security; and in the Euro-Atlantic community specifically, a trend
toward legitimation of monitoring and surveillance of online activi-
ties. This short paper will describe each of trends, and the effects
on them of the Snowden defection, in turn.

Attitudes to Rights and Security

Disclosures of alleged U.S. surveillance activities to the public
by Snowden in June 2013 sparked heated international debate on
the legality and morality of telecommunications monitoring. But
public discussion in the U.S., Europe, and beyond, revealed widely
varying societal attitudes to the issues involved.

The recent growth of non-Anglophone online populations has
led to a rapid movement away from Euro-Atlantic views of the
nature of the internet and how it and its freedoms should be regu-
lated. In 1996, the U.S. made up over 66% of the world’s online
population, whereas in 2012, it accounted for only 12%.! Accord-
ing to one assessment, India saw an increase in numbers of internet
users of 32% just in the year to March 2012.?

!'“State of the Internet in Q3 2012”, comScore, December 5, 2012, http://www.
comscore.com/Insights/Presentations_and_Whitepapers/2012/State_of the_Inter-
net_in_Q3_ 2012

2«State of the Internet in Q1 2012”, comScore, available at http://www.slide-
share.net/alcancemg/state-of-theinternetq12012webinar-copy
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One effect of this shift is an adjustment in median attitudes of
internet users to the ideal balance of privacy against security on
the internet. The average global internet user no longer shares the
Anglosphere’s attitude to individual rights, which have traditionally
been significantly stronger by comparison to those of the state than
in other cultural traditions. Specifically, the average attitude to
the legitimacy of monitoring and surveillance of notionally private
communications and activities online, for the purpose of preven-
tion of terrorism and crime and for espionage, is now also distinctly
different.

This trend needs to be caveated: as with all discussion of user
attitudes online, it is only a very small percentage of overall users
that devote any thought at all to privacy or security issues. The
majority of users worldwide continue to engage in their shopping
and social media use without losing sleep over who is monitoring
them or for what purpose. In addition, a clear distinction needs to
be drawn between average societal attitudes overall, and the public
statements of leadership figures, with their occasional “theatrical
outraged reactions”. But within that thinking minority of users,
the importance accorded to individual privacy versus the security of
the state or society is shifting away from liberal Western attitudes.

The consequence is that when sections of the English-language
media appointed themselves to the role of gatekeepers and arbiters,
deciding for themselves what classified information they would re-
lease to the public according to their own definitions of national
security*, this approach failed to reflect the overall attitudes of
internet users in the Anglosphere, and even less so those of internet
users overall. The editorial decisions and policy of, for example,
the UK’s Guardian newspaper, chimed with the attitudes of a per-
centage of its liberal readership — but the tone of outrage was not
mirrored elsewhere.

Legitimation

Alongside this shift in attitude, another trend is discernable spe-
cifically in the North Atlantic and Western European international
community. This Euro-Atlantic area has traditionally been a bas-
tion of individual rights and freedoms: but the national debates

3 Bérénice Darnault, “Why the EU response to NSA leaks is contradictory”,
The World Outline, October 28, 2013, http://theworldoutline.com/2013/10/eus-
response-nsa-leaks-spying-scandal-contradictory/

4 “Guardian worldview at root of national security row”, The Commentator,
October 10, 2013, http://www.thecommentator.com/article/4250/guardian_world-
view_at_root_of national security row

241

Forum_1.indd 241 @ 22.10.2014 13:40:38



that became possible once the often false shock and outrage at
Snowden’s allegations had died down also showed a distinct move-
ment towards acceptance, up to and including active legitimation,
of online monitoring and surveillance.

This movement takes two distinct forms: either new legislation
to cover monitoring and surveillance activity, and ensure that it is
carried out on a sound legal basis, or confirmation through public
debate that the activities are indeed already legitimate under exist-
ing legislation. National examples are available in both categories,
and will be discussed below, after examining an exception that
proves the rule: the case of Germany.

Sudden and uncontrolled disclosure of monitoring and surveil-
lance systems affecting Germany triggered interesting socio-politi-
cal reactions, partly related to Germany’s unique history in Europe
as a nation previously divided into one state with a strong respect
for individual rights, and another where state surveillance and con-
trol of the population were all-pervasive.

Although privacy and data protection are major concerns in
modern Germany and treated as fundamental rights, the initial
German reactions to disclosures of NSA internet monitoring ac-
tivities were untroubled. In August 2013, Ronald Pofalla, Chief of
Staff of the German Chancellery and Federal Minister for Special
Affairs, stated that the NSA and GCHQ had acted in accordance
with German law®, and that any scandal was now “over”®.

Subsequently, however, it was reported in October 2013 that
Chancellor Angela Merkel’s personal mobile phone was under sur-
veillance by U.S. agencies’. During investigation of what became
known in Germany as the “Handygate affair”, further monitor-
ing of German citizens and leaders was revealed. Public disap-
probation was fuelled by disconcerting allegations that the German
Bundestag was being monitored from the nearby U.S. embassy.
With the embassy under special protection by German police and

5 Carstens, Peter, “Pofalla: Amerikaner und Briten halten sich an deutsches
Recht”, Frankfurter Allgemeine Zeitung, August 1, 2013, http://www.faz.net/ak-
tuell/politik/inland/spaehaffaere-pofalla-amerikaner-und-briten-halten-sich-an-
deutsches-recht-12528037.html

¢ “Pofalla erklart NSA-Affire fiir beendet”, Die Zeit, August 12, 2013, http://
www.zeit.de/politik/deutschland/2013-08/nsa-bnd-pofalla--bundestag-spaechaf-
faere-snowden-abkommen

7 “Zu Informationen, dass das Mobiltelefon der Bundeskanzlerin maoglicher-
weise durch amerikanische Dienste iiberwacht wird”, Bundesregierung Pressemit-
teilung, October 23, 2013, http://www.bundesregierung.de/Content/DE/Pressemit-
teilungen/BPA/2013/10/2013-10-23-merkel-handyueberwachung.html
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military services, the suggestion that German taxes had been used
to protect an installation spying on German leaders and citizens
contributed to a strong public backlash against monitoring and
surveillance activities®.

Commentators compared early bland government assurances
that all actions were legal, and a refusal to engage with public
concerns, followed by sudden and shocking disclosures, to the
erection of the Berlin Wall in 1961. With public concern directed
primarily at the United States, and only occasional reminders that
“the U.S. isn’t the only country German intelligence believes may
be spying on the country’s leadership”®, Germany was forced to
remonstrate publicly with its U.S. allies, with further potential
severe implications for future legitimate monitoring operations
within Germany'’.

Elsewhere, however, a different history and socio-cultural
framework has led to entirely different reactions. The USA and
UK are examples of nations where monitoring and surveillance has
been confirmed as legitimate under existing legislation.

US and UK Attitudes

In the USA, the debate is complex and ongoing, but appears to
be reaching the conclusion that the activities themselves were legal,
but the system for ensuring their oversight was not fit for purpose
and required adjustment and greater transparency''.

The British debate is coloured by the particular role of the UK
in two key aspects of the 2013 disclosures on internet surveillance:
the prominent role of GCHQ as a partner of the NSA in facilitating
surveillance, and the prominent role of The Guardian newspaper in
disseminating stolen classified information on alleged surveillance
activities.

After initial confusion and concern over sensationalised report-
ing of Snowden’s allegations, the appearance before Parliament’s

8 Smale, Alison, “Anger Growing Among Allies on U.S. Spying”, The New
York Times. October 23, 2013, http://www.nytimes.com/2013/10/24/world/eu-
rope/united-states-disputes-reports-of-wiretapping-in- Europe.html? _r=0

% Anton Troianovski, “Germany to Boost Anti-Spy Efforts”, Wall Street Jour-
nal, November 20, 2013, http://online.wsj.com/news/articles/SB100014240527023
04791704579209740311164308

10" Troianovski, Anton, “Germany Warns of Repercussions from U.S. Spying”,
The Wall Street Journal, October 28, 2013, http://online.wsj.com/news/articles/SB
10001424052702304200804579163760331107226

1" As outlined at “Power and Commerce in the Internet Age”, Chatham House,
London, November 25-26 2013, agenda available at http://www.chathamhouse.org/
Internet2013/agenda
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Intelligence and Security Committee of the chiefs of the three UK
intelligence and security services' began a significant shift in public
opinion®. Afterwards, there were indications that even the most
liberal-minded of observers were beginning to realise the extent of
the damage done by The Guardian’s misguided crusade®. Public
perception of internet surveillance in the UK shows the result.
Polling suggests that “60% plus” say the intelligence services have
the right amount of power to monitor activity on the internet or
need more — even though there is a perceived need for more trans-
parency and an “informed dialogue with the public”*. Broadly, UK
public opinion appears to be in line with the perception reflected in
U.S. polls that releasing classified information on internet surveil-
lance was harmful to national security’ — to the palpable frustra-
tion of liberal journalists that the rest of the UK does not see it
their way®. It has been argued that this results from a higher British
perception of the security interests that are at stake. As described
in the Financial Times:

“The basic narrative of British history... is of a country that has
had to ward off a succession of attempted foreign invasions. The role
of the intelligence services in protecting the UK is both noted and cel-
ebrated... Most British citizens accept and, indeed, celebrate the role
of the state in keeping the country free and independent — and the
role of the intelligence services has historically been integral to that
task. The threat from terrorism, as witnessed in the London bomb-

12 Intelligence and Security Committee open evidence session, Novem-
ber 7, 2013, UK Parliament website, http://www.parliamentlive.tv/Main/Player.
aspx?meetingld=14146

13 Catherine A. Traywick, “British Spies Aren’t James Bonds, and 7 Other
Things We Learned from Britain’s Landmark Intelligence Hearing”, Foreign Policy,
November 7, 2013, http://blog.foreignpolicy.com/posts/2013/11/07 /british_spies_
arent_james _bonds_and 7 other things we learned from_ the uks landmar

4 Andrew Sparrow, “Guardian faces fresh criticism over Edward Snowden
revelations”, The Guardian, November 10, 2013, http://www.theguardian.com/
media/2013/nov/10/guardian-nsa-revelations-edward-snowden

15 UK Home Secretary Hazel Blears, speaking at Intelligence and Security
Committee open evidence session, November 7, 2013, UK Parliament website,
http://www.parliamentlive.tv/Main/Player.aspx?meetingld=14146

16 Scott Clement, “Poll: Most Americans say Snowden leaks harmed national
security”, The Washington Post, November 20, 2013, http://www.washingtonpost.
com/politics/poll-most-americans-say-snowden-leaks-harmed-national-secu-
rity/2013/11/20/13¢cc20b8-5229-11¢3-9e2c-e1d01116fd98_story.html

17 John Naughton, “Edward Snowden: public indifference is the real enemy in
the NSA affair”, The Observer, October 20, 2013, http://www.theguardian.com/
world/2013/oct/20/public-indifference-nsa-snowden-affair
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ings of 2005, has only increased the awareness of the need for good

intelligence”'®.

Attitudes in Europe

Unlike in the United Kingdom, in several European nations
the move towards public legitimation of internet interception and
surveillance activities has taken the form of new legislation. A
number of European countries have moved to establish or re-
inforce a firm legal framework for their own interception and
surveillance activities.

Nordic EU member states have challenged assumptions with
their reactions in the aftermath of the Snowden defection. The
debate in Nordic countries, which might ordinarily have been ex-
pected to be staunch advocates of privacy rights, has been tem-
pered by a more specific threat perception and an acute aware-
ness of the vulnerabilities of those states'”. In Finland, news of a
sophisticated attack and data breach at the Ministry for Foreign
Affairs (MFA), which private sources blamed on Russia?®, gave
impetus to public discussion of possible new laws on legal inter-
cept — with much of the debate focusing not on whether this
should take place, but under which government agency it would
best fit?!. In Sweden, although interception is already legal under
the “FRA Law”, the authorities are now seeking to enhance their
powers?%. Swedish Foreign Minister Carl Bildt described coopera-
tion with foreign intelligence services on communications intel-
ligence gathering against Russia as “hardly sensational”?’. And
authorities in Denmark felt sufficiently secure in the legitimacy of
their work to pre-empt inaccurate reporting by journalists supplied

'8 Gideon Rachman, “Why the British like their spies”, Financial Times, No-
vember 10, 2013.

19 “Swedes ‘not afraid’ of internet surveillance”, The Local, November 8, 2013,
http://www.thelocal.se/20131108/swedes-not-worried-about-internet-surveillance-
survey

20 Keir Giles, “Cyber Attack on Finland is a Warning for the EU”, Chatham
House, November 8, 2013, http://www.chathamhouse.org/media/comment/
view/195392

21 «“yerkkovalvonta keskittymissi yhdelle taholle”, llita-Sanomat, 18 November
2013, http://m.iltasanomat.fi/kotimaa/art-1288622010437.html

22 “Intel agency seeks direct access to Swedes’ data”, The Local, November
19, 2013, http://www.thelocal.se/20131119/swedens-security-service-seeks-direct-
data-access

23 «“Bildt defends Sweden surveillance”, The Local, November 3, 2013, http://
www.thelocal.se/20131103/bildt-defends-sweden-surveillance
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with Snowden material by going on the record to describe previ-
ously classified collection programmes®*.

Elsewhere in Europe, there are numerous and varying assess-
ments of the legality of interception of communications, even
within the narrow focus of privacy as a human rights issue. Accord-
ing to a draft of the “EU Human Rights Guidelines on Freedom of
Expression Online and Offline”,

“lack of respect for the right of privacy and data protection con-
stitutes a restriction of freedom of expression. Illegal surveillance
of communications, their interception, as well as the illegal collec-
tion of personal data violates the right to privacy and freedom of
expression”?.

Yet in 2007, the European Court of Human Rights ruled as
inadmissible (manifestly ill-founded) a complaint by an Italian in-
ternet user under Article 8 (right to respect for private and family
life) of the European Convention on Human Rights. Although the
complaint related to spam rather than surveillance, the Court de-
clared that “once connected to the Internet, e-mail users no longer
enjoyed effective protection of their privacy”?.

Now, Italy and especially France are moving to ensure that a
national, rather than European, legal basis for monitoring and sur-
veillance is in place. Most recently at the time of writing, a law was
passed in France in December 2013 allowing surveillance of internet
users in real time and without prior legal authorisation, by a much
increased range of public officials including police, gendarmes, in-
telligence and anti-terrorist agencies as well as several government
ministries’’. The law gave rise to accusations of cynicism, being
passed just weeks after France expressed outrage that the NSA
had allegedly been engaged in similar activities, at which President
Francois Hollande expressed his “extreme reprobation”?®.

2% Claus Blok Thomsen, Jakob Sorgenfri Kjer, Jacob Svendsen, “Presset FE
forteller om dansk spionage”, Politiken, November 20, 2013, http://politiken.dk/
indland/ECE2138411/presset-fe-fortaeller-om-dansk-spionage/

2 Draft “EU Human Rights Guidelines on Freedom of Expression Online and
Offline”, unpublished, version as at November 20, 2013.

2 Muscio v. Italy, European Court of Human Rights, “Information Note on
the Court’s case-law No. 102”, November 2007, http://hudoc.echr.coe.int/sites/
eng/pages/search.aspx?i=002-2419

27 «“Adoption de la loi controversée de programmation militaire”, Le Monde, De-
cember 10, 2013, http://www.lemonde.fr/international/article/2013/12/10/adoption-
definitive-de-la-controverse-loi-de-programmation-militaire_3528927_3210.html

2 Kim Willsher, “French officials can monitor internet users in real time un-
der new law”, The Guardian, December 11, 2013, http://www.theguardian.com/
world/2013/dec/11/french-officials-internet-users-real-time-law
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In this way, disclosure of alleged surveillance activities by the
NSA and GCHQ is having the effect of ensuring that more of the
U.S. and UK’s partner nations are ensuring they have the legal
framework in place to be able to participate in this activity on
an unarguably legitimate basis. Although disclosure of the alleged
capability and reach of U.S. and allied surveillance mechanisms
prompted strident and outraged reportage in some sections of the
English-language media, public opinion has not followed suit. In-
stead, a more balanced and sober assessment of national security
needs is leading European states to pass legislation through due
democratic process to ensure that internet monitoring of specific
threats to security continues unhindered.

It follows that active measures online in order to prevent and
pre-empt threats to national security will continue to be perceived
as legitimate despite concerns over privacy, and these measures
should be expected to continue unrestrained by the new environ-
ment of enhanced public awareness. When Edward Snowden and
his associates were considering the likely results of their accusations
against the NSA, this is unlikely to have been among their desired
outcomes.
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Moko Hurra

Hucmumym nauyuonanvhotl 6ezonachocmu, SAnonus

IHoaxoap! SInonuu K Kubepoe30nacHOCTH
Kak pearmpoBaTh Ha HeompeaeJeHHOCTDb?

Hcropus Bonpoca

Korma B 2011 romy xopnopauwusi Mitsubishi Heavy Industry
(MHI) nonBepriach HampaBJeHHOM aTake MOCPEACTBOM KOMITbIO-
TEpHOTO BHpyca — 3TO CTAJI0 TPEBOXHBIM CUTHAJIOM IUISI TIpa-
BUTEJNbCTBA SAMOHMM. DTa KOMMaHUS SIBISIETCSI KPYMHEHIIUM B
AnoHuun noapsimuMkoM MMHMCTEPCTBA OOOPOHBI IO TOCTaBKaM
BOCHHOI TeXHUKMU. A 3To o3HaydaeT, uyro MHI oGmamana cBepx-
CEeKpeTHON KoHGUIeHIMAIbHOW WHGOpMaLMeid cul camMoo00-
poHbl fAnonun. Xyxe toro, MHI He cooOiiuiaa MuHUCTEPCTBY
000pPOHBI O MPOMUCIICAIIEM, HECMOTPSI Ha TO, YTO €CTh >KECTKOE
TpeOOBaHME NeJlaThb OTYET B MOJOOHON cUTyalluud. DTO Obula He
MpoCcTO KubepaTaka, MpPOBEACHHAsT HEM3BECTHBIMU, a CUTYallus,
KOTOpasi TIOTHSJIa BOTIPOC JOBEPUST SATTOHCKOTO IPaBUTEIBCTBA K
CBOUM MOIPSITYMKAM.

Bospacrator onaceHusi Mo BOMPOCY 3JIOHAMEPEHHOTO MCIIOJIb-
30BaHMSI KMOEPIIPOCTPAHCTBA B JECTPYKTUBHBIX M BPEIOHOCHBIX
LeJIIX TPECTYMHUKAMM, TEpPpOpPUCTaMM, TOCyIapCcTBaMUM U MX
areHTamu. BbIpocjio yucio u MHoroo0pasue ciiyyaeB KuOepl-
MUOHaxa, aTak Ha KPUTUUYECKHU BaxkKHYIO MH(PPACTPYKTYypy, XUIlle-
HuUs puHaHCOB U KubepTeppopusMa. Bornpoc kubepdbezonacHOCTH
HaxoguTcd B ueHTpe BHUMaHus Kurag u CIIA. B 2010 roay uc-
MOJib30BaHME 4YepBs Stuxnet WIS HapylleHUs paboThl MPAHCKUX
HeHTpUudyr mjs oborallleHUs1 ypaHa BbI3BajJO OMaceHusl Mo Mo-
BoAy ucHojb3oBaHus HeusBecTHbIX MKT BoeHHOro HazHaueHUs
B LIEJSIX «HECOBMECTUMBIX C MHPOM M 0e30ITacHOCTBIO». BBUmy
CJIOKHOCTM aTpUOYLIMU KUOEPIPeCTYTUICHU, pa3IndHble aKTOPbI
0Oe3HaKa3aHHO HCITOJb3YIOT KHUOEpHNpOCTPaHCTBO B 3JIOHAMEPEH-
HBIX 1IeJISX.

[TpaButenscTBO AnoHun chopmupoBasio B KaOMHETE MUHU-
ctpoB HalumoHanbHBII CcOBET MO WMHMOPMALMOHHOI Oe3ormac-
HocTh. OH OTBEYaeT 3a HAllMOHAJbHYIO 0E30MacHOCTb, a TaKXkKe
CHCTEMBI pearnpoBaHMsSI B Upe3BBIYAHBIX CUTyalMsax. B obOs3aH-
Hoct CoBeTa BXOAUT MHTEPIIPETALIMSl CIOXKHBIX TEXHUYECKMX
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BOIPOCOB, MpeoOpa3oBaHUE TEXHUYECKUX U YIPaBICHYECKUX BO-
MPOCOB B POJM U JUPEKTUBbI, U KOOPAUHALMS TOJUTUYECKOTO
0o0CyXJIeHusT HOBBIX Mep KubepOeszomacHocTu. HalmoHaabHBIN
COBeT Mo MHGpOPMAILMOHHON 0€30MacHOCTU OCYLIECTBIISIET KO-
OpIMHALIMIO PAabOTHl MMHUCTEPCTB, CPEeIU KOTOPBIX OCHOBHBIMM
SIBJISIIOTCST: MUHMCTEPCTBO BHYTPEHHMX JIea U CBSI3U, MUHUCTEDP-
CTBO 5KOHOMMKM, TOPIOBJIM U MpPOMbBILLIEHHOCTH, HauunoHaib-
HOE€ TOJUIIeICKOe areHTCTBO M MMHUCTEPCTBO OOOpPOHBI. Mu-
HUCTEPCTBO BHYTPEHHUX JieJl U CBSI3W 3aHUMAETCS BbIPaOOTKOM
MOJIUTHUKU CBSI3U U ceTeli, MUHUCTEPCTBO IKOHOMUKM, TOPTOBIHN
U TIPOMBIIIIECHHOCTU paboTaeT Haja MoJAUTUKON fArnoHuu B obJa-
CTU WH(pOPMaALIMOHHBIX TeXHOJOruii, HalnoHaabHOE TOauLEen-
CKOE areHTCTBO OOpeTcsl ¢ KMOEepHpecTyNmHOCTbIO, a MUHUCTEp-
CTBO OOOPOHBI OTBEYAET 32 HAlIMOHAJIbHYIO 06€30MacHOCTb.

Ha 5Ty HOBy10 cepy nesTebHOCTU TakxKe OKa3bIBACT BJIMSI-
Hue cow3 CIIA u fAnonuu. [Mpesunent Obama 3asBui, uro CIIIA
CUMTAIOT KUOEePIPOCTPAHCTBO IISITOU C(hpepoil BOGHHOIO MPOTHUBO-
bopctBa, U 3T0 o3HayaeT, uro CIIA opueHTHpOBaHbI Ha UC-
MOJIb30BaHUE KUOEPTEXHOJOTMiA B BOEHHBIX omnepauusx. AnoHus
B 9ToM Bompoce mnocienoBaina no nytu CIHIA. Ilocie Bbixoma B
2012 romy nmoknama Apmurtaxa-Has, B mione 2013 roma mpaBu-
TeJbCcTBO SIoHUM onyOiukoBaio «CTpaTernio Kubepoe3onacHo-
ctu SnoHum».

Cpena, B KOTOpOil HaxoauTcsl AnoHus, 3HAUUTEJIbHO U3MEHU-
Jach. CnusiHue KMOeprnpocTpaHCTBa UM (DU3MYECKOTO MPOCTpaH-
CTBa MPHUBEJO K POCTY CEPbE3HBIX PUCKOB, CBSI3aHHBIX C KHOep-
npoctpaHcTBOM. Kubepatakyi Ha rocydapCTBEHHBIE YUPEXICHUS
U KpUTUYECKHE UHGPPACTPYKTYPhl CTalu PEalbHOCTbIO, Mbl TaKXKe
npubakaeMcsl K COCTOSIHMIO, Korja Bc€ OyaeT IMOIKIIIOYEHO K
HMurepHety (MHTepHeT Bellleil) — U 3TU (aKTOpbl YCKOPSIIOT pac-
npocTpaHeHue puckoB. KubOepaTakum MOTYT OCYILIECTBIISITbCS U3
JII000M TOYKM MHUpa, a KMOEPIPOCTPAHCTBO AMOHUM MOXET OBITh
KCIIOJb30BaHO B KayecTBe IUlalyiapMma ISl HamajeHusl B Ipyrom
MecTe.

Cmpameeusi Kubepbezonacnocmu

OcHoBHble mpuHUMIIBI CTpaTeruu HarpaBjieHbl Ha CO3daHue
MepeaoBOro, YCTOMYMBOIO M aKTUBHOTO KMOEPIpPOCTpaHCTBA, KO-
TOpPOE HEOOXOAMMO JUISl HallMOHAJbHOW O€30MacHOCTM W aHTU-
KPU3UCHOTO YIIPaBJIEHNUS, COLIMAIBHOTO M SKOHOMMWYECKOTO pa3-
BUTUSI, U OOIlleCTBEHHOI Oe3omacHOCTU. OCHOBHbIE MPUHILIMITBI
HarpaBjieHbl Ha: obecrneyeHue CBOOOIHOTO MOTOKa MH(pOpMaLIUH;
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pearupoBaHHMe Ha Bce 0oJjiee Cepbe3Hble PUCKHU; pa3BUTHE TOJ-
X0Jla, OCHOBAaHHOTO Ha OlLIEHKE PUCKOB; COBMECTHAasl MapTHepcKasi
JeATeJIbHOCTh HAa OCHOBE OTBETCTBEHHOCTH Kaxkaoro. KiroueBbeIMuU
B aToii CTpaTeruu SIBJISIFOTCS CI0Ba «MePeloBO», «yCTONYMUBBIN»
U «IMHAMUYHBIN». [1o 2TMM HaTpaBaeHUSIM OBLINA OCYIIIECTBICHBI
CJenyloliue OCHOBHbIE MepomnpusTus. s yCUIeHHsI CUCTeMbI
Oe3onacHocTH KuoOepripoctpaHcTBa Crparerusi nmpemycMaTpuBaeT
MepecMOTp CTAaHAAPTOB OLICHKM WHGOPMALMOHHONW Oe30macHo-
CTU KOMITbIOTEPHBIX CUCTEM ILIEHTPaJbHOIO TpaBuTeabcTBa. Jlist
pa3BUTHUSL OCHOB KuOepOe3omacHoctTy B CTpaTreruud IepecMo-
TpeHa MporpaMma pa3BUTUSI YEJIOBEUECKUX PECYpPCOB B O0JACTU
WHGOPMaLlMOHHON Oe3omacHOCTU. I pa3BUTHSI COTPYAHUYE-
CTBa IO OCHOBHBIM BOIIpOCaM KHUOEPIPOCTpaHCTBA ObLia co31a-
Ha «MexmyHapomHas CTpaTeTusi B 001acT KMOepOe30ImacHOCTI»
(j-initiative for Cybersecurity). B mekabpe mpoluioro roga cocro-
sicst Cammut ACEAH — Snonus (2013 r.), Ha KOTOPOM 00CYX-
JaJINCh BOIIPOCHI COTPYAHMUYECTBA B 00J1aCTU K1OEepOe30acHOCTH.
Taxke B 2015 rogy ruiaHupyeTcst paclIMPUTh KPYT 00s1I3aHHOCTE M
HauuoHasibHOro coBeTa mo MHMOPMaLIMOHHON 0€30MacHOCTH.

B «Crpaterun kubepbde3onacHoCcTH SMoHUM» OnpeneaeHbl TpU
OCHOBHBIX HaIlpaBJIeHUsI AesITebHOCTU. JIJIst obecrnieueHus1 yCTo -
YUBOCTU KHUOEPIPOCTPAHCTBA, TOCYIAPCTBEHHBIX OpTraHU3allviA,
HE3aBUCHUMBIX aAMUHUCTPATUBHBIX OPraHU3allMu W Ip. YCUIUBa-
ercst [lpaBuUTeIbCTBEHHAs TPYIIa KOOPAWHAIIMKM OE30MMacHOCTH,
KOTOpasi AefCTBYeT COBMECTHO ¢ MOOWIbHOM TPYINOil MOMOILM
MNPy KOMIBIOTEPHBIX MHLMAEHTaX W ['pynroil pearupoBaHusl Ha
WHLMIEHTHI, CBSI3aHHBIE C KOMITbIOTEpHOU Ge3omacHoCThio. OHM
MPOBOMASIT COBMECTHBIE YUEHUS 110 pearnpoBaHUIO Ha UHLIMICHTHI,
OTIPENENISTIOT POJIM COOTBETCTBYIOIIMX CTPYKTYP, TaKMX KakK IIO-
JIULMS U CUJIBI CaMOOOOPOHBI, MPOBOJST aHAIM3 HOBBIX Yrpo3,
KOTOpBIE TMOSIBJISIIOTCSI BMECTE C HOBBIMU yCJIyraMu, B TOM 4HCJie
COLIMAJIBHBIMU CETSIMUM M TPYMITOBOUM mouToil. PazBuBaeTcs oOMeH
uHbopMalMeit MeXIy KPUTUUECKU BaXHBIMU MHGPACTPYKTY-
paMu, TOCYIapCTBEHHBIMU OpraHaMM, IOCTaBIIMKAMM O00OpYyI0-
BaHUS U T.O.; IJIs1 OOECIeUeHUs] HEeMPEepPbIBHOCTU OU3Heca Mpo-
BOJISITCS MEXOTpacjeBble YUYeHMs; co3aaéTcs TmaaTdopma s
OLIEHKM U MPOBEPKMU CUCTEM, B TOM UHUCJIE CUCTEM YIpaBICHMSI,
WUCIIOJb3yeMbIX B KPUTUYECKU BaxKHOU WMH(pPacTpyKType, Ha CO-
OTBETCTBME MEXIYHAPOAHBIM CTaHAapTaM. [lpyrre oCHOBHbIE Ha-
npaBjieHusl, BblaesieHHble B «Crpareruu KubepOe30MacHOCTU»,
KacaloTcs IopUandecKux U ¢pusndeckux jaul. Ha manbix u cpen-
HUX MOPEaNpPUITUIX MOOLIPSIOTCSI UHBECTULIMU B 0€30MacHOCTb,
NT-npeanpusiTusiMm NpenocTaBisiloTCsS HaJOTOBbI€ JIbIOThI, €CJIU

250

Forum_1.indd 250 @ 22.10.2014 13:40:39



OHM Yepe3 MOCTaBIIMKOB MHTEpHET-yCIyr yBeAOMIISIIOT TMOJb30-
BaTesiell 0 3apak€eHUM BPEIOHOCHBIM ITPOrpaMMHBIM oOOecreue-
HUEM M XPaHSIT XypHaJl perucTpalliy JaHHBIX IS OTCAEKUBAHUS
KUOepHpecTyILUICHUIA.

BropbIM TJIaBHBIM HAaIlpaBIeHUEM NESITCIBHOCTH SIBIISIETCS
obecreyeHre AMHAMUYHOCTU KubOeprpoctpaHcTBa. B 2011 romy
HammonanbeHbiii coBeT 10 MHGOPMALIMOHHONM 0€30I1aCHOCTU
nepecmotpen IlporpamMmy pa3BuUTHSI JIIOACKUX PECYpCOB B 00-
JlacTu MHdOpMalIMOHHOM Oe3ormacHocTM U CTpaTeruio HaydHo-
HUCCJIeI0BaTEIbCKUX padoT.

TpeTbuM HampaBieHUEM NESTEIbHOCTU SIBJsIeTCs «MexayHa-
poaHas cTpaTerusi», Kotopas Bbililjia B okTs16pe 2013 roga. Crpa-
TErusl 3aKJlIo4yaeTcss B Pa3BUTUM MEXIYHAPOJHOIO COTPYIHUYE-
CTBa MO MPOTUBOJAEUCTBUIO YSI3BMMOCTSIM, YIrpo3aM M aTakaM B
KHUOEPIIPOCTPAHCTBE, TPU YYaCTMU TOCYAapCTBEHHBIX OpraHM3a-
LM M HallMOHANIbHBIX ['pyIm pearnpoBaHuUs Ha KOMIbIOTEPHbIE
MHIUAEHTHI U3 Takux cTpaH Kak CIIA, I'epmanus, BenukoOpu-
TaHus W Snonus. Takke 1Lenblo sBAsIETCS OOMEH MepeaoBbIM
OIBbITOM 3aLIUThl KPUTUUECKOU MH(PPACTPYKTYPbI, OOMEeH MHDOP-
Malyei o0 MPOBOAMMBIX MEPOIPUITUIX — HaIpUMeEpP, KOHTaKTax
MEXy MPaBUTEIbLCTBEHHBIMI YNHOBHUKAMM, OTBETCTBEHHBIMU 3a
3allUTy KpuTudeckoil nHppacTtpykrypsl, u3d CIIA, Benukobpu-
taHuu, ['epmanuu u SAnonuun. SAnoHMsT MIaHUPYET COTPYAHUYATh
no aromy Borpocy ¢ CIIIA, Benukoopurtanueit, Uuaueii, EC u
ACEAH. IIpuHumMast yyactve B COOTBETCTBYIOLIUX MEXAYHAPOI -
HBIX KOH(pepeHUsIx, AMoHUsI BHOCUT CBOI BKJIaa B MPOLECC Bbl-
paboTKM mpaBuji WISk KubepripocTpaHcTBa. Kpome Toro, oceHbo
2014 ropa fmoHust OyaeT NpUHUMATL OYEPEIHYIO0 KOH(MEPEHIIMIO
B pamkax mpouecca Meridian, TOCBSILLIEHHOTO 3alllUTe KpUTUYE-
CKU BaXXHOU MH(PACTPYKTYyphI.

Taxxxe Crpaterusi npenanoJyiaraeT €XeroaHbli OO0KjIaa O Co-
CTOSIHUU KubepOezonacHOCTH U paciuupeHue B 2015 rogy Kpy-
ra obsizaHHocTelr HalmoHanbHOro coBeta mo MHGOPMALMOHHOMK
0€30MacHOCTU, U €ro peopraHu3aluio B TOJHOLEHHbIM LleHTp
Knbepboe3omnmacHocTH. st odecrieueHusI paboTOCIIOCOOHOCTH 3TOM
cTpykTypbl HalimoHaibHbBIN COBET 110 MH(MOpMaALIMOHHON Oe3omac-
HOCTHU, SIBJISISICH LIEHTPOM COTPYIHMYECTBA MEXKAY TOCydapCTBEH-
HBIM M YaCTHBIM CEKTOpaMu, OyJIeT pa3BUBaTh MH(POPMAIIMOHHYIO
0e30IMacHOCTb U, BO-BTOPBIX, uyepe3 [IpaBUTEIbCTBEHHYIO TPYIIITY
KOOpAMHALMK 0€30MaCHOCTU OTCAEKUBATh COCTOSIHUME UHGpOpMa-
IIMOHHOM 0€30MacHOCTA MUHUCTEPCTB U BEIOMCTB.

B fnonum 6110 BhIIEeHO 13 CEeKTOPOB KPUTUYECKM BasKHOM
MHGPACTPYKTYpbl, U 3a KaXJblM CEKTOPOM ObLIO 3aKperuieHO
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COOTBETCTBYIOIIIEE OTBETCTBEHHOE MMHMCTEPCTBO U CBSI3aHHBIC
opranHuszanuu. HalimoHanbHbBIM coBeT Mo MHMOpPMaALIMOHHON 6e3-
OIMACHOCTM OTBEYACT 3a COTPYAHUYECTBO M KOOpAMWHAILMIO Oe3-
OIMaCHOCTU KPUTUYECKU BaxKHOU MHMPACTPYKTYPHI.

Medxcdynapoonas cmpameeuss compyonu4ecmea
6 obnacmu Kubepbezonachocmu

SAnoHMsT OCYILIECTBISIET MEXIYHApOAHOE COTPYIHUYECTBO IO
TPEM HaIpaBJIEHUSIM: CITIOCOOCTBYET pa3BUTHIO 00111€T0 MOHUMAaHMS
MPOLIECCOB, YYaCTBYET B IEHCTBUSIX MUPOBOTO COOOIIECTBA U CIO-
COOCTBYET II00AIBHOMY paCIIMPEHUIO TEXHOJIOTMYSCKMX TPaHUILI.

B MexnayHapoaHoOil cTpaTerMu OTMEYEHBI CJIEAYIOLIue IIPHO-
pUTETHBIE 00JIaCTU COTpyAHMYECTBa. B 151X ObICTpOro pearupo-
BaHUsI Ha KMOEPUHUMIECHTb AMOHUS CO30aET MEXaHU3Mbl MEX-
JYHApOAHOIO COTPYIHMYECTBA W IMapTHEPCTBA sl 0OecrieyeHUs
100aJIbHBIX OTBETHBIX MEp — B TOM UMCJIE MHOTOCTOPOHHUI Me-
XaHU3M oOMeHa MHGOpMalyeil, afeKBaTHYI0 CHUCTEMY pearupo-
BaHUSI Ha KUOEPHpPEeCTYIUIEHUS], U KOHLIEIIUIO COTPYAHUUECTBA B
007aCTU MEXIYHApOJHOU 0e30IIaCHOCTU B KUOEpPIpOCTPaHCTBE.
7151 co3naHusi OCHOB CUCTEMbl OBICTPOro pearupoBaHusi SAnoHust
npoaBUraeT 0a30Bble CTaHAAPTHI KMOEPOE30IMaCHOCTU U pearupo-
BaHUS Ha I100AJTBLHOM YPOBHE, YYACTBYET B CO3AaHUU TIJI00aTbHOM
CUCTEMbl KUOEpPrurueHbl, MpoJABUIraeT WHMOOPMUPOBAHUE, MOMI-
Jep>XKUBAaeT HayYHbIE HCCIEAOBAaHMS B paMKax MEXIYHapOTHOTO
coTpyaHuuecTBa. B Borpoce BhIpabOTKU MEXAYHAPOAHbBIX TPaBUI
KubepoOe3onacHOCTU SIMOHMS IPOJABUTaeT pa3pabOTKy MeKAayHa-
POIHBIX TEXHOJOTMYECKUX CTAHIAPTOB U PA3BUTUE MEXIYHapO.l-
HOTro HOPMOTBOpPUYECTBA JIsi obecredeHusl CTaOUIBHOTO MCMOJIb-
30BaHUS KUOEPIIPOCTPaHCTBA.

bbiii pacuiMpeHbl M perMoHajibHble WHUIIMATUBBL. AMoHMS
TECHO COTPpyAHMYAET C A3MATCKO-THUXOOKEAaHCKUM PErMOHOM, KO-
TOPBIA MMeeT 00JblIOe 3HAUEHUE MO MPUUYMHE reorpaduyeckoit
OJIM30CTU U TECHBIX 9KOHOMMYECKUX CBsizeil. B aToit cBs3u fArmo-
HUS TpopoJikaeT yKperiaTh oTHolueHuss ¢ ACEAH Ha ocHoBe
MOJIMTUYECKOTO JArajiora, KOTOpblii MAET B pamKax Bcrpeu MuHu-
ctpoB ACEAH-SnoHun mo coTpyaHuuecTBY B obnactu Kubepoe-
3onacHocTt, Betpeu ACEAH-SInoHus no moautuke uHdpopMa-
HMoHHOM 6e3omacHocTU, 1 Berpeu munuctpos ACEAH-Anonun
no O0opbbOe C TpaHCHALMOHAIBLHOW MPECTYMHOCTbIO. DTU Mepo-
MpUSTUS CITOCOOCTBYIOT MPOJABMXKEHUIO TaKMX MHMIUIMATUB, Kak
co3IaHue MOTEHIMada Pa3BUTHS JIIOACKUX PECYpPCOB M OCYILECT-
BieHue coBMmecTHbIX MpoekToB JASPER u TSUBAME. Kpowme
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aTOro, SmoHust OymeT pa3BHBaTh Kubepauajgor ¢ Muaueit. fAmo-
HUs Takxke OyneT yriyousste corpyaHudectBo ¢ CIIIA Ha ocHoBe
SITOHO-aMePUKAHCKUX CorJlallleHui mo 6e3omacHocTy. UYTo Kaca-
eTCsl COTpyHMYECTBa B 00j1acTu KubepbesonacHoctu ¢ EBpomneri-
CKHUM coro3oM, B HOos10pe 2012 roga B Tokuo cocrosiiach BCTpeya
Snonng-EC: UKT-WHaTepHeT» KOTOpas cTajia IepBOil TOMBITKON
BCECTOPOHHETO 00MeHa MHMOpMaIel 0 TTOTUTUISCKIX W TEXHO-
JIOTMYEeCKMX HampaBiIeHUSIX pa3BUTUSI MHTepHET-0e30MacHOCTH.
Bropoii hopym B popmare «Cemunapa EC-AnoHus o Borpocam
o6e3onacHoctu MKT» coctosuics B bproccesne B aekadpe mpolLioro
roga. O6e cTOpOHBI OOMEHSIUCHh MHGOPMALEl O CBOMX MOCTIEI -
HUX TOJUTUYECKUX M TEXHOJOTMYECKMX MEPOIPUITHUSAX, a TaKKe
OOMEHSUTUCH TIEPEeOBbIM OINBITOM OOecreyeHus 6€30MacHOCTH U
JAHHBIMA WCCIIEAOBAHWI O Pa3BUTUU TIPOTHO3UPOBAHUS M OBI-
CTporo pearupoBaHus Ha kubepaTtaku. Takxke ¢ 2013 roma uepes
Espomneiickyio CenpMyto Pamounyto IIporpammy ocyliecTBisieTcst
HayIHO-MCCIIeI0BATEILCKOE COTPYIHUUECTBO IO Pa3BUTHUIO KHUbe-
pycroitunBoctu. Kpome atoro, B bpioccene, B Mae 3Toro roga co-
crosticss aBanuath Bropoir Cammut EC-Anonus. B coBmectHOM
sagBiaeHun — «CoBMecTHble aeiictBus EC u AnoHuu B wLensx
[JTOOAIBHOTO MHpa W TIPOIIBETaHUs» — OBIJIO TTOATBEPKICHO Ha-
MEpeHHEe YCWINTh AUAJIOTr IO BOIIPOcaM KrubOepOe30macHOCTH.

Kubepnopmbi

Yro KacaeTcs rJ100aIbHOro MapTHEPCTBA B KUOEPITPOCTPAHCTBE,
SlnmoHus MpU3HaeT, YTO KUOEPIIPOCTPAHCTBO SIBISIETCS «BCEOOIIUM
JnocTosiHueM», Kak otMedeHo ['TID (rpymma mpaBUTEIbCTBEHHbIX
9KcIepToB). ANoHUST MOAYEPKUBAET HEOOXOAUMOCTh BbIPAOOTKU
00111eT0 TTOHMMAaHMsI, KaK CYLIECTBYIOIIME HOPMbI MEXXIyHapo.-
HOTO MpaBa MOTYT MPUMEHSThCS B KUMOepIipocTpaHcTBe. BaxkHoi
pekomeHnauueit I'TID gBisgeTcss TO, UTO «rocymapcTBa HOJKHBI
BBIMIOJTHSITH CBOM MEXIYHApOJHbIE 00513aTeIbCTBA B OTHOILIEHUU
MIPUIMCHIBAEMBIX UM MEXIYHApOIXHO ITPOTUBOIPABHBIX IESHMI»
u Anonwust nopaepxuBaeT e€. Takxke B mokiage I'TID pekomeH-
JIOBAHO TIPUHSITH MEPbI YKPETJIEHUs TOBEpUsSl B KUOEPNpOCTpaH-
CTBE, B TOM 4YMCJI€ pa3BUBaTh JOOPOBOJbLHBI OOMEH MHEHUSIMU
1 uHGopMalMeil, co3aaBaTh IBYCTOPOHHUE, perMoHalbHbIe U
MHOTOCTOPOHHUE TUTOIIAAKHU, PACIIMPATD COTPYAHUIECTBO MEXKIY
MPaBOOXPAaHUTEIbHBIMU OpPraHaMu MO BOMPOCY pearupoBaHMsT Ha
WHLMAEHTBI. AKILIEHT JeJaeTcsl Ha HEOOXOIMMOCTU Pa3BUTUSI 00-
1IEr0 MOHUMAHUS U COTPYAHUYECTBA.
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DTO BaXXHO, TaK Kak, MO MHEHUIO HEKOTOPbLIX KPUTUKOB, YUM-
ThIBasl XapaKTep yrpo3 B KMOEPIPOCTPAHCTBE U COOTBETCTBYIOIIME
CJIOXKHOCTH aTpUOYILIMU, MPUMEHEHNe MEXIYHapOIHBIX HOPM He-
BO3MOXHO.

Ceifyac MHTEHCHUBHO OOCYXKIAeTCsI BOIIPOC, HYXXHBI JIM B KHU-
OepHpOCTPAHCTBE MEXAYHApPOAHbIE MEPbl MO YKPEIJICHUIO TOBE-
pUsl U MpaBOBbIe HOPMbI, TTOAOOHBIE CYIIECTBYIOIIMM KOHBEHIIM-
M B IPYyTUX OOJIacTSIX MeXIyHapoaHou Oe3omnacHoctu. Poccus,
Tamxukucran, Kuraii, Y30ekucraH, Kazaxcran u KbipreizctaH
MPeACTaBUIN CBOM MPOEKTHI JOTOBOPOB 151 KHOEPIPOCTPAHCTBRA.
DKcnepThl MPUHSIM 9TO K CBEIEHUIO, HO Y HUX IO CUX MOp HET
YETKOTO MHEHUS 110 BOITPOCY HEOOXOMMMOCTH KMOEPKOHBEHIINH,
peryaupymolleii MmoBeAeHWe TOoCydapcTB B KHUOEPIPOCTPAHCTBE.
OTO MPOUCXOAUT BBUIY TOTO, UTO IO BOIMPOCY KUOEPKOHBEHIIUU
CYIIECTBYIOT 3HAYMTEIbHbIE pa3anyus B npeactaBiaeHusx CIIA c
ogHoi#t ctopoHbl 1 Poccum n Kutasg ¢ npyroit. Takum obpasowm,
KaKUMHU ObI HM OBLIM HOPMBI, C KOTOPBIMHM BCE COTJIACSTCS, OHM
JOJDKHBI UMETh MEXIYHAPOAHYIO JETMTUMHOCTb U «OJarociaoBe-
Hue» OOH.

OmHMM U3 HEAOCTATKOB AOKJAaAa SIBJSIETCS TO, YTO B HEM HET
YeTKMX YKa3aHUl O TOM, KaK JOCTUTHYTb KOHCEHCyca 1o Kroye-
BBIM BOIIpocaM Kubepbe3onacHOCTU. JIMCKYCCHUIO BBI3BIBACT IaXe
CBSI3aHHAsl C KUOEPIPOCTPaHCTBOM TepMuHoJorusi. Heobxonumo
paboTraTh Hag OOIIMM IIOHMMAaHUEM TOTO, YTO TaKOoe KMOepBOIHA,
U YTO MoJpa3yMeBaeTcsl Mol MpUMeHeHueM cuiibl. s obcyxne-
HUSI TEXHUYECKMX U TPABOBBIX BOMPOCOB ObLIO Obl MOJIE3HO CO3-
Jath motHoMouHbIH hopym OOH, nonooHwit Komutery OOH 1o
MUPHOMY HMCHOJIb30BAaHUIO KOCMMYECKOro rpoctpaHcTBa. K pas-
BUTHUIO MEXIYHAPOIHOTO IIpaBa, PeryIrpyIOIIero KuoepnpocTpaH-
CTBO, MOXHO TpuBjeyb KoMuccuio mo MexxayHapoaHOMY IpaBy.
ITpu paccMoTpeHUM KUOEPBOWHBI, B KOTOPOM rocyaapctbBa WJIU
HX TIPOKCU-aTeHThI OCYILIECTBISIOT aTakKu Ha KPUTUUECKU BaxKHYIO
WHGPACTPYKTYPY, BaXKHOCTh TpUOOpeTaeT BOIMPOC MPUMEHEHMUS
cuibl B KubOeprpocTpaHcTBe. KubepaoKTpuHbl HEKOTOPBIX TOCY-
JapCTB IMPEeAyCMaTPUBAIOT, YTO aTaKW MOTYT BbI3bIBAaTh OTBETHYIO
peakinio, KOTopass MOXET He OTpaHMYMBATHCS KUOEepPIpOCTpaH-
cTBOM. /111 MOHMMAaHUS TOTO, CTAHOBUTCS JIU KUOEPIIPOCTPAHCTBO
HOBOI c(epoii BOOPYXEHHOIo MPOTUBOOOPCTBA, HEOOXOAUMMO
npojenaTh 3HaYUTEIbHbBI 00bEM KOHLETITyalbHOI paboThl. I1pu-
MEHMMO JIM MEeXAYHapoJHOe MpaBo, 3aKperuieHHoe B 2KeHeBCKUX
KOHBEHLMSIX, K KubeprpocTpaHcTBY? Jlokiaa oCTaBUII B CTOPOHE
9TU BOIPOCHI U COCPEIOTOUMIICS HA HAMMEHbIIIEM O0IlIeM 3Hame-
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HaTejie HOPM TSI KMOepIpoCcTpaHCTBa. DTO HEOOXoAUMOe, HO He
JIOCTaTOYHOE yCJIOBUE ISl obecTieueHust Kubepoe30MmacHOCTH.

Hwu onHO rocynmapcTBo HEe MOXKET CUJIOM YCTAaHOBUTh CBOIT CyBe-
peHuTteT B KubeprpocTpaHcTBe. OQHAKO 3TO OCYILIECTBUMO, €CIU
KaKMM-J100 o0pa3oM 3asiBUTh TePPUTOPHUATbHBIC TIPUTSI3aHUS B
kubeprnpoctpaHcTBe. Hanmpumep, SAnoHust siBisieTcsi OCTPOBHBIM
roCcyapCTBOM M €€ BO3MOXHOCTU IO MEXIYHapOJAHOU TejaedoH-
HOIi CBsI3U Ha 95% 3aBUCST OT NOIBOAHBIX Kabeneil. TakuM 006-
pa3oM, MOXHO CUMTaTh, YTO CyBEPEHUTET ATOHUU HAYMHAETCS y
MECTa BbIXOJa IOJBOAHOrO KabeJsiss Ha Oeper.

HeszaBucumo ot Toro, Kro sBjsieTCs BiaaeblieM CepBepa,
rpaxgaHuH AMOHWM, WM WHOCTPAaHEI — MOXKHO TToJIaraTh, 4TO
€C/JIM BEeILIECTBO WIM MaTepuasl HaXOAUTCs B SIMOHUM, TO OH OT-
Hocutcs K AnoHuu. Ilpenmosiokum, 4To cyBepeHUTeT AnoHuu
pacmpocTpaHseTcs] TaKUM 00pa3oM. DTO COTJIacyeTcsl ¢ CUTyallu-
eil, Korja MHOCTPAHILIbl, €CJAU OHU COBEPLIAIOT TPECTYIJICHUS B
Snonun, nonyvyaror HakazaHue. IlpaButennscrBa Anonuu, CHIA
U ABCTpajuy CUMUTAIOT, YTO cBobOoaa mHbopMaluu U MHTEepHeT-
cBO0OOJIA SIBJISIIOTCS KPUTUUYECKU BaXKHBIMM U JIOJKHBI obecrieun-
Batbcd. CremyeT M30eratb Ype3MepHOTo BMeIaTeIbCTBA MpaBU-
TeJIbCTB B KnbepmnpoctpaHcTBo. C 1990-x romos, korna MHTEpHET
ObLT BOCIIPMHAT MHOTMMU JIIOABMU, CYIIECTBYIOIIEE COCTOSTHUE
CBOOOIIBI SIBJISIETCS Haubojee 3HAYMMbIM aCMIEKTOM, U Mbl JTOJIX-
HBI He yTepsITh ero. Takmm 00pa3oM, 3THU ToCylapcTBa IBITAIOTCS
n30exaTh 00CYKIeHHUs BOIIPOCOB TOJIbKO B pamkax OOH u crapa-
I0TCS1 CJIeIoBaTh MHOTOCTOPOHHEMY IMOJAXOAY, MPU KOTOPOM, Kak
OXUIaeTcs, BOMPOCHI, CBI3aHHBIE ¢ KUOEPIIPOCTPAHCTBOM, OYIyT
00CyX1aTbCsl MHOTUMU aKTOpPaMM.

B 2015 rony B I'aare cocroutcs KondepeHuus: mo Kudeppo-
ctpaHcTBy a B 2014 roay nponokut padoty I'TID OOH. Heobxo-
JIIUMO CJIEIUTD 3a CUTyallMeil 1 TOHSITh, CMOXKEM JIM Mbl 1OOUTHCS
pe3yabTara, WIM pellleHHue BOIPOCOB BHOBbL OyIET OTJIOXEHO Ha
MOTOM.

BoiBoapl

B paszmuunbix gokymeHtax IlpaButenbctBa CIIIA mpoasura-
eTcsl JIMHUS, YTO KMOEPIPOCTPAHCTBO ClieayeT MpU3HaTh «BCE0D-
LM OOCTOosiHMeM». BceoOllee 4OCTOsIHME — 3TO MPOCTPAHCTBO,
KOTOpPOE HEe MOXKET HaXOJAUThLCS MOJ KOHTPOJEM OJHOI CTpaHbl, U
OT KOTOPOTO 3aBUCAT BCE FOCYIapCTBA.

OnHako KMOepHpOCTPaHCTBO SIBJISIETCS COBOKYITHOCTBIO Cep-
BEpOB, JUHUI CBSI3U, CUCTEM XpaHEeHUs] MHGMOpMAUUU U T.I., U
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KHUOEPIIPOCTPAHCTBO HEBO3MOXHO paccMaTpuBaTh KaK OOBIYHOE
BceoO1Iee gocTosiHMe. Eciu oHO paccMaTtpuBaeTcsl Kak COBOKYII-
HOCTb 0O0OpYIOBaHUS, TO KMOEPIPOCTPAHCTBO B 3HAUYUTEJIbHON
CTEMEeHM YSI3BUMO K YaCTUYHOMY WJIM MOJHOMY pa3pylLIeHUIO.

ITpuyuHa, MO KOTOPOIf BCe CTpaHBI pacCMaTPUBAIOT 3TOT BO-
Mpoc, 3aKjaryaeTcsl B TOM, UYTO ceiluac BOOPY>KEHHbIE CUJIbl U
SKOHOMUKA CUJIBHO 3aBUCSIT OT KuOepmpocTpaHcTBa. Kubepmpo-
CTPAHCTBO SIBJSIETCS MATON chepoit BOOPYKEHHOTO MPOTUBOOOP-
CTBa, HO B TO € BpeMsl CKopee SIBJISIETCS TMOKUM CBSI3YIOLIUM
3BEHOM MEXIy YEThIPbMS IPYTUMU — CYIIIeil, MOpEM, BO3IYXOM 1
KOCMOCOM, U CITOCOOCTBYET JesITeIbHOCTU UeioBeKa.

XapakTepHOll 0COOEHHOCTbIO MPOOJEeMbl YIIpaBICHUSI KUOep-
MPOCTPAHCTBOM SIBJIIETCSl TO, YTO YIpaBjJeHUE YCIELIHO pa3BU-
BaJIOCh CaMOCTOSITEIbHO, HO KOT/a IMPaBUTEJIbCTBA TMOIMBITAIUCH
BMEIIAThCSI, 9TOT BOMPOC TMEPEelIéN B MOJIUTUYECKYIO TUIOCKOCTb.
WMHxeHepbl 4acTo TOBOPSIT: «paboTtaeTr — He Tporaii». Ha mpo-
TSDKEHUM TIOCTEIHUX NECATWICTUN MAET OOCyXIeHHe BOIpoca,
YTO Takoe ympasieHue MHTepHeTOM, U paboTaeT OHO, WU HET.
Ceituyac, Korja BOMPOCHI 0€30IMacHOCTU CTaHOBITCS Bce OoJjee
BOXHBIMU, U HEOOXOAMMO CTabWbHOE M Oe30IacHoe yrpasie-
HUe, 00CYXIeHUS TOXKHBI ObITh MpeKpallleHbl. ['ocynapcTBeHHOE
yIpaBjieHUe KMOepHpoCTPpaHCTBOM, Ha KOTOpOoM HacTauBaeT Poc-
cusi 1 Kurait, MI3BMEHUT CYILECTBYIOIILYIO CHUCTeMY YyIpaBJeHUsI.
CrencTBiueM 3TOro0 MOXET ObITh yTpaTa CO3JIaHHOIo KuOepIripo-
CTPAaHCTBOM JAMHaMU3Ma.

Ceifuac Mbl JOJDKHBI TTO3a00TUTBCSI O TOM, 4YTOOBI Kubep-
MPOCTPAHCTBO OCTAJIOCh BCEOOIIMM MOCTOSIHMEM, MPU3HATh €ro
YSI3BUMOCTh M TIOBBICUTH ero 0e3ormacHocTb. BaxkHo obecrieuuTh
Oe3ormacHOCTh (pU3MYecKoir MHGPACTPYKTYpPhI, IOAAEPKUBATH
CBOOOIHBIN MOTOK MHGbOPMALIMK, U Pa3BUBATh MpaBuia, CBSI3bI-
BaloOIlME UX BOEIUHO.

Hcnonb3oBaHHasg qurepatypa

1. National Information Security Council “Japan Cybersecurity Strat-
egy” June 13, 2013 http://www.nisc.go.jp/active/kihon/pdf/cybersecuri-
tystrategy-en.pdf

2. National Information Security Council “International Strategy on
Cybersecurity Cooperation ~ J-initiative for cybersecurity” October 2013
http://www.nisc.go.jp/active/kihon/pdf/International StrategyonCybersecu-
rityCooperation_e.pdf

3. The Government of Japan “National Security Strategy of Japan”
December 2013  http://www.cas.go.jp/jp/siryou/131217anzenhoshou/
nss-e.pdf

256

Forum_1.indd 256 @ 22.10.2014 13:40:39



4. Center Strategic for International Studies “The Armitage-Nye
Report: U.S.-Japan Alliance: Anchoring Stability in Asia”: August 2012
http//csis.org/event/us-japan-alliance-anchoring-stability-asia

5. Joint ministerial statement of the Asean-Japan ministerial policy
meeting on Cybersecurity Cooperation, Tokyo, 13 September 2013 http://
www.meti.go.jp/press/2013/09/20130913005/20130913005-5.pdf

6. MERIDIAN Connecting an Protecting previous confer-
ence, Meridian 2013, Buenos Aires http://meridianprocess.org/cms.
aspx?e=21&id=6&cg=adcab139-a2b6-4789-bed5-bb106880674d
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Yoko Nitta

National Security Institute, Japan

Japan’s Approaches towards Cybersecurity

How to respond to uncertainty?

Background

It was a wake-up call for Japanese government when Mitsubishi
Heavy Industry (MHI) got virus infection by targeted attacks in
2011. The industry is the biggest contractor of Ministry of Defense
(MOD) for defense equipment in Japan. Which means MHI has
dealt with the top-level confidential information for Japan’s armed
force defense. To make things matter worse, MHI did not report
what happened to MOD although there is a strict regulation for
report under that condition. It did not stay only as a cyber attack
from the unknown but it pointed Japanese government the trust
matter with their contractors.

Concerns have grown over the misuse of cyberspace by crimi-
nals, terrorists, states and their proxies for disruptive and malicious
activities. Cases of cyber espionage, attacks on critical infrastruc-
ture, financial thefts and cyber terrorism have grown manifold.
Cyber security has become a high-profile issue between China and
the US. The use of the worm Stuxnet in 2010 to disrupt Iranian
centrifuges being used for uranium enrichment has raised concerns
about undeclared cyber warfare ICTs are being used for purposes
that are “inconsistent with national peace and security”. Attribu-
tion of cyber crime being a difficult exercise, the actors misuse
cyberspace with impunity.

Japanese government set up National Information Security
Council (NISC) within Cabinet Office before that. NISC has dual
responsibilities of national security and emergency response systems.
The responsibility of NISC is supposed to interpret complicated
technical issues, transform of technical and managerial issues into
poles and directives and coordinates the political debate concern-
ing emerging cyber security measures. NISC coordinate ministries,
main ministries are : the Ministry of Internal Affairs and Com-
munication (MIC), the Ministry of Economy, Trade and Industry
(METI), the National Police Agency (NPA), and the Ministry of
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Defense(MOD). MIC deals with communication and network poli-
cies, METI works on Japan IT polices, NPA deals with fighting cy-
ber crimes and MOD is responsible for national security.

Plus US- Japan alliance gives a impact on this new dimension
and Japan has followed its US direction for since the US President
Obama already made an announcement that US regard cyber as
the domain of fifth war, which means US focuses on the use of
cyber technologies military operations. Followed by the pressure
Armitage — Nye report published in 2012, Japanese government
launched ‘Japan Cybersecurity Strategy’ in June 2013.

Also, environment surrounded Japan has changed dramati-
cally in terms of cyberspace and real- space have been merged
and integrated which has increased serious risks surrounding cy-
berspace. Cyber attacks against government institutions and critical
infrastructures have become a reality, advent of conditions where
everything is connected to the internet (Internet of Things) have
increased the spread of the risks, cyber attacks can be effaced from
anywhere in the world, and carried out in cyberspaces affiliated
with Japan as a springboard for attacks elsewhere.

Cybersecurity Strategy

Basic principles of the strategy constructs a world-leading, resil-
ient and vigorous cyberspace for national security/ crisis manage-
ment, social/economic development, and safety/security of pub-
lic. Main pillars of the basic principles are to ensure free flow of
information, to respond to increasingly serious risks, to enhance
risk-based approach, to act in partnership based on shared respon-
sibilities. The key words of the strategy are ‘Resilient’, ¢ Dynamic’,
¢ World-Leading’. Japan main recent efforts based on these key
words are the following: To strengthen protection for cyberspace,
the strategy revises of the Standards for Information Security
Measure for the Central Government Computer Systems, To build
fundaments, the strategy revises the information security human
resource development program, world-leading cyberspace issues
international strategy on cybersecurity cooperation ~ j-initiative for
cybersecurity~, ASEAN — Japan Commemorative Summit Meet-
ing was held last December (2013), and to strengthen the function
of NISC is scheduled in 2015.

Japan ‘Cybersecurity Strategy’ lays out the three main efforts.
For Resilient Cyberspace, Government Organizations, Independ-
ent Administrative Organizations, etc. plays a role as strengthen-
ing Government Security Operation Coordination team (GSOC),
accurate and quick response through cooperation Cyber Incident
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Mobile Assistant Team (CYMAT)and CSIRT, conducting incident
response drills, specifying roles of related organizations such as the
police and the Self Defense Forces, to measure for new threats
pursuant to new services, including Social Network Service (SNS)
and group mail. Critical Infrastructures Industries strengthen in-
formation sharing with government organizations and system ven-
dors, etc., executing cross-sector exercises for ensuring business
continuity, build a platform for evaluation and authentication of
such systems as control systems used by critical infrastructure, in
compliance with international standards. The other main efforts
based on the ‘Cybersecurity Strategy ° is dealt with by enterprises
and individuals. They promote investment in security by small and
medium-sized businesses, through incentives sun as tax systems,
to measure by IT-related businesses including notifying malware
infection to individuals by ISPs and to ensure the traceability of
cyber crimes, such as by examining the way to store logs.

The second main effort is to get the fundamentals for Dynamic
Cyberspace. Information Security Policy Council revised the In-
formation Security Human Resource Development Program and
its Research and Development Strategy in 2011.

The third effort is to have launched ‘International Strategy’ last
October 2013. The strategy is to promote international measures
related to vulnerabilities, threats, and attacks in cyberspace with
the participation by government organizations and CSIRTS from
countries such as the US, Germany, the UK and Japan. Also it
is aims at sharing best practices for the protection of critical in-
frastructure, exchanging information on measures such as inter-
national cooperation with participation by government officials in
charge of protecting critical infrastructure from countries such as
the US, the UK, Germany and Japan. Japan is going to coopera-
tion on this issue with US, UK India, EU and ASEAN. Japan
contributes international rule making in cyberspace attending the
related international conferences. Plus, Japan is going to host ME-
RIDIAN this coming autumn.

Also the strategy issues annual report on cybersecurity and
strengthens the function of NISC scheduled in 2015 to become
fully its operations, renaming as Cyber Security Center. Japanese
government will aim for the new system to become fully opera-
tions. In this regard, NISC is to promote information security as
a hub of cooperation between the public and private sectors and
to cross-monitor the information security status of ministries and
agencies through the Government Security Operation Coordina-
tion (GSOC) team.
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Thirteen sectors have been incorporated as the ones to be fo-
cused as critical infrastructure in Japan and the specific miniseries
and its related organization are to responsible for each field. NISC
is to coordinate and cooperate for the critical infrastructure.

International Strategy on Cybersecurity Cooperation

Three directions of Japan’s contrition for strengthening inter-
national cooperation are: Incremental fostering of common global
understanding, Japan’s contraption to the global community and
expansion of the technological frontier at the global level.

The priority areas of the international strategy are the following:
for implementation of dynamic responses to cyber incidents, Japan
builds a mechanism for international cooperation and partnership
for global responses to expanding cyberspace such as enhancing
multilayered mechanism for information sharing, working on ap-
propriate response to cyber crime and establishing framework of
cooperation for international security in cyberspace. For building
up “ fundamentals” for dynamic response, Japan raises the cyber-
security standard of basic capability and response mechanisms at
the global level supporting for building a global framework for cyber
hygiene, promoting awareness-rapid activities, enhancing research
and elopement through international cooperation. For interna-
tional rule making for cybersecurity, Japan promotes international
rule making for ensuring stable use of cyberspace formulating in-
ternational standards of technology and pursuing international rule
making.

Japan’s regional intiatives have been enhanced; for the Asia Pa-
cific, Japan has cooperated closely with Asia Pacific region, which
is crucial due to geographical proximity and close economic ties. In
this regard, Japan will have continued to strengthen the relation-
ship with the ASEAN through policy dialogues as ASEAN-JAPAN
Ministerial Meeting on Cybersecurity Cooperation, ASEAN-Japan
Information Security Policy Meeting, and ASEAN-Japan Ministe-
rial Meeting on Transnational rime, promoting initiatives such as
capacity building for human resources development and promoting
joint projects such as JASPER and TSUBAME. Plus, Japan will
promote Japan-India cyber dialogue. Japan will deepen partnership
with the U.S. centered on the Japan-U.S. Security arrangements.
Regarding EU-Japan cooperation on cyberseucrity, “Japan-EU
ICT Internet” was held in Tokyo in November 2012 as a first
attempt to comprehensively exchange information on policy and
technology trends of internet security. The second forum was held
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as “EU-Japan ICT Security Workshop” in Brussels last December.
Both sides updated their recent policy and technology measures
as well as exchanged good practices as ICS (industrial Control
System) security and R&D on trend foresting / quick response to
cyber attacks. Joint R&D cooperation for improving cyber-resil-
ience has been also promoted through FP7 since 2013. Also this
May, twenty second EU- Japan Summit was held in Brussels. In
the Joint press statement, “ The EU and Japan Acting together
for Global Peace and Prosperity”, it reforest to their decision to
launch cyber dialogue.

Cyber Norms

Regarding global partnership in cyber space, Japan recognizes
cyberspace as “global commons” in GGE(Group of Governmen-
tal Experts). It stresses the need for a common understanding on
how norms based on existing international law could be applied
in cyberspace. The critical recommendation made by the GGE
is that “States must meet their international obligations regard-
ing internationally wrongful acts attributable to them” and Japan
supports it. Also the reports UN submitted goes on to recommend
confidence-building measures in cyberspace such as voluntary
exchange of views and information sharing, creation of bilateral,
regional and multilateral frameworks, increased co-operation on
incident response and synergy among law enforcement agencies.
The emphasis is on the need to enhance common understanding
and co-operation.

This is important considering several critics hold that given the
nature of threats in cyberspace where attribution is difficult, the
application of international norms may not be possible.

There has been intense debate whether cyberspace also requires
international cyber security confidence-building measures and rules
on the lines of similar conventions in other areas of international
security. In fact, countries like Russia, Tajikistan, China, Uzbeki-
stan, Kazakhstan and Kyrgyzstan have come out with drafts for
cyberspace. Experts take note of this but do not take a clear view
whether a cyber convention to govern states’ behaviour in cyber-
space is needed. This is because there are considerable gaps in the
thinking of the US on one hand and Russia and China on the
other with regard to a cyber convention. It implies that whatever
norms are agreed upon must have international legitimacy and UN
blessing.
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One weakness of the report is that it does not offer clear guid-
ance on how to build consensus on key cyber security issues. In
cyberspace, even the vocabulary is contentious. A common un-
derstanding of issues such as what is cyber warfare and what im-
plies the use of force needs to be developed. It would be useful
to set up a UN mandated forum, much like the UN Committee
on the Peaceful Uses of Outer Space, to deliberate on technical
and legal issues. The International Law Commission could also be
involved to develop the international law governing cyberspace. In
the context of cyber warfare, involving attacks on their critical in-
frastructure by states or proxies, use of force in cyberspace becomes
important. The cyber doctrines of some states stipulate that attacks
would elicit response that may not be confined to cyberspace. A lot
of conceptual work still needs to be done to understand if cyber-
space is emerging as a new arena of warfare. Does the international
law codified in Geneva Conventions apply to cyberspace? The re-
port has skirted these issues and focused on the lowest common
denominator of cyber norms. This is necessary but not a sufficient
condition to ensure cyber security.

Any counties cannot force its sovereignty to cyberspace. How-
ever, it will be possible to enforce that if they can claim her terri-
tory in some ways in cyber space. For instance, Japan is an island
country and her capacity of international telecommunication relies
on marine cable up to 95%. Therefore, it is possible to regard the
part from landing station of marine cable is the domain of Japan’s
sovereignty.

No matter he/ she is foreigner, server belong to non-Japanese,
it would be simple to think if the substance or the material located
within Japan belongs to Japan. Suppose Japan’s sovereignty extends
to. This aligns with the case that foreigners get punished in Japan
if they commit the crime here. The government of Japan, U.S.
and Australia regards free flow of information, internet freedom,
is a critical value and should be ensured. Excessive intervention by
the government to cyber space should be avoided. It is indeed the
most crucial part since 1990’s when internet has been accepted by
many people and we should not lose that. Therefore, they try to
avoid discussion only within U.N. and have tried to pursue multi-
stakeholder approach in which they expect diverse actors to discuss
the cyber issues.

Cyber space convention will be held at Hague in Netherlands in
2015 and GGE will re-start in 2014. We need to monitor whether
we could get the result by then or take a rain check, which is a
situation for a time being.
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Further Implications

U.S. government has insisted that cyber space should be recog-
nized as “ global commons ” in their various reports. Global com-
mons is the remain which one country cannot control but every
countries rely on its area.

However, cyber space is just an accumulated of telecommunica-
tion servers, lines and memory tips, etc, and it is not appropriate
that cyber space should be viewed as the conventional global com-
mons. If it is seen as an accumulated ones of equipment, cyber
space is quite vulnerable and partial breakdown or collapse.

The reason why each countries stick to this issue is because
military and economy strongly relies on cyber space now. Cyber
space is the fifth domain of warfare but it rather connects the other
four fields, land, sea, air and space, smoothly and facilitates human
activities.

The governance of cyber space is different because it used to
go well but government tried to intervene and it became a politi-
cal issue. Engineers often say that 'If it ain’t broke, don’t fix it.’
Whether internet governance is broken or not and the definition of
it has discussed for the past decades. Now that security issues are
getting more serious and stable and safe governance is in need and
discussion should be curbed. The state-led cyber space manage-
ment that Russia and China has insisted will change the course of
conventional governance to government and it is possible to lose its
dynamism which cyber space bas produced.

Now we need to make sure that the cyber space is a global
common and recognize its vulnerability and should enhance its
security. Keeping physical infrastructure, seeking for free flow of
information as contents and developing the rule setting to connect
them is essential.
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Macaecu Ky6os

Yuueepcumem Tokaii, Snonus

JloBepue K KuOepnpocTpaHcTBy B AnoHun:
NudopmanuonHasi rpaMOTHOCTb U PeryJiMpoBaHue

1. UKT u ux HeraTuBHOE BJIMSHHME Ha JeTeii:
NMPUYHHBI 0ECNOKOHCTBA SMOHIIEB.

B cepennne 1980-X romoB KOMMBIOTEPHI MOJYYMIU ILUPOKOE
pacripoctpaHenue B AmoHun. YTo KacaeTcsl cpeaHeCcTaTUCTHYe-
CKUX SITTOHCKUX CEeMEM, B MX JOMaX MePBBIMU KOMITbIOTepaMU ObUIN
BUIeonpucTaBku. Pa3padorumnk urp, komnanust Nintendo, co3na-
Jla IIMPOKO M3BECTHYIO UrpoBylo mpuctaBky «Family Computers
(ceMelHBIIT KOMITBIOTED).

HeratuHoe Bnusinne MKT Ha MoJom0e MOKOJEHUE CTajlo ce-
PbE3HOI coLualbHOU mpobieMoit. MHorue poautenu B SAnoHuu
ropopwin: «He wurpaiite B Bumeourpsl», Ui «PeanbHast XW3Hb
He MOXeT OBITh Iepe3anyllieHa, peajdbHas XW3Hb OTIIMYAeTCs OT
BUPTYyaJIbHOTO MUpa UTphl». B 1980-x u 1990-x rogax aToT Bonpoc
OBLT cepbe3HOI O0IIeCTBeHHOM Ipobsiemoii. Llenbo HacTosIei
CTaTbU SIBJSIETCS MCCeAOBaHUE TOTO, Kak B SIMMOHUN pa3BUBAIOCh
JIOBepre K KHOepITpOCTPAHCTBY.

2. OTBeTCTBEHHOCTb POUTEEl 32 MCNOJb30BAHHE CETH
HNHTepHET MOJIOAEXKDIO

HecMoTpss Ha TO, YTO B HACTOSIIMI MOMEHT CYIIECTBYET
ONpene/cHHOE PeryMpoBaHUe PbIHKA BUACOUTP, Mpodiema mpa-
BWJIBHOTO MCIIOJIb30BAHUS UTPOBBIX KOHCOJIEH BO MHOTOM JIEXKUT
Ha poauTtessgx. Cuctema peryaupoBaHMs B SITOHUU SIBJISIETCSl He-
MPAaBUTEJILCTBEHHON U caMoperyaupyercss oTpacibio. Mrposas
uHayctpusl SnmoHuu cospajia PedTHMHroByl0O OpraHM3alMio KOM-
MbIOTEPHBIX Pa3BJICUCHUIA, KOTOpas BBeJa JOOPOBOJIbHYIO CUCTE-
MY peryJupOBaHUs.

Korna ata cucrema ObuUla co3gaHa UIPOBOWM WMHAYCTpUEH B
Anonuu B 2002 roay, mogoOHbIE CUCTEMbl PETYJIMPOBAHUS YXKe
ObLIM BHEIPEHbI B 3amaaHbix cTpaHax. Hanpumep, B BenukoOpu-
TaHUU CUCTEMa peTyJupoBaHus Oblia BBeaeHa yxke B 1980-e roabl.
CIIA, ®paniusg u I'epmaHust co3gaiu cBou cucteMbl B 1990-x
rojax.
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B BenukoOGpuTaHuM TTpaBoOBOE PEryJIMPOBaHUE U CaMOPETYJIn-
poBanue ooweauHeHbl. [IpaButenscTBo CIIIA mpuHSIO 3aKOH, B
KOTOPOM TOBOPUTCSI: «€CIU IMPOMBIIUIEHHOCTh HE CO3JaCT CBOIO
COOCTBEHHYIO JOOPOBOJIbHYIO CHUCTEMY peryjiupoBaHUsl 3a TOf,
npaButeabcTBO CIIIA BBEOET MPaBOBYIO CUCTEMY». DTO IIPUBEJIO
K OBICTPOMY CO3JaHUIO CaMOPETrYJIUPOBAHUSI.

B AnoHuu HeT mMoAOOHBIX MPABOBBIX MPEANOCHUIOK WU Tpa-
BUTEJIBCTBEHHBIX MHMLMATUB. Kpome TOro, M3HayajabHO SITIOH-
cKasi MPOMBIIIJIEHHOCTh HE XOTela UMETh TaKyl CUCTeMY perysin-
pOBaHMsI, ¥ IPOTUB CBOCI BOJIM BBEJIa CUCTEMY IO 3apyOeskHOMY
oOpasuy. B pesynbraTe, OoJjiee MpeAnOUYTUTEIbHBIM METOJOM Ca-
MOOIPAaHUYEHUS CTaJl POAUTEILCKUI KOHTPOJIb.

3. Josepue K UnTepHety B Anonun

Ectb n1Ba criocoba obGecrieueHus goBepusi K MHtepHety. Ilep-
BbIii CIOCOO SIBJSIETCSI MEXaHUYECKMM M TEXHUYECKUM. DTOT
METOJ, KaK MpaBWJIO, TpeArosaraeT BHEAPEHUE CUCTEMbl (DUJIb-
TpalMy U MPeIoTBpalliaeT JOCTYII Joaell K BpeHOHOCHON MH(pOpP-
Malliu.

DTOT METOJ SIBJSETCSI OYEHb JIEMCTBEHHBIM B KaueCcTBE YCIYTU
JU1T MOOWJIbHBIX TejiechoHOB. Koraa poauTean MoKynalT CBOEMY
peOEHKY COTOBBIN Teje(hOH, OHM JIOJKHBI COOOLIUTh MEPCOHA-
Jly MarazdHa BO3pacT noJib3oBaTess. [Tocie aToro akTMBUpPYETCS
MOIIIHasl cucTeMa (QuIbTpallMM, MpeAocTaBisieMasl ONepaTopoM
cotoBoil cBs3u. IToxaiyii, BO BceX SIMOHCKUX MOOWJIBbHBIX Tele-
(doHax s geTeit’ ecTb MolHAsg cucTeMa (GUIbTPALMU, KOTOPYIO
JIETU HE MOTYT CaMOCTOSITEJIbHO OTKJIIOUMTh. B ciiyyae momaimrHux
KOMIIBIOTEPOB 3TOT METOJI TTO-TIPEXKHEMY SIBJISIETCS JEMCTBEHHBIM,
MOTOMY YTO POAUTEIM MOTYT KOHTPOJMPOBATh MOBEACHUE IETEH,
KOIJa CUISIT PSIAOM C HUMU.

K coxanenuto, apyrue MoOWJIbHbIE YCTPOMCTBA, B TOM YHUC-
Jie cMapT¢OHbI, MOOUJIbHBIE KOMITBIOTEPHI U TUIAHILEThl TPYAHO

'dnoHcke MOGWIbHBIE TeleoHbl MHade HasbiBaloTcsl «[amamaroccku-
MW» — B YeCTb U30JIMPOBAHHBIX OT KOHTUHEHTOB OCTPOBOB, HAXOSIIIMXCS B IOTO-
BOCTOYHOM 4actu TUXOro okeaHa, Ha KOTOPBIX LUIM YHUKAJIbHbIE 3BOJIOLIMOH-
Hble mporuecchl. JJo Toro, Kak B MUpe pacrnpoCTpaHeHUE MOJYYWIA CMapT(OHHI,
oreparopsl MOOWIBHOU CBs3u SIlmoHMM pa3paboTaim MHOTO(DYHKIIMOHAIbHbIE
MOOUJIbHBIE TeJe(hOHBI, Yepe3 KOTOPbIe MOCPEICTBOM CEPBEPOB U CETU COTOBOTO
oreparopa MOXHO ObUIO TMOJYYUTh O0CTyn B MHTepHeT. BKpariie, sKkpaHbl 3THUX
TeaeOHOB MEHbIIIE, YeM Y CMapThOHOB, M afIMUHUCTPATOpaM BeO-CTPaHUIL TIPU-
XOIUTCS JIeaTh OTAEJbHBIA BapMaHT CTpaHUILl st 9TuxX TejaedoHoB. C pocTom
MOMYJISIPHOCTU cMapThHOHOB B SIMOHMU, KOJTUYECTBO MOJIb30BaTe/ el OOBIYHBIX MO-
OMJIBHBIX TeJIe(POHOB MTOCTETICHHO CHUXAETCs.
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KOHTPOJIMPOBATh. DTU YCTPOMCTBA, KaK MpaBUJO, UMEIOT Oec-
npoBoaHoe coenuHeHne Wi-Fi, u 1etTn MoryT Mnojydyuth JOCTYIT K
HMHTepHeTy, MUHYS CETU oIlepaTopa MOOMIbHOI cBSI3U. KoHeuHo,
KOrJa I€TU UCIONb3YIOT 3TU YCTPOIMCTBA, POAUTEIU HE BCErIa MO-
IyT CUIETh PSIOM M HabJomaTh 3a HUMU. Heo0xoauMo oTMeTUTh,
YTO B 2MOXY CMapT(POHOB (GUIbTpaLMsl HE MOXET ObITh BCEOXBa-

TBHIBAIOIIICHA.
Bropoii ciocob peanusyeTcs yepe3 uyeaoBeKa, Pa3BUTUE CIIO-
cobHocTell aroaeit — 0coOeHHO, MH(MOPMALMOHHON TI'PaMOTHO-

ctu. CyllIecTBYIOLIMI B SIIOHCKOM MpPaBOBOMl cucTeMe «3aKOH O
pPa3BUTUM Cpefibl, obecreurBaolleil 6e3onacHoe U 3alUILEHHOE
UCIoJb30BaHUe MHTEepHEeTa MOJIOAEXbIO» TpeOyeT, UTOObI Kax-
NIbIA YEJIOBEK WJIM OpraHu3alius, KOTopas BjaleeT BeO-caiToMm,
Ha3Hayajla <«YIMOJHOMOYEHHOIo aAMMHMCTpaTopa CEepBEpPOB», B
00513aHHOCTU KOTOPOr0O BXOAUT HAOJIOAECHME 3a TEM, YTO CaMT He
COACPXKUT BPEAOHOCHOI MH(pOpMALIMH.

ITomumMo mpaBOBBIX TpeOOBaHUIA, SIMOHCKOE IIPABUTEILCTBO
MOMBITAIOCh OOYYUTh JETei, YTOObl OHU OBUIM OCBEIOMJIEHBI U
MOTJIM CIIPABUTBLCS € pa3iMuyHbIMU puckamu B MHTepHeTe. B Ka-
YECTBE MEPBOTO Illara, MPaBUTEJIbCTBO OLIEHWJIO BO3MOXHOCTU U
HaBbeIkKU Mojonexu B oojactu UKT, nisg pa3pabotku MHankaTo-
pa olieHKU MHTEepHET-rpaMOTHOCTHU CTYIAEHTOB.

B pamkax 3Toil OLICHKM MPOBOAUTCS MU3MEPEHUE HECKOJIbKUX
HaBBIKOB, B TOM UMCJIE CJIEAYIOLIUX TPpeX: pelieHrue npobieM, CBsi-
3aHHBIX C HE3AKOHHBIM W BPEJOHOCHBIM KOHTEHTOM; aJIeKBaTHOE
obmeHue B MHTepHere; 3aliuTa KOH(PUASHUMAJILHOCTM U UC-
M0JIb30BaHUE AJEKBATHBIX MHCTPYMEHTOB obecrieueHusi Oe3omnac-
HOCTU. DTU HaBBIKU HYXXHbI HE TOJIbKO JETSIM, B3POC/IbIE TaKXKe
JIOJKHBI MX MOJIy4UTh. I MbI TAKUM 00pa30M MOXEM YTBEPXXIaTh,
yto MHaukatop oneHkn MHTEpHET-TpaMOTHOCTU CTYJIEHTOB TO-
JIe3eH U JJI1 U3BMEPEHUsI TPaMOTHOCTHU BO BCEU CTpaHe.

Ha mexaynaponHoM ypoBHe MHAuKartop oueHkA MHTepHeT-
rPAaMOTHOCTHU CTYAEHTOB SIBJSIETCSI HOBATOPCKUM HallpaBieHUEM
pa3BUTUS MHAOPMALMOHHON I'PaMOTHOCTU MOJIOnExXu. IIpoaBu-
rast ero, MpaBUTEIbCTBO SAMOHUN CONEUCTBYET MEXIAYHAPOIHOMY
OOIIECTBY.

4. TloauTuka UHGOPMAIMOHHOW rpaMOTHOCTH B AnoHuu
Ha MecTax

Hexoropble MecTHbIE OpraHbl BJIaCTU TAKXKe MbITAIOTCS MOBbI-
CUTb MH(OPMAILIMOHHYIO TPaMOTHOCTb Jitoaeit. Hanmpumep, mpa-
BUTEJIbCTBO MpedekTypsl Mbapaku Ha3zHaYaeT MHCTPYKTOPOB ISt

268

Forum_1.indd 268 @ 22.10.2014 13:40:40



NpenoaaBaHus MeAUa-IrpaMOTHOCTU. DTU UHCTPYKTOPHI TPOBOISIT
CEMMHAphI I POAUTENIei, YTOObl OOBSICHUTh UM, YTO OHM He-
CyT OCHOBHYIO OTBETCTBEHHOCTb 3a 0€30IMacHOE HCMOJb30BAHUE
HMHTepHeTa CBOMMM JEeTBMH. XOTS IIperogaBaTeIn 4acTo MPOBO-
AT CEMMHApHI I AeTeil W TIPEromaloT UM HampsIMylo, OHU B
MIPUOPUTETHOM TIOPSIAKE MPOBOISIT CEMUHAPBI UIST POAMTENEH 0
WM TMocje CEMUHApOB sl AeTeil. DTO MO3BOJISICT MOJYEPKHYTh
OTBETCTBEHHOCTb POAMTEJICH.

Bropoit npumep u3 ropoma Coka. MyHuLMIIaIbHOE TpaBU-
TEJbCTBO TPEOYeT ydyacTusi alMUHUCTPATOPOB CEPBEPOB B y4yeO-
HOM IIporpamMme, MpPOBOAMMON HEKOMMEPUYECKOW OpraHu3anuci
(HKO). OTa opranuzanus BbgaeT cepTU(GUKAT, UTO aAMUHUCTPA-
LIMS1 Topofia HazHayaeT B KauyeCTBE OTBETCTBEHHBIX 3a MOIAepKa-
HUE CBOMX BEO-CaTOB JOKHBIM 00pa30oM MOATOTOBJICHHBIX CITe-
LIMAJTUCTOB.

5. JleAITebHOCTD AMOHCKUX HEKOMMEPYECKHX OPraHu3aimii
B 00JacTH MH()OPMALNMOHHON IPAMOTHOCTH

Bot HekoTopbie mpumMepsl nesreabHoct HKO mo nmponBuxke-
HUI0 MHDOPMAIIMOHHON TPaMOTHOCTH:
o IAJapan (MHTepHeT-001IEecTBO SITTOHMM) ydyacTByeT B paspa-
00TKe cucteM (UIbTpaLUK;
« EMA (Accoumanusi OLI€HKM U MOHUTOPMHIA KOHTEHTa) OlLie-
HUBaeT CaWThl IJI1 MOOMJILHBIX YCTPOICTB;
o« I-ROI (MccnepoBarenbCKuii WHCTUTYT OLIEHKUM WMHTepHeT-
pPECypCcoB) BBIIAET CEePTUMUKATHI IJIs1 CAMOCTOSITEIbHON OLEHKU
KOHTEHTA;
o« JISPA (AnoHckas accouuanusi OpojaBukeHus: WMHTepHeT-
0e30ImacHOCTH) pPacCIIpOCTPaHsIET Cpedyd aAMHHUCTPATOPOB BeO-
CaliTOB PYKOBOJICTBA I10 CAMOCTOSITEJIbHBIM JACHCTBUSIM.

PaccmoTtpum Gosiee monpoOHO AestesibHOCTh MccienoBarelib-
CKOTO MHCTUTYyTa ouleHKM WMHrtepHer-pecypcoB. B 2013 romy oH
3aMyCTUJI IIporpaMMy DKCIEPTOB B 00JacT LM(PPOBOTO KOH-
teHta (DCA). Ota nporpamMma crneuuvaiu3upyercsi Ha Oe3orac-
HOM WCIIOJIb30BaHMM MIHTepHeTa M SIBISETCS He TEXHWYECKU, a
coLMaIbHO-OpUMeHTUpoBaHHOM. [lporpamma pasmeneHa Ha Tpu
YPOBHSI: TOJIb30BaTelNsl, aAMUHUCTpPATOpa W WMHCTPYKTOpa. Ypo-
BeHb 2 DCA (anMUHUCTpaTOpa) COOTBETCTBYET «yIOJTHOMOUYEHHO-
MYy aIMUHUCTPATOPY CEPBEPOB», O KOTOPOM TOBOPUTCS B «3aKOHE
0 pa3BUTUHU Cpebl, obecrneuunBalollleil 6e3onacHoe U 3allUIleH-
HOe MuCIoJib30oBaHUe MHTepHETA MOJIOIEXDBIO».
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YuactHukam tiporpamMmbl DCA  pator riybokue mpodec-
CHOHaJIbHbIE 3HaHUs TI0 0e30MacHOMY HCIoJb30BaHUI0 WH-
TEepHEeTa, KOTOPhbIe OXBATHIBAIOT HE TOJLKO HCIOJb3oBaHMEe WH-
TepHeTa JeTbMMU, HO TakKXe U B3pocibiMU. [IpuMeuaresbHbIM
moMeHTOM TIiporpamMMbl DCA HMccienoBaTeabCcKOTO MHCTUTYTA
oleHKU MHTepHeT-pecypcoB SIBISIETCS COTPYAHUYECTBO CO ILIKO-
Jamu u yHuBepcutetamu. Ceptuduxkar DCA TpeTbero ypoBHs
(mosnb3oBaTesisl), MOXET ObIThb IMOJYYeH CTYyAeHTaMM ITOCje Ipo-
XOXJEHUSI UMM CIIeLIMaIbHBIX 3aHSITUIN B KOJIIEIXKE.

Takum ob6pazom, nporpamma DCA HMccienoBarelbCKOro MH-
CTUTYTa olleHKU MHTepHeT-pecypCcoB UCIIOIb3YET MOAXO/, OPUCH-
TUPOBAHHbIM Ha OOIIECTBO U YeJI0BeKa, 1, BblJaBasi cepTU(UKAThI
JIM1aM, UMEIOIIIMM COOTBETCTBYIOIIME 3HAHUSI, CITOCOOCTBYET pas-
BUTHIO 00pa30BaHUsl 4YeloBeueckux pecypcoB. Eciau B mporpam-
me DCA MHccnenoBaTelbcKOro WMHCTUTYTA OLIGHKUM WMHTepHET-
pPECypCcoB MPUMET y4yacTUE MHOXECTBO JIOACH, WU OHM MoJydyaT
ceprudukarsl DCA, 3Ta mporpamma OyIeT BHICOKO OlLieHEeHa 00-
LIECTBEHHOCTbIO. A 3aTeM, KOTAa JIIOAU YBUISAT Ha KaKOM-I10o
caiite 3Hak McciaenoBaTebCKOro MHCTUTYTa OoleHKU MHTepHeT-
pecypcoB, OHU OyOyT YBEpPEeHbI, UTO CAWT SIBJISIETCS Oe30IMacHbIM
W HaJIe>KHBIM, U OJarojapsi 3TOi OTMETKE JIIOAU CMOTYT OLIEHUTh
ypOBeHb 0€30MacHOCTU BebO-caiiTa.

Ecau Mbl cMOXeM TPETBOPUTH 3Ty UICATbHYIO CUTyallUlO B
KW3Hb, TO CMOXEM pa3BHBaTh MoBepue K MIHTepHeETY.

6. Hekotopnie Te3uchl

B 3akinoueHue, g xores Obl 3a4aTh HECKOJBKO BOIPOCOB.

Bo-niepBBIX, UTO JOBKHO MMETh IIPUOPUTET — OE30I1aCHOCTh
wim cBoboga? Kak yxe ObLIO CKa3aHO BbIIIE, ITOJUTHKA IIpa-
BUTEJILCTBA M 3aKOHBI SITTOHNMM B OCHOBHOM OpPMEHTHMPOBAHBI Ha
ucnoib3oBaHue MHrepHeTa AeThbMU. JIOJDKHBI I MBI TakKxKe 00-
paTUTh BHMMaHWE Ha HUCIOJb30oBaHUe WHTepHeTa B3pOCIBIMU
moapMu? JIOKHO JIM TPaBUTENILCTBO OTPAaHUYMBATH MX CBOOO-
oy ciaoBa? B Hacrosiiiee BpeMs, gaxke NPUMEHUTEIbHO K JETSIM,
CylIecTByIollee B SITTOHMM IIpaBOBOe TpeOOBaHME 3BYUYUT HE KakK
«00s13aTEILCTBO», a «00513aTeILCTBO MPUIOXUTD YCUIUSI».

Craenyrommii Te3uc: «YTo MOKHBI JejiaTh IIpaBUTENLCTBA?»
Beenenne Mnaukartopa oueHku MHTEpHET-rpaMOTHOCTU CTYIACH-
TOB — 3TO XOpollasi paboTa, U OHa OyAeT COIEICTBOBAThH Nallb-
HelilemMy obcyxaeHuto. OnHaKo, 3TO BCETO JIUIb UHAUKATOP JJIsI
npoBeAeHMsT aHaiau3a. MTak, HyXXHa 1M HaM Kakasi-TO JIpyras Io-
JIMTUKA WM MeTon, pa3sutust nosepust K Matepnery? Mam B 00J1b-
1ieit creneHu goBepsATh JoaaM win HKO, yem npaBuTeabCcTBy?
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DT BONPOCHI MOXKHO Nepedpa3upoBaTh: «HTo sBisieTcs 6ojee
MPeANOUYTUTENIbHBIM, TOCYIapCTBEHHOE PeryJupoBaHue, O0yueHue
poauteneir unu aestenbHocth HKO?» Ha Moit B3risin, pa3Butre
o0pa3oBaHUsl U COLMAJbHBIM KOHCEHCYC Jydlle, YyeM Trocyaap-
CTBeHHOe perynupoBaHue. Ha camoM jaese, SIMOHCKOE LEHTpallb-
HOE MPaBUTEJbCTBO HEOJIHOKPATHO PEKOMEHIOBATIO MECTHBIM Op-
raHam Bjactu: «He co3gaBaiiTe pyKoBOASIIME MPUHLIMIIBI CAMU,
obpamaiitecb K HKO».

Ectb mpumep, Koraa CTOJIMYHBIM MyHUUMTIATUTET TOKMO Tbl-
TaJIcsl cO3[aTh PYKOBOISIINE MPUHIUIBI CAMOCTOSITeJIbHO. B OT-
BET Ha 3TO MPaBUTEJIbCTBO CTPAHbI OTAAJIO0 MPUKA3 O IPUHYIUTEb-
HOM HMCHOJIHEHUU. B npukasze ObLI0 CKa3aHO, YTO HallMOHAJIbHbIE
U MECTHBIC OpraHbl BJACTU JOJKHbBI yBaxaTh pojb HKO. 3amaua
LIEHTPaJbHOTO MPaBUTEJbCTBA 3aKJIIOYAETCS B TOM, UTOOBI MpPO-
nBurath aesiteibHocTh HKO, 1 ipu 3ToM MUHUMU3UPOBATH TOCY-
JIapCTBEHHOE yJyacTue.

ITocnennuit Bompoc: «Mcrnonb30BaTh TEXHUYECKU-OPUEHTU-
POBaHHBI WJIM COLMATbHO-OPUEHTHUPOBAHHBINA mnoaxon?» Kak
yXe ObUIO CKa3aHO BHIIIE, OCYIIECTBIATH (puiabTpanuio MHTep-
HEeTa W JPYTrMX BUPTYAJIbHBIX CETEW CTAHOBUTCS BCE TPyIHEE U
TpyaHee. [ToaTomy s mosiarato, 4To B OimKaifiieM OymaylieM Bax-
HOCTb COLIMAJIbHO-OPUEHTUPOBAHHOIO MOAX01a, 0€3yCIOBHO, YBe-
Juuutes. Ha caMom fene, oJHO TOKHOCTHOE JIUILO 3asiBUJIO, UTO
HECKOJIbKO JIET Ha3ajl, IpXU PaCCMOTPEHUN CUCTEMBbI (DUIbTpaLIiN,
HUKTO He MPUHMMAJI BO BHUMaHMWe CMapT(OHBI. DTO O3HAyaeT,
YTO TEeXHUYECKU-OPUEHTUPOBAHHBIN MOAXO/ JAOKEH UITU B HOTY
C HOBBIMM TE€XHOJIOTUSIMHU, a 3TO OYeHb TPYAHO CACIaTh.

KoHeuHo, colnaibHO-OPUEHTUPOBAHHbBIM MOAX0J HAaXOAUT-
¢ TOJBKO B Hauvasie TIyTH. Kak s y:kKe OTMETW BbILIE, IIPOTrpaM-
ma DCA MHccnenoBaTeabCKOro WMHCTUTYTA OLIEHKUM WMHTepHeT-
PECYpPCOB MBITACTCS MPETBOPUTH B JKU3Hb «UICAJIBHYIO CUTYaLIUIO»
U pa3BUBaTh TaKUM 00pa3oM goBepue K MHTepHery. S 3Hat0, UTO
9TO HE TaK MpOCTO chejaTh. B TeuyeHue HEKOTOPOro BpeMeHU
TeXHUYECKU-OPUEHTUPOBAHHBIC 1 COLMAJIbBHO-OPUECHTUPOBAHHbIC
MOJAXOAbI OYyAYT CYIIECTBOBATh Mapase/bHO.
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Dr. Masayoshi Kuboya
Tokai University, Japan

Cyberspace Credibility in Japan:
Information Literacy and Regulation

1. ICT and its negative impacts on children:
Why Japanese worry

In the mid 1980s, computers became widespread in Japan. As
for average Japanese families, video consoles were the first compu-
ter in their houses. Game software manufacturer Nintendo made
the iconic game console and called it the “Family Computer”.

ICT’s negative impacts on the young generation became a seri-
ous social issue. Many Japanese adults said, “Don’t play with video
games”, or “Real life cannot be reset, real life is different from the
virtual game world”. This kind of argument was a major concern in
the society in the 1980s and 1990s. This brief paper seeks to explore
how Japan has developed its cyberspace credibility.

2. Parental Responsibility for Young People’s Internet Use

Although there are today some regulations on video games,
the proper use of game consoles largely relies on parents. Japan’s
regulation system is not governmental but self-regulated by the
industry. Japan’s game industry launched CERO, Computer En-
tertainment Rating Organization, which introduced the voluntary
regulation system.

When the system was established by the game industry in Japan
in 2002, similar regulatory systems had already been enforced in
western countries. For example, the UK had introduced their regu-
lation system as early as the 80s. USA, France and Germany built
up their systems in the 1990s.

In the UK, legal regulation and self-regulation are combined.
The US government enacted a law, which stated: “if the industry
does not build up its own voluntary regulatory system in a year, the
US government will enforce a legal system”. This led to a prompt
installation of self-regulation.

In Japan, such a legal, or governmental, background cannot
be found. In addition, the Japanese industry did not want to have
such regulations at first and reluctantly imported the system from
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overseas. As a result, parental guide as a self-restraint has come to
be preferred.

3. Internet Credibility in Japan

There are two ways to ensure internet credibility. The first
method is mechanical and technical. This method usually enforces
a filtering system and prevents people from having access to mali-
cious information.

As a feature for mobile phones, this method is very powerful.
When parents buy a cell-phone for their child, they have to tell the
user’s age to retail shop staff. So they can activate a strong filtering
system, which is provided by the mobile phone carrier. All chil-
dren’s Japanese style feature phones' seem to have strong filtering
systems which children cannot deactivate by themselves. In the
case of home computers, the method is still powerful because par-
ents can monitor children’s behavior when they sit beside them.

Unfortunately, other mobile devices, including smart phones,
mobile pcs and tablets, are difficult to control. These devices usual-
ly have a wi-fi system, and children can access the internet without
passing through a mobile phone carrier network. Of course, parents
cannot always sit beside and monitor them when their children use
these devices. We have to notice that filtering cannot cover all in
the era of smart phones.

The second method is a human way. This method tries to facili-
tate people’s ability, especially information literacy. In the Japanese
legal system, the “Act on Development of an Environment that
Provides Safe and Secure Internet Use for Young People” requires
that every person or organization which owns a website must make
an effort to assign a “specified server administrator”, who must
oversee that the website does not contain harmful information.

Apart from legal requirements, the Japanese Government has
tried to instruct children to be able to deal with various risks on the
internet. As a first step, the Government has assessed youngsters’

! Another name of “Japanese style feature phone” is “Galapagos mobile phone”.
“Galapagos” comes from the islands in South-eastern Pacific Ocean, which is total-
ly isolated from any continents and whose evolution process is very unique. Before
smart phone became widespread in the world, Japanese mobile phone companies
had developed the multi-functional mobile phones which can access to the inter-
net through mobile phone carriers’ servers and networks. Briefly speaking, these
phones’ screens are smaller than smart phones and website administrators have to
make a specific webpage just for these phones. After smart phones got popularity
in Japan, the number who uses Japanese style feature phones has been gradually
decreasing.
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ICT capabilities and skills, to develop a measurement called the
Internet Literacy Assessment Indicator for Students (ILAS).

ILAS tries to measure several competencies, including the fol-
lowing three; to deal with the problems of illegal and harmful con-
tents, to communicate adequately on the internet, and to protect
privacy and use adequate security instruments. These competencies
are not only for children and should be acquired of adults, too.
Then, we can say that ILAS is also useful for measuring national
literacy.

At the international level, ILAS is a pioneering work for young
people’s information literacy. The Japanese Government is trying
to contribute to international society by promoting this indicator.

4. Local Policies on Information Literacy in Japan

Some local authorities also try to facilitate people’s information
literacy. For example, the Ibaraki prefectural government desig-
nates media education instructors. These instructors hold seminars
for parents to teach them that they are most responsible for their
children’s secure internet use. Although the instructors may often
hold seminars for children and teach them directly, they organ-
ize seminars for parents as a priority to be held before or after the
seminars for children. In this manner, parents’ responsibility is also
emphasized here.

The second case involves Soka city. The municipal government
requires its server administrators to participate in a training pro-
gram conducted by a non-profit organization. The NPO issues a
certificate stating that the city office designates properly-trained
persons in charge of maintaining its websites.

5. NPOs on Information Literacy in Japan

These are some examples of NPO activities promoting informa-
tion literacy:
o IAJapan (Internet Association Japan) engages in developing
filtering systems.
e« EMA (Content Evaluation and Monitoring Association)
evaluates mobile sites.
o I-ROI (Internet-Rating Observation Institute) issues certificates
for self content assessment.
o JISPA (Japan Internet Safety Promotion Association) promotes
self-guideline for website administrators.

Here I focus on [-ROTI’s effort. I-ROI launched the Dig-
ital Contents Assessor (DCA) program in 2013.The DCA assessor
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has competencies about secure internet use. The competencies are
not technically-oriented but socially-oriented. DCAs fall into 3
categories; user, administrator and instructor levels. A DCA level 2
administrator level personnel corresponds to the “specified server
administrator” in the “Act on Development of an Environment
that Provides Safe and Secure Internet Use for Young People™.

In the DCA program, adequate competencies for secure inter-
net use are taught. The competencies focus on not only children’s
internet use but also adults’ internet use. A notable fact of I-ROI’s
DCA program is collaboration with schools and universities. DCA
level 3, the user level, certificate can be granted to students through
designated college classes.

That is, I-ROI’s DCA program employs a socially-oriented,
human-oriented approach, engaging in education of human re-
sources, to issue certificates to persons who have proper knowl-
edge. If many people take I-ROI’'s DCA programs and declare
that they have DCA certificates, the DCA program will be well
acknowledged by the general public. And then, when people find
an I-ROI mark on some website, they can be confident that the
site is safe and reliable. People can evaluate the safety level of a
website by the I-ROI mark shown on the site.

If we can make this ideal situation come true, we can develop
the credibility of the internet.

6. Some Arguments

To conclude, I will ask some questions.

The first one is “which should be prioritized, safety or liberty?”
As I mentioned above, Japanese Governmental policies and laws
largely focus on children’s internet use. Do we need to focus on
adults’ use too? Should the government constrain adults’ freedom
of speech? As of now, even for children, the Japanese current
legal requirement is not “obligation” but “obligation to make an
effort”.

The next argument is “what should governments do?” ILAS is a
good work and it will facilitate discussions. However, this is just an
indicator for analysis. So, do we need some other policy or method
to develop internet credibility? Or, do you trust people or NPOs
more than the government?

These questions can be rephrased: “Which is to be preferred,
governmental regulation, parental education or NPO activities?”
In my view, education and social consensus are better than gov-
ernmental regulation. In fact, the Japanese national government
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has repeatedly recommended to local governments: “Do not make
guidelines by themselves, refer to NPO”.

In the case of the Tokyo metropolitan government, it tried to
make its guideline by itself. In response, the national government
has given an enforcement order. The order says that national and
local governments should respect the role of NPOs. The purpose
is that the national government wants to promote NPO’s activities
while minimizing governmental involvement.

The last question is “technically-oriented approach or socially-
oriented approach?” As I mentioned above, it is getting harder and
harder to filter the internet and other virtual networks. Therefore,
I think the importance of the socially-oriented approach will defi-
nitely increase in the near future. Actually, a public official pointed
out that nobody took account of smart phones when considering
the filtering system a few years ago. This means the technically-
oriented approach needs to keep up with new technologies, which
is very difficult to do.

Of course, the socially-oriented approach has just reached the
starting line. As I noted above, I-ROI’s DCA program tries to
make “ideal situation” come true to develop the credibility of the
internet. I know it is not easy to make this ideal situation come
true. Both technically-oriented and socially-oriented approaches
will live side-by-side for a while.
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H.I1.BapHosckuii, O.A.Jloraues, B.B.fenko

HUncmumym npobaem uHgopmayuoHHol 6e30nacHocmu
MTY umenu M.B.Jlomonocoea

MaremaTtnka u uHGOpMANMOHHAS 0€30IACHOCTD

Ymo nado Ham, moeo He 3Haem Mbl,
Ymo 3naem mbl, moeo 045 Hac He
Haoo.

— Hoeann Boavgheane gor Iéme. «Daycm»

HMHudopmanmronHas 06e30macHOCTb — BecbMa MOMYJISIpHAs
Tema. [TorckoBbIe CUCTEMBI 1atOT ISl 9TOTO TEPMUHA COTHU MUJI-
JMOHOB CCBUIOK Ha pecypchl V¢ (= W3 = WWW). OnHako, eciu
K TepMUHY <«WH(pOpMaLMOHHAs 0e30MacHOCTb» N00aBUTh CJIO-
BO «MaremaTuhkKa», TO 3TO KOJMWYECTBO CHUXKAETCS Ha TMOPSIKU.
DTO 0TYACTM OTpaxkaeT Ipeobaaaroliee MHEHUE, YTO MHGpOpMa-
LIMOHHAasT 06e30MacHOCTb MpPEACTaBIsIeT cO00l OpraHu3alMOHHO-
TeXHUUYECKYIO 3aJady, a He HaydyHylo IMpobysemy. Tak 4To poJb
MaTeMaTUKU OrpaHuuyeHa obecrieyeHueM TaKuX MEeTOAOB, Kak
i poBaHUe TAHHBIX, UCIIOJb3YEMbIX B KAYECTBE CTPOUTEIBHBIX
0JIOKOB IJIs1 cUCTeM MH(OpMallMOHHOI 6€30MacHOCTH.

DTO cepbe3HOe 3a0TyKICHUE.

B HacTos1iee BpeMsi orpoMHbIe 00beMbl MHGOPMaLIMK TTepeaa-
I0TCSI, XpaHSITCSI, BbIOMPAIOTCS M 00pabaThIBalOTCS MWJLJIMOHAMU
nosib3oBarteneil. MMMmeercs: 0oJblIOe KOJIMYECTBO MH(OPMALIMOH-
HbIX yrpo3. B mpocreiiieit Mogenu ¢ AByMs abOHEHTaMM, KO-
TOpbIE TOCHLIAIOT APYT APYry KOH(MUACHIIMAIbHYIO MHMOPMALIUIO
M0 €AMHCTBEHHOMY KaHajy CBS3M, pacCMaTpUBaeTCs MpoCTeiias
yIpo3a YTeHUs 3TUX JaHHBIX MACCUBHBIM MPOTUBHUKOM. Kitac-
cnueckuii pesynbrar IlleHHoHa [3] MOKa3bIBaeT, YTO B 3TOM CIy-
yae KoH(puIeHUMaIbHAs Nepeaadya JaHHBIX BO3MOXHA. 3a4acTylo
STOT Pe3yJabTaT TBITAIOTCS PACIPOCTPAHUThL Ha MOAETU C Oojee
INUPOKUMU KJaccaMu yrpo3. IIpobieMa He TOJBKO B TOM, YTO
HEeT HayyHoro obocHoBaHMs. CyllIeCTBYIOT Yrpo3bl, OT KOTOPBIX
HEBO3MOXKHO 3allUTUTBbCS B MpUHLMME. Jlasee Mbl pacCMOTPUM
HEKOTOpbIE MPUMEPHI.

1. O6J1auHbIe BBIYUCJIEHUS

HenaBHuii mpopbiB B MareMaTU4ecKoil Kpunrtorpapuu — a
WMEHHO, PEIIEHUE JIOJITO OCTaBABIIENCS OTKPBITON ITPOOIEMBI TTOJT-
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Horo roMoMopgHoro mmdpoanusi (FHE) — npuBen K BO3HUKHO-
BEHUIO YCTOMYMBOro 3abiyxaeHusi. BecbMa 1IMPOKO pacnpocTpa-
HeHo MHeHue, yTo FHE pelaeT o kpaitHeil Mepe TEOpeTUUYECKYIO
npobseMy 3allUTy MH(OpMALKUU B OOJaYHBIX BbluMciaeHusX. Ha
caMoM JieJie JoKa3aHo [5], 4yTo 6e3ormacHbie 00JIauHbIE BIYMCICHUS
HEBO3MOXHBI Y€ B cllyyae ABYX I0Jb30BaTe/CH.

OTOT OTpULATEbHBIN pe3yJbTaT HE UCKIIOYAET BO3MOXHOCTHU
3alIMThl UHOOPMAIIMK B 00JTAUHBIX BHIYMCICHUSX 7151 HEKOTOPBIX
npuioxeHuit. Ho obuiero peiieHust ObITh HE MOXeET. MOXeT naxe
0Ka3aThCsl TaK, UTO BCSIKOE HOBOE IpMIOXeHHUE (MU HEeOOJIbIIOK
KJIacC TaKOBbIX) TpeOyeT MCCleqoBaHUsI BO3MOXHOCTU Oe3omac-
HBIX O0JIAYHBIX BHIYMCICHUIA.

2. CKpbITble KAHAJIBI

OnHOI M3 XOpPOILO U3BECTHBIX YIpo3 SIBJISICTCSI MPUMEHEHUE
KpuITorpaduu TPECTYITHBIM COOOIIECTBOM TSI TIEPECHUIKA WH-
(bopmanu yepe3 oOLIEHOCTYIHbIE CETH CBSI3U. 3ApaBbIi CMBICT
MOJIJAEPXKUBAET KazaJloch Obl OYEBMIHOE pelleHue, a WUMEHHO,
OrpaHUYeHNE TPaB MCIOJIb30BAHUS KPUITOrpapuIecKux MeTo-
JI0B. B aTOM cityyae npecTynHoe COOOILIECTBO MOXKET MEPEeKIIIo-
YUTHCS Ha MCITOIb30BaHNE CTeTaHOrpaduu.

BbriTyeT MHeHuUe, YTO MCMOJb30BaHME CTeraHorpaduu MOXKeT
ObITb MpPEeNoTBpallleHO, €cliu uMelTcsl 3(hGEKTUBHBIE METObI
OOHapyXeHUsI CKPBIThIX KaHajioB. OMHAKO CYIIECTBYIOT TaK Ha-
3bIBa€Mble TOJNOPOroBble KaHaibl [4], KOTOpPbie HE MOTYT OBbITh
00HapyXeHbI JaXe TEOPETUUECKU.

MoxeT okazaTbCsl, YTO «pa3yMHOE PEUICHUE», COCTOsIIlee B
OTPaHUYECHUM WCIIOJIB30BAHUSA KPUIITOrpaduM, Ha caMoM Jejie
MpeBpalliaeT TPYAHO pelliaeMylo MpodJeMy B HepellaeMylo.

3. Oodyckanus

KommnbroTepHbIe TTporpaMMBbl IIPEICTaBISIOT cO00I crienugu-
YecKylo pasHOBUAHOCTh MHMopMmanuu. OOBIMHO 3anIuTa TpPO-
rpaMM paccMaTpUBAeTCsd KaK OMTBA MPOTUB KOMITBIOTEPHBIX BU-
pycoB. Ho kj1acc yrpo3 mporpaMMHOMY OOECIIEUECHUIO 1IUpe, OH
BKJTIOYAET, B YACTHOCTW, HapYIICHHWE IIpaB WHTEJUIEKTyaJTbHOMN
COOCTBEHHOCTH.

BonbimHCTBO Mpo6eM, CBSI3aHHBIX C 3alllUTON MPOrpamMm,
MOTYT OBITh PEIIeHBI, CIM JOCTYITHA JOBepeHHas MPOrpaMMHO-
anmnapartHasa 1atgopma. OmHako, Kak IMpaBUIIO, TOJIb30BaTesb
BBITIOJTHSIET CBOM IIpOTpaMMBI BO BpaxmeOHoI cpeme. [loaTtomy
OCTaeTCs TIOCTENHSISI BO3MOXHOCTB: MpOrpamMMa JIOJKHA 3alllu-
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math cama cebs. McciaemoBaHusi, OCHOBaHHbIe Ha 3TOH wuuee,
MPUBEJIU K TIOSIBJIEHUIO TIOHATUSI 00(ycKaluu. DTO 9KBUBAJIEHT-
Hoe (T.e. coxpaHsiollee (PYHKLIMOHAJIBHOCTB) IIpeoOpa3oBaHue
MporpaMMbl, KOTOpoe AeiaeT €€ TPYAHOM Jisl TOHUMaHUSI.
Camoe cuwibHOe oIpeneaeHue obdyckaluu TpedyeT, 4YTOObI
MPOTUBHUK, UMEIOIIMI AOCTYI K TEKCTY 00(YyCKMPOBAaHHOMN MpoO-
rpaMMbl, He MOT U3BJieub U3 Hee OoJIblle MoJie3HON MHMOpMalLIWH,
YeM U3 TMOBEACHUS 3TOI MporpaMMbl Ha ypoBHE BXOA—BbIxol. [lo-
KazaHo [2], uTo Takasi cujabHasl 00dycKalusi HEBO3MOXHA. 3a 3TUM
rnocjienoBaa psii paboT, B KOTOPBIX ObUIM JOKAa3aHbl CXOXME OT-
puliaTebHbIe pe3yabTaThl Ui Oosee ciaadbix Mozeneit. [lonsomast
WTOT, MOXHO CKa3aTb, YTO BO3MOKHOCTHb 3alllMTHl IIPOrpaMM BO
BpaxkIeOHOI OKpyxKalollel cpefe OCTaeTCsl OTKPBITON MpodJeMOA.

4. CereBas 0€30MaCHOCTD

PaccMoTpuM MaTeMaTHUeCKYyl0 MOje/b OOJBIION CeTU CBS3U U
MPOCTEMIIIYIO Yyrpo3y HeIOCTaBIECHMSI cooOlIeHus aapecaty. [pen-
roJjiaraeTcsi, YTo aOOHEHThI CETU MOTYT ObITh OJTHOTO U3 CJICAYIOIINX
tunoB. CoTpyaHUyalole abOHEeHTHI Bceraa CaeayloT KOMMYyHUKa-
LIMOHHOMY MPOTOKOJIy. DTOMCTUYHbIE AOOHEHTHI HE JIEMOHCTPUPY-
0T HUKAKOT'0 3JIOHAMEPEHHOTO TTOBEIEHMS, HO, C IPYTOil CTOPOHHI,
MOTYT He XeJlaTh pacXol0BaTh PECYpChl U B HEKOTOPBIX CJIyJasix OT-
Ka3bIBaIOTCS TiepeiaBaTh COOOIIEHMS. 3JI0HaMepeHHbIe a0OHEHTbI
HUKAaK HE OrpaHUYEHbl B CBOEM ITOBEICHUMU.

Takast MoJieIb CETU CBSI3M aHAJIM3MPOBAJIACh C UCMOJb30BAHU-
€M TeOpPETUKO-UTPOBBIX MeTonOB. PaBHOBecus o Hoaiiry cooTBet-
CTBYIOILLIMX UTP TMokaszanu (cM. [1]), 4To clieHapuu ¢ 3aTOUCTUYHbBI-
MM ¥ 3JI0HAMEepEeHHBIMU abOHEeHTaM1 0oJiee ONMTUMMUCTUIHEI, YeM
C COTPYAHMYAIOIIMMHU U 3JIOHAMEPEHHBIMMU.

Ha nepBblil B3MISIA 3TO MOXET MoKa3aThCsl TMapamokcoMm. Ha
caMOM JeJie, TaKoe MHEHME OCHOBBIBACTCSI Ha PACIPOCTPaHEH-
HOM YyOeXAEHUN, YTO HAWJy4YIIUM pelIeHUeM ISl obecreueHust
MH(MOPMALIMOHHOUN 0€30IMaCHOCTU SIBJISIETCSI CO3AaHUE LIEHTPaIM-
30BaHHOM cCiy>k0bl. OgHAKO 3Ta TOYKAa 3peHUs] HUKAK He 000-
CHOBaHa.

Marematuyeckue pe3yabTaThl MOAAEPXKUBAIOT CAEAYIOLIYIO TH-
MoTe3y: XaoTUyecKasi Ipupoja OOJIbIIMX CeTeil OKa3bIBaeTCsl JIyd-
LIl 3allUTON OT 3JJ0HAMEPEHHOTO ITOBeAeHUSI aDOHEHTOB.

5. 3akoHbl 0 KHOEPHPECTYIIEHHSIX

B cBs3u ¢ 3akoHamu o KI/I6€pHpeCTy1'[I[eHI/I$IX nacT MHTCHCUB-
HOEC O6CY)K.£[CHI/I€, KaK 5TH 3aKOHbI JOJIKHBI pa6OTaTb, 1 HUKAaKO-
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o BHUMaHMSI HE yIEJsIeTCs OCHOBHOMY BOIIPOCY: UTO CYI MOXKET
MPU3HATh JOKAa3aTeJIbCTBOM KUOEPIPECTYIICHMUSI.

PaccMoTpuM mpocToit mpuMep MaTeMaTU4eCcKoil MOAEIU DJIeK-
TPOHHBIX BOJASIHBIX 3HAKOB (B JIMTepaType MCIIOJb3yeTcsl HeanaeK-
BaTHBIU TEPMUH «LIM(PPOBbIE BOJAIHbIE 3HAKW»). [IpaBoobiagaTesb
UHTEJJIEKTYaIbHOI COOCTBEHHOCTH, CYLIECTBYIONICH B 3J€KTPOH-
HOM (opMe, XKeJlaeT JoKa3aTh apOUTpy, YTO JAHHLIN (paiiyl coaep-
JKUT BCTPOEGHHBIM MM (IpaBooOJiagaTesieM) 3JEKTPOHHBIA BOIS-
Hoit 3HaK. C 3TOM LIEJAbI0 OH MPEA0CTaBIsIeT apOUTPy HEKOTOPYIO
KOHG(UACHIMAIbHYIO MH(POPMALIMIO, pa3Mep KOTOPOH HU3MepsIeT-
cs MerabaiiTamu. 3aTeM Ha ATUX JAHHBIX BBIITOJHSIETCST CJOXKHAsK
MporpamMma, KOoTopasi paboTaeT MHOTO YacOB M B WTOTE BBITAET
copyright mpaBoo6sagatens. YTo B 3TOi CUTyallMU JOJKEH Ae1aTh
apoutp?

[IpuemaemMoe mOKa3aTeJbCTBO MOKET BBITJISAETH MPUMEPHO
tak. IIpaBooOmamaTeab IoKa3bIiBaeT apOMTPYy KapTUHKY U T'OBO-
puT: «3aMEHHUTEe BCEe CHHUE WM KEIThle THUKCEIW Ha Oesble, BCe
KpacHbIe U 3eJieHble Ha YepHbIe, U TOTIa B MPAaBOM BEPXHEM YLy
Bbl YBUJUTE MO COOCTBEHHOPYUHYIO MOAMUCH».

3aMeTUM, 4TO Mbl PacCMOTPEIU UACAUTM3UPOBAHHYIO MOIEb,
rie JJisi BCero MMEITCSl CTPOTrMe MaTeMaThuecKue OmpeesieHuUsI.
Ho npo6iiema apbutpaxa He pelieHa. UTo ke TOBOPUTH O «JI0Ka-
3aTeJIbCTBAX» KUOEPIPECTYIICHUSI B PEAIbHOM XU3HMU.

6. 3akiouenue

OO1ee HalpapjeHUE HUCCAeAOBaHUIM B 00JacTu MHGpOpMaL-
OHHO1 0€30MacHOCTU BBIIJISIAUT CIACAYIOIIMM 00pa3oM:

e 1A JAHHBIX MHOXECTB MPUJIOKEHUN U Yyrpo3 OMNpeaeuTh Ma-
TEMaTUYECKYI0 MOJEJIb;

e B 3TOI MOJIEJU MCCIIe0BaTh CYILIECTBOBAHUE PELLICHUI ISl 3a-
Ja4d obecrieueHuss MH(POPMALIMOHHOI 0e30IMacCHOCTHU;

e B CJIyyae IMOJOXUTEIbHOro OTBETa pa3paboTaTh COOTBETCTBYIO-
1IIe METOMABl M CUCTEMBI.

3aMeTUM, YTO IO CPaBHEHMIO C MPOCTEMIIMM cCllydaeM KOH-
(pupeHUMANBLHON Tepeaauyu JaHHBIX B OOILEM ciydyae CUTyalus
MeHsieTcsl pagukaibHo. HeT Hamexbl Ha oOlliee pelieHue Wik Ha
craHaapThl. B HauxyaiieM BO3MOXHOM CLIEHApUHU JJIs KaxKAaoro
HOBOTO TIPUJIOKEHUS MOTPEOYETCS HOBBIN IIMKJI UCCISIOBAHUM 1
pa3paboToK.

OtpuLaTebHble pe3yJbTaThl JOKa3bIBAIOTCSI B MaremaTuye-
CKHX MOZEJSIX. DTO O3HAyYaeT, YTo JAaXe B UACATbHOM Ciydae pe-
1ieHui HeT. B peasbHBIX ClieHApUSIX HUKAKUE «yMHbIE peLLeHUs»
HEBO3MOXHbBI 1M3-32 OCHOBHOM yrpo3bl.
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Mathematics and Information Security

Was man nicht weif3, das eben brauchte man
Und was man weif3, kann man nicht brauchen

— Johann Wolfgang von Gothe. “Faust”

Information security is an extremely attractive topic. Search
engines when feeded with this term return hundreds millions of
references to resources in V¢ (= W3 = WWW). However when term
“information security” is combined with “mathematics” the figures
are orders of magnitude lower. This in part reflects common belief
that information security is a management task, not a scientific
problem. Therefore the role of mathematics is restricted to provide
methods, such as data encryption, raw materials for constructing
security systems.

This is a great misunderstanding.

Currently huge amounts of information are transmitted, stored,
retrieved and processed by millions of users. Threats to informa-
tion are numerous. In the simplest model of two abonents who sent
confident data over an only channel one considers the simplest
threat of reading this data by passive adversary. The classical result
due to Shannon [3] says that in this setting secure data transmis-
sion is possible. One is tempted to extrapolate this possibility result
to models with wider classes of threats. The problem is not only
in the lack of justification. For certain threats there is no solution.
Next we consider some examples.

1. Cloud computing

Recent breakthrough in mathematical cryptography, namely so-
lution of the long-standing problem of fully homomorphic encryp-
tion (FHE) caused a lot of misunderstanding. It is widely believed
that FHE solves, at least theoretically, a problem of secure cloud
computing. In fact, it is proved [5] that secure cloud computing is
impossible already in the case of two users.

This negative result does not rule out a possibility of secure
cloud computation in certain applications. But there is no general
solution. It could even be the case that any new application (or a
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small class thereof) requires investigation of possibility of secure
cloud computing in this given setting.

2. Covert channels

One of the well-known threats is that of employing cryptog-
raphy by criminals for sending information over networks. The
common sense suggests an evident solution, namely, restricting the
right of using cryptographic methods. In this circumstances crimi-
nals might resort to steganography.

It is believed that steganography usage can be suppressed if one
has efficient methods for detecting covert channels. However there
exist so-called subliminal channels (see [4]) which could not be
detected even theoretically.

It might be the case that the “clever solution” of restricting us-
age of cryptography turns a hard to solve problem into a unsolvable
one.

3. Obfuscation

Computer programs constitute a specific brand of information.
It is common to consider program security as a battle against com-
puter viruses. But the class of threats to software is larger, it in-
cludes, e.g., violations of intellectual property.

Most of the problems of program security could be solved if
a trusted platform is available. However, as a rule users run their
programs in adversarial environment. Therefore there remains ulti-
mate chance. A program should secure itself. Research stimulated
by this informal idea resulted in the concept of obfuscation. This
is an equivalent (i.e. preserving functionality) transformation of a
program that renders the latter unintelligible.

The strongest definition of obfuscation requires that adversary
given an obfuscated program can extract no more useful informa-
tion than that given by input-output behavior of the same program.
Such a strong obfuscation was shown [2] to be impossible. This
was followed by a number of papers proving related negative results
in somewhat weaker settings. Stated in short, the possibility of
protecting programs in adversarial environments remains question-
able.

4. Network security

Consider a mathematical model of a large scale communication
network and the simplest threat of failing to deliver messages to
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addressees. Abonents of the network are assumed to be of one of
the next types. Cooperative abonents always follow communica-
tion protocol. Selfish ones do not exhibit adversarial behaviour but
on the other hand they do not want to spend much resources and
sometimes refuse to transmit messages. Malicious abonents are not
restricted in their adversarial behaviour.

Such a model of communication network was analysed using
game-theoretic methods. Nash equilibria of corresponding games
show (see [1]) that scenarios with selfish and malicious abonents
are more optimistic as compared with the case of cooperative and
malicious ones.

At the first glance this might seem to be a paradox. In fact, this
point of view is based on the common belief that the best thing to
do for providing information security is to establish a centralized
hierarchical service. But there is no justification for this opinion.

Mathematical results suggest the next hypothesis: chaotic nature
of large scale networks turns out to be the best defence against ma-
licious behaviour of abonents.

5. Law enforcement

In the context of cybercrime law there is an extensive discus-
sion of how this should work. And no attention is paid to the main
question: what can be taken by a court as an evidence of cyber-
crime.

Consider a simple example of a mathematical model for elec-
tronic watermarks (in literature a misleading term “digital water-
marks” is used). An owner of intellectual property that exists in
electronic form wants to prove to arbiter that a file in question has
e-watermark embedded by him (the owner). To this end he exposes
to arbiter some private information that might be a multi-megabyte
string. Then a complicated program runs on these data for hours
and finally outputs owner’s copyright. What should an arbiter do
in such a case?

An acceptable proof might look like this. An owner shows to ar-
biter a picture and says: replace all blue and yellow pixels by white,
red and green by black ones and then in the right upper corner you
would find my hand-written signature.

Note that we consider an idealized model where everything has
rigorous mathematical definitions. But the problem of arbitration
is not solved. Nothing to say about real-life “evidence” of cyber-
crime.
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6. Conclusion

The general line of research in the field of information security
is as follows:

« for given sets of applications and threats define a mathematical
model;

« in this model study existence of solution to the information
security problems;

« in the case of positive answer devise appropriate methods and
systems.

Note that in the general case situation changes drastically as
compared to the case of secure data transmission. There is no hope
for general solutions or standards. In the worst possible scenario
each new application would require a complete R&D cycle.

Negative results are proved in mathematical models. This means
that solutions do not exist even in idealized settings. In real-life sce-
narios no “clever solutions” are possible due to the main threat.
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